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Abstract

Given a program S and a precondition (), the strongest
postcondition, denoted sp(S, @), is defined as the strongest
condition that holds after the execution of S, given that S
terminates. By defining the formal semantics of each of the
constructs of a programming language, a formal specifica-
tion of the behavior of a program written using the given
programming language can be constructed. In this paper
we addresstheformal semantics of pointersin order to han-
diea realistic model of programming languages that incor-
porate the use of pointers. In addition, we present a tool
for supporting the construction of formal specifications of
programs that include the use of pointers.

1. Introduction

As the demands placed on software continue to grow,
thereis an increasing recognition that software can be error
prone. Moreover, the rising costs for software development
imposethe need to use a given piece of softwarefor alonger
period of time, for multiple purposes, and for increasingly
larger customer bases. As aresult, thereis aneed for more
sophisticated and systematic approaches to maintain soft-
ware.

Formal methods are techniques that incorporate the use
of formal specification languages, where aformal specifica-
tion language has a well-defined syntax and semantics. In
addition, formal methods have associated calculation rules
that can be used to analyze specifications in order to deter-
mine correctness and consistency. Since the notations have
aformal mathematical basis, formal methods facilitate the
use of automated processing [2]. Reverse engineering of
program code is the process of examining components and
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component interrelationships in order to construct a more
abstract representation of an implementation [3]. The pri-
mary focus of our research is to apply the use of formal
methodsto the reverse engineering of program codein order
to support maintenance and evolutionary activities, where
the formal approach facilitates automated processing.

Our previous investigations have focused on the use
of the strongest postcondition for deriving as-built formal
specifications from imperative program code [6]. Given a
program S and a precondition @, the strongest postcondi-
tion, denoted sp(.S, @), is defined as the strongest condition
that holds after the execution of .S, given that S terminates.
By defining the formal semantics of each of the constructs
of a programming language, a formal specification of the
behavior of aprogram written using the given programming
language can be constructed. Using this approach, we have
defined the formal semantics of a subset of the C program-
ming language that excludes the use of pointers [7]. This
paper describes the formal semantics of pointers as found
in commonly used programming languages. In addition,
we present a tool for supporting the construction of formal
specifications of programswith pointers.

Theremainder of this paper is organized asfollows. Sec-
tion 2 discusses background material in the areas of formal
methods and reverse engineering. The formal semantics of
pointers are presented in Section 3. Section 4 presents ap-
plications of a support tool to specific examples. Section 5
discusses related work. Finally, Section 6 draws conclu-
sions and suggests further investigations.

2. Background

This section describes background material in the areas
of pointers, software maintenance, and formal methods for
software devel opment.

2.1. Pointers

Using terminology of the C programming language, a
pointer is avariable that contains the address of a variable.



A common use of pointersis the creation of aliases, which
refers to the condition when several names can be used to
refer to a single data object. For instance, the statement
“x := @a”,wherex isapointer and a is some data vari-
able, creates an dias, thus making operations involving x
and a synonymous. The notation “*p” indicates a deref-
erence of the pointer p in order to access the value of the
referenced object. There are four different classes of alias
detection: intraprocedural may-alias, interprocedural may-
alias, intraprocedural must-alias, and interprocedural must-
alias. The term may-alias refers to the condition when two
variables, during some execution of a program, are aliases
for one another. The term must-alias means that during all
executions of the program, the variables will be aliases for
oneanother. Thetermsinterprocedural and intraprocedural
indicate the context of the aliasing, where interprocedural
is global and intraprocedural is local. Compile-time analy-
sis of programs to detect aliasing has long been recognized
as difficult. In fact, it has been proven that static analysis
to detect aiases is undecidable [10]. In this paper we do
not address may/must-aliasing problems directly. Instead,
our intention in the development of the formal semantics
for pointersisto provide a theoretically rich formalism that
can be used to aid may/must-alias analysis through mathe-
matical proof techniques.

In addition to having may/must-alias detection, aias de-
tection techniques can be flow-sensitive or flow-insensitive.
A technique is flow sensitive if control structures are fac-
tored into the detection algorithm. The techniques that we
suggest are flow sensitive although, again, we do not di-
rectly address alias detection.

2.2. Software M aintenance

Figure 1 contains a graphical depiction of a process
model for reverse and re-engineering [1]. The process
model is captured by two sectioned triangles, where each
section in a triangle represents a different level of abstrac-
tion. The higher levels in the model are concepts and re-
quirements. The lower levels include designs and imple-
mentations. Entry into this re-engineering process model
begins with system A, where Abstraction (or reverse engi-
neering) is performed to an appropriate level of detail. The
next step is Alteration, where the system is configured into
anew form at a different level of abstraction. Finally, Re-
finement of the new form into an implementation can be
performed to create system B.

This paper describes an approach to reverse engineering
that is applicable to the implementation and design levels.
In Figure 1, the context for this paper is represented by
the dashed arrow. That is, we address the construction of
formal low-level or “as-built” design specifications. The
motivation for operating in such an implementation-bound
level of abstraction isthat it provides a means of traceabil-
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Figure 1. Reverse Engineering Process Model

ity between the program source code and the formal speci-
fications constructed using the techniques described in this
paper. This traceability is necessary in order to facilitate
technology transfer of formal methods [4]. That is, current
development teams must be able to understand the relation-
ship between the source code and the specifications before
taking advantage of the benefits offered by formal methods.

2.3. Strongest Postcondition

Strongest postcondition, denoted sp(.S, @) is defined as
follows: given that @ holds, execution of S results in
sp(S, Q) true, if Sterminates [5]. As such, sp(S, Q) as
sumespartial correctness. The context for our investigations
is that we are reverse engineering systems that have desir-
able properties or functionality that should be preserved or
extended. Therefore, the partial correctness model is suffi-
cient for these purposes since the termination properties of
these systems are known a priori.

The weakest precondition predicate transformer
wp(S, R) is defined as the set of al states in which
the statement S can begin execution and terminate with
postcondition R true. Given aHoaretripleQ { S} R, we
note that wp is a “backward” rule, in that a derivation of a
specification begins with postcondition R, and produces a
predicate wp(S, R). The predicate transformer wp assumes
a total correctness model of computation, meaning that
given S and R, if the computation of S begins in state
wp(S, R), then the program S will halt with condition
R true. We contrast this model with the sp model, a
“forward” derivation rule. That is, given a precondition
() and a program S, sp derives a predicate sp(S, Q). The
motivation for using sp instead of wp is that sp derives a
postcondition, which is typicaly the objective of reverse
engineering. That is, to determine the purpose of a given
code segment. In constrast, wp requires a postcondition in
order to derive a precondition.

In this paper we use a variation of the Dijkstra guarded
command language as the target programming language
with theintent of constructing anal ogous formalizations for
languages such as C and Pascal. We find this approach to
be reasonable given our initial experiences in formalizing
the C programming language [7].



Table 1 summarizes the strongest postcondition seman-
tics of the Dijkstra guarded command language as given
in [5], where the notation PY means that every free oc-
currence of y in P isreplaced by ¢, “::” indicates that the
range of the quantified variable is not explicitly referenced
inthe current context. In addition, IF representsthen alter-
native conditional statement if By — Si; ... || Bn —
Sn; fi. B; — S; represents a guarded command such
that s; is only executed if logical expression (guard) B; is
true. DO represents the loop statement “do B — S od”
where S is executed iteratively until guard B isfalse.

| Construct sp Semantics |
sp(x = e,Q) = (Fv:QiNz=c¢€})
sp(IF,Q) = (F:1<i<n:sp(S;,B:i \Q))
sp(DO,Q) = —-BA(F:0<i:sp(IF,Q))
SP(SI;SZaQ) = Sp(Sz,Sp(Sl,Q))

Table 1. Strongest Postcondition Semantics
for the Dijkstra Guarded Command Language

Inthetable, thesemanticsfor sp(x := e, Q) statesthat
after the execution of “x := e” there exists some value
v such that every free occurrence of z in @ is replaced
with v and z = e%. The semantics for sp(IF, Q) states
that after execution of the if-fi statement, at least one
of sp(S;, B; A Q) is true. In the case of iteration, de-
noted sp(DO, Q), the semantics are that after execution of
the loop, the loop guard is fase (—B), and a digunctive
expression describing the effects of iterating the loop some
number of times (approximated by the notation TF*), where
k > 0. Findly, for sequences, sp(S1; S2, Q) meansthat the
postcondition for statement S; isthe precondition for some
subsequent statement S-.

3. Pointer Semantics

A pointer is avariable that contains the address of some
data object. Pointers can be assigned in a number of differ-
ent ways including heap allocation and direct addressing of
avariable. For instance, the C-like command “p := @k”
assigns the address of the variable k to pointer variable p.
As such, the pointer variable p points-to variable k. This
section describes the strongest postcondition semantics of
pointers.

3.1. Conventional Assignment Semantics

The strongest postcondition semantics of the assignment
statement is as follows. Given a statement “x := e” and
aprecondition Q:

sp(x = e,Q)= (v Q) ANz =¢). (1)

Two lemmas for eliminating the existential quantification
in Expression (1) have been described [8]. Due to space

constraints they are not repeated here. However, below we
describe an outline of the lemmas. In the first lemma, if
the precondition @ is of the form C A (z = u), where C
is a logical expression, then after the textual substitution
of variable x with v in @), Expression (1) reads as (Jv ::
CIN(v=u)ANz =c¢el). Since (v = u), the expression
(Fv = CZ A (v =u) Az = €f) islogicaly equivalent to
CZ A (u =u) Az = eZ. Inthesecond lemma, if = does not
appear as afree variable in either the logical expression
or the expression e, then (Fv :: Q2 Az = €?) islogicaly
equivalentto Q A z = e.

In anaive treatment of pointers, we can attempt to apply
the semantics of the assignment statement to pointer vari-
ables. However, doing so causes various problems. Con-
sider the example in Figure 2 where p and g are pointer
variables, d is atyped variable, and e is a constant. Given
the precondition {xg = Y}, where xq isadereference of an
object and Y is a constant, the strongest postcondition of
the statement sequence “p := gq; d := *p; *p :=
e”"is{d =vAp =qAxq =Y Axp = e} when the
conventional semantics for assignment is used for pointer
assignments. This specification, derived using the two lem-
mas described in [8], states that after execution of the se-
guence, d hasvalue v, p and ¢ point to the same object, and
the vaue of x¢ = Y and *p = e. The problem with this
specificationisthat whilep = ¢ (i.e., pointersp and g refer
to the same object), thereis a contradiction in the conjuncts
xg=Y and*p = e.

{ =*=Y }

p = q;

{ Bua(g=Y)iAp=g9)
=(p=qA*x=Y) }

d = *p;

{ Jv:(p=gA*xq=Y)IANd=1xp)
=(d=#pAp=qAxq=Y) }

*Pooi= &

{ Fou(d=*pAp=qAxq=Y)P Asp=e)

v
= d=vAp=qAxq=Y Axp=¢) }

Figure 2. A simple pointer example

The remainder of this section presents a model for de-
scribing the formal semantics of pointer operations that
overcome the problems that occur when using conventional
assignment semantics.

3.2. Memory Model

In the C programming language, variables can be allo-
cated from heap storage, registers, or address stack. The
model used in this paper for representing memory is cell
based, where the memory consists of alarge number of stor-
age cells. Each cell is named and contains a value. A dia
gram of this model is shown in Figure 3, where the entries
inthe column labeled N indicate the names of the cells, and



the entries in the column labeled V indicate the values. In
the diagram, data objects x, y, and z have values a, b, and c,
respectively. As a convention we use “n.V", wheren isa
cell name, to denote the value of the data object n. In our
example, .V = a,y.V =b,and 2.V = c.

N \Y
X a

b
z c

Figure 3. Cell Memory Model

3.3. Extending the M odel for Pointers

A pointer can be assigned by heap alocation, pointer
assignment, or alias assignment. Different alternatives for
representing the use of pointers within the context of the
cell memory model are available including the use of in-
direction where the value of the pointer is the name of the
variable being pointed to.

Consider the set of data objects NV and the set of pointers
M that are currently allocated at some step during the exe-
cution of aparticular program. Assuming that al the point-
ersin M point to data objects (not necessarily distinct) in
N, using the equivalence relation “=" where pointer p = ¢
if and only if p and ¢ point to the same object, we can parti-
tion M such that each partition is an equivalence class. As
such, any operation on amember of a particular equivalence
class is behaviorally equivalent to performing an operation
on any other member of the same equivalence class. For in-
stance, suppose we have variables x and y and pointers p,
a, ¥, s, and t. Let pointers p, g, and r point to variable
%, and pointers s and t point to variabley. Sincep, g, and
r point to the same variable %, they form one equivalence
class, and since s and t point to the other variable, they
form another equivalence class.

The equivalence classes within the set of pointers M can
be considered to be dynamic since the execution of a pro-
gramming statement can possibly rearrange the members
of each set as is the case when pointer variables are either
reused in heap allocation or a pointer assignment. Figure 4
depicts the extension of the memory model where there is
an associated equivalenceclassin M for each memory cell.
For consistency sake we assume that a data object can refer-
enceitself and, as such, isamember of the associated equiv-
alence class. For example, the data object y with pointers
s and t has an associated equivalence class from M with
members { vy, s, t }. We refer to this equivalence class as
Mly].

M N \Y
o -F-- I X a
y.st LY
[ R A, z c
Set of Pointers Cell Memory Model

Figure 4. Extensions to the Memory Model
3.4. Points-to and Coset

This section defines the semantics of the points-to rela-
tion and the coset function, both of which are used to for-
mally describe the behavior of pointer operations.

Let M be the set of pointers, IV be the set of allocated
data objects, and BB be the Boolean type. Figure 5 defines
the > (pronounced* points-to”) relation. The primary use of
the points-to relation is for making assertions about point-
ers and their relation to specific data objects. That is, it
asserts that a pointer is in the egquivalence class associated
to a particular data object. Informally, the points-to relation
is a heterogeneous relation on {M U N} x N. The first
axiom states that when data objects o1 and 02 are both in
theset NV that 01 > 02 istrueif and only if o1 = 02, where
“0l = 02" when ol and 02 are the same data object. As
such, adata object can only referenceitself and never refer-
ences another data object. The second axiom states that for
apointer p € M and adataobjecto € N, p > o if and only
if p € MJ[o]. Thatis, p points-to o if and only if pointer p is
an element of the equivalence class of o.

—>__:
Azioms :

{(MUN}x N — B

(Vol,02 : 01,02 € N : 01 » 02 < 0l = 02)
(Vp,o:pe MANo€ E:p>o0&pe M)

Figure 5. The points-to relation

The coset function is defined in Figure 6. The primary
use of the coset functionisto identify adereferenced object.
Informally, the coset function maps pointersto data objects,
where a pointer p maps to a data object o if p € MJo]. If
a pointer does not belong to any equivalence class then the
function is undefined.

coset :M + {N U {undefined }}

coset(p) = {

o if and only if p > o,

undefined otherwise.

Figure 6. The coset function




3.5. Assignment Revisited

Given the definition of the points-to operator and the
semantics of the equivalence class model, we must rede-
fine the sp semantics of the assignment statement for sm-
ple (non-pointer) variables to be consistent with the model.
Given astatement “x := e” and a precondition ) where
x is a non-pointer variable and e is an expression, the
strongest postcondition for assignment statementsis:

sp(x := ,Q) = (=Y Az V =¢&2Y),

which states that after the executionof “x : = e” thereex-
ists some value v such that every free occurrence of z.V
in @ is replaced with v and .V = é2. The notation é in-
dicates that the expression e is transformed so that every
simplevariableu that isatermin eisreplaced by u.V, and
every pointer dereference *p that isatermin eis replaced
by coset(p).V, where coset(p).V refersto the value of the
object identified by coset(p). This formalization ensures
that there is a consistent notation for referring to the values
of data objects.

3.6. Heap Allocation

When a pointer is assigned a “value”, that pointer is
placed into an equivalence class such that all the members
of the equivalence class point to the same data object. One
method for assigning a value to a pointer is through heap
memory allocation. Heap memory allocation has the form
“p := new T" wherep isapointer and T is a data type.
Informally, upon allocation of heap memory, anew data ob-
ject of type T is created and the pointer p is used to refer-
ence the object. In our model, this action is represented by
introducing a new entry o in NV with an undefined value in
V7, and adding p to the equivalence class M [o]. In addition,
if p was previously in some equivalence class M [k], it is
removed from that set. Formally we can state this condition
asfollows:

(Fec:ce N:Q2)A 2
p>oANo.V = undefined,

sp(p := new T,Q) =

where o is a new data object. The textual substitution of
every freeoccurrence of p in Q withthetermc € NV ensures
that p is removed from any equivalence class that it may
have previously been associated, and the assertion p > o
places p into the equivalence class M|o]. Finaly, the term
0.V = undefined asserts that the value of the new object o
isundefined. Asan example, let precondition Q be{¢>o01}
and statement S be“q := new T". Then

sp(S,Q) = sp(q := new T,q>o0l)
(Expression (2))
=(Fc:ceN:(g>0l))Ag>02A
02.V = undefined
(Textual substitution of g with c)

=(Jc:ce€ N:c>o0l) Ag>02A02.V = undefined
(Points-to axiom (Figure 5) applied to ¢ > o1)
=(Jc:c€ N:c=o0l) Ag> 02 A 02.V = undefined
(Trading [5].)

=(dc:c=0l:c€ N)Ag>02A02.V = undefined
(One-point rule [5] withc = 01, 01 € N = true)

= q > 02 A\ 02.V = undefined

As such, after the execution of the statement“q  : = new
T", the pointer ¢ points to some new object 02.

3.7. Pointer Assignment

Another way of assigning a value to a pointer is via di-
rect aliasing as in the C-like command “p := @x”. In
terms of the equivalence class model, the pointer alias as-
signment adds the pointer p to the equivalence class M [z].
Theformal semanticsof thiscommandis similar to the heap
allocation case. Formally the semanticsis as follows:

sp(p = @, Q)= (Ic:ce N: Q) Ap>u. 3)

Expression (3) states that after executing the statement
p := @x that p > x and that every free occurrence of p
in @ is replaced with ¢. This relationship ensures that the
pointer p is placed into the equivalence class associated to
thevariable x.

The final way that a pointer can be assigned a value oc-
curs when a statement of the form “p := g” is executed,
where p and g are pointers. In terms of the equivalence
class model, the pointer assignment adds the pointer p to
the class that contains pointer g. In this case the formal
semanticsis expressed as

sp(p := q,Q)=(Fc:c€ N: Q%) Ap> coset(q). (4)

Expression (4) states that after execution of the pointer
assignment, p points to the object coset(q). For exam-
ple, let statement S be “p := g" and precondition ) be
“{g>01 Ap>02}". Then

sp(S,Q) = sp(p := q,¢>o0l Ap>o2)
(Expression (4))
=(Fc:ce N:(g>o0l Ap>02)h) Ap > coset(q)
(Textua substitution of p with c)
=(Jc:c€ N:(g>0lAc>02)) Ap> coset(q)
(Points-to axiom applied to ¢ > 02))
=(Jc:c€ N:(g>0lAc=02))Ap> coset(q)
(Trading)
=(Jc:c=02:c€ NAg>ol)Ap> coset(q)
(One-point rulewithc = 02, 02 € N = true )
=q >0l Ap > coset(q)
(Definition of coset)
=g>o0lAp>ol



As such, after the execution of “p
and ¢ reference the same data object.

:= ", the pointers p

3.8. Value Assignment

In the C programming language, the value of the data ob-
ject that a pointer references is accessed using the notation
“*p”, where p is a pointer variable. Using the same nota-
tion convention, an assignment to the data object is achieved
using a command of the form “*p := e”, wheree isan
expression. In terms of the equivalence class model, the as-
signment of *p sets the value of the data object coset(p) to
e. Formally, the semantics of assignment to a dereferenced
data object is asfollows:

(Fv:veT: Qf,OSEt(p)'V A (5)
coset(p).V = éff’m(m'v)

sp(*p = e,Q) =

where 7' is the type of the data object, and v is a value

of that type. For instance, if T' is the type integer, then
v is some integer. The variable v represents the value of
the data object dereferenced by *p prior to the execution of
thestatement “*p := e”. Informally, the semantics states
that after execution of the statement “*p := e”, *p will
havethevalue &SPV Additionally, QS°**“®)-V will be
true.

3.9. Value Dereference

The command for observing the value of a pointer deref-
erencehastheform“x := *p”, wherex isavariableand
p isapointer. In terms of the equivalence class model, the
value dereference *p refers to the value of the data object
associated to the equivalence class containing p. That is,
*p refersto coset(p).V. The forma semantics of a value
dereferenceis as follows:

sp(x := *p,Q)=(Fv:veT: QY AzV = coset(p).V)
(6)

where T' is the type of the data object, and v is a value

of that type. Informally, Expression (6) states that after the
execution of a statement with *p on the right hand side of
an assignment, the left hand side of the assignment takes
on the value of the object that has been dereferenced. The
term Q%Y states that every free occurrence of z.V in Q
is replaced with the value of x previous to executing the
statement “x := *p”. Asan example, let statement S be
“x := p” and let precondition @ be {p > 01 A 01.V =
n A z.V = y}. The sp derivation proceeds as follows.

sp(S,Q)=sp(x := *p,p>olAolV =nAzV =y)
(Expression (6))
=F:veT:(p>olAol.V =nAzV =y)>"
Az.V = coset(p).V)
(Textual substitution of z.V with v)
=(w:veT:p>o0lANolV =nAv=yA
z.V = coset(p).V)

(Trading)
=(F:veTAv=y:p>0lAol.V =nA
v=yAz.V = coset(p).V)

(One-point rule with v = y)

=p>0lAol.V =nAzV = coset(p).V)
(Definition of coset)
=p>»o0lAolV=nAzV =0l1V)

This states that the new value of z.V' is equivalent to the
value of the data object o1.

4. Pointer Examples

AUTOSPEC is atool that has been developed to support
the use of strongest postcondition in the construction of for-
mal specifications from existing program code [6]. In this
section we describe how AuTOSPEC has been used to facil-
itate the analysis of programs.

AUTOSPEC accepts programs as input and using seman-
tic based rules, such as the ones found in Figure 1, derives
aformal specification of the input program. Our current in-
vestigations include extending the AUTOSPEC tool to sup-
port the formal strongest postcondition semantics of the C
programming language as described in [7]. For statements
such as assignments and conditionals, AUTOSPEC is fully
automated. When processing loops, AUTOSPEC alows a
user to provide appropriate preconditions and postcondi-
tions. In addition to supporting user guidance during the
specification process, AUTOSPEC supportssyntactic and se-
mantic verification of the input supplied by users by using
an integrated syntax checker and theorem prover.

Figure 7 contains two programs for illustrating the
pointer semantics described in this paper as well as for
showing the use of an automated tool for analyzing pro-
grams with pointers. Figure 7(a) is a program for demon-
strating how aliases are resolved using the pointer se-
mantics, and Figure 7(b) shows a program with a condi-
tional statement and how the conditional statement impacts
pointer resolution. The specifications in this section were
all automatically generated by the AUTOSPEC tool.

4.1. manyvars

Themanyvars program is shown in Figure 7(a). This
program demonstrates the difficulty in understanding pro-
grams that use a high degree of aiasing. The program uses
two integer variables and two pointer variables, where the
pointers r and g are used to create aliases of variables u
and z, respectively. In addition, a number of value assign-
ments are made to the primary variables (e.g., z := 0;)
and dliases (e.g., *r := 1;). Figure 8 contains the spec-
ification of the manyvars program as generated by the
AUTOSPEC system. The first statement of the program at
line 11 (r := @u) creates an dlias of variable u and is
specified by the conjunct (r .> u) intheexpression:



program manyvars ()

program maxThresh (

decl inputs: int e; int x; int y;
int z; int u; int *r; outputs: int *z;
int *q; )
lced
begin begin
r := @u;
z := 0; if (x >y ) -> z := @x;
q := @z; || (x <=y ) ->2z := @y;
*r o= 1; fi;
*q 1= *r; *Z 1= *z + e;
end
end
(€) (b)
Figure 7. Two Sample Programs:
(@) manyvars (b) maxThresh
(((u.V = ul0) & (z.V=12.0)) & (r .> u))

at line 12. The fourth statement in the program at line 19
(*r := 1) assignsthe value “1” to the data object iden-
tified by coset(r) which, dueto the conjunct (r .> u),
is the data variable u. Hence, the conjunct (u.v = 1)
appearsin the specification at lines 20-22.

1 program manyvars (

2 )

3 decl

4 int z;

5 int u;

6 int *r;

7 int *q;

8 lced

9 begin

10 { ((u.Vv =u0) & (z.V=120)) }

11 r := @u;

12 { (((u.v=uo0) & (z.V=20)) & (r .>u)) }
13 z := 0;

14 { ((((u.v=1uo0) & (cnst2 =z 0)) & (r .>u)) &
15 (z.V.=0)) }

16 q := @z;

17 { (((((u.v=uo0) & (_cnst2 = z 0)) & (r .> u))
18 & (z.V=0)) & (@ .> 2z)) }

19 *r := 1;

20 { ((((((_cnst5 = u 0) & (_cnst2 = z 0)) &
21 (r .>u)) & (z.V=20)) & (g .> 2)) &

22 (u.v = 1)) }

23 *q 1= *r;

24 { (((((((_cnst5 = u 0) & (_cnst2 = z 0)) &
25 (r .>u)) & (_cnst7 =0)) & (g .> z)) &
26 (u.V = 1)) & (z.V = coset( r ).V))

27 end

Figure 8. AUTOSPEC applied to manyvars

Thefinal specification of themanyvars program (lines
24-26) isthefollowing:

(((((((cnst5 = u0) & (cnst2 = z.0)) & (r
.>u)) & (cnst7 = 0)) & (g .> z)) & (u.v =
1)) & (z.V = coset( r ).V))

which states that after the execution of the program, z.v
has a value equivalent to that of coset (r) .v. Since
coset(r) = u, and (u.v = 1), the value of variable z,
denoted z . v, is 1.

4.2. maxThresh

The maxThresh program is shown in Figure 7(b).
The purpose of this program is to demonstrate the use of
AUTOSPEC for specifying the cases where pointers may ref-
erence many objects rather than just a single object. The
maxThresh program sets pointer z to alias the maximum
of two input variables x and y. After determining the max-
imum, the program adds a threshold e to the maximum.

Figure 9 contains the specification of the maxThresh
program as generated by the AUTOSPEC system. After the
execution of the i £-f1 statement (lines 11-22), the fol-
lowing (as shownin lines 23-26) istrue:

((((x.V > y.V) & ((y.V = y0) &
(e.V = e0)))) & (z
((y.V = y0) & ((x.V = x0) &
2> ¥)))

which states that the value of variable x is greater than the
value of variable y and the pointer z points to the variable
%, or the value of variable v is greater or equal to the value
of variable x and and the pointer z pointsto the variable y.

> x)) |

1 program maxThresh (

2 inputs :

3 int e;

4 int x;

5 int y;

6 outputs

7 int *z;

8 )

9 begin

10 { ((y.Vv=y0) & ((x.V=x0) & (6.Vv=¢e 0))) }
11 if

12 (x >y) ->

13 zZ := @X

14 { (((x.V > y.V) & ((y.V =7y 0) &

15 ((x.V=x0) & (6.V=1¢e.0)))) &

16 (z .> %)) }

17 || (x <=y) ->

18 Z 1= @y;

19 { (((x.V <= y.V) & ((y.V=y 0) &

20 ((x.V =x 0) & (e.V =¢e.0)))) &

21 (z .>y)) }

22 fi

23 { ((((x.V>y.V) & ((y.V=y0) & ((x.V=1x0)
24 & (e.V=2e0)))) & (z .>x)) |

25 (((x.V <= y.V) & ((y.V =y 0) & ((x.V =x 0)
26 & (e.V=1e0)))) & (z.>y))) }

27 *z = (*z + e);

28 { (((((((x.V > y.V) & ((_cnst4 =y 0) &
29 ((_cnst5 = x 0) & (e.V =e_0)))) &

30 (z .> x)) |

31 (((x.V <= y.V) & ((_cnst4 =y 0) &
32 ((_cnst5 = x 0) & (e.V=1¢e.0)))) &
33 (z .>vy))) & ((_cnst4 = Cv3) |

34 (_cnst5 = CV3))) & (CV3 = _06)) &
35 (coset( z ).V = (_o6 + e.V))) }
36 end

Figure 9. AUTOSPEC applied to maxThresh

The final specification of the maxThresh program is
shown in lines 28-35 of Figure 9. The specification states
that the value of coset (z) . Visequivalent to the expres-
sion (o6 + e.V) where .o6 = Cv3 and ((_cnst4
= CV3) | (.cnst5 = CV3)). Since the pointer z



can point to either variable x or variable v, the value (*z
+ e) inthe statement at line 27 is dependent on the result
of theif - f1i statement. Hence, the specification states that
Cv3 cantakethevalue cnst4 or _cnsts.

5. Related Work

Many techniques have been suggested for addressing
reverse engineering and program understanding including
plan abstraction [11], formal program transformation [14],
and structural abstraction [13]. Although these approaches
support automated program understanding, formal treat-
ment of pointersis either not addressed or is addressed at
alevel of granularity that may not reflect the actual behav-
ior of the program.

The model of anaysis involving the dynamic equiva-
lence classes and the points-to relation used in this paper
is similar to the points-to analysis models of [12] in that we
capture the relationship between a pointer and a data ob-
ject. With respect to the alias detection techniques, our ap-
proach is more straightforward since we focus on program
semantics and not alias detection. That is, much of the alias
detection research to date focuses on the devel opment of al-
gorithms for detecting aliases and, subseguently, use more
complex structures for analyzing pointer constructs. Our
approach addresses the issues related to program semantics
and the devel opment of algorithmsfor deriving the behavior
of programs.

6. Conclusion

Formal methods provide many benefits in the develop-
ment of software. Automating the process of abstracting
formal specifications from program code is sought but, un-
fortunately, not completely realizable. However, by provid-
ing the tools that support the reverse engineering of soft-
ware, much can be learned about the functionality of a sys-
tem. In this paper we described the strongest postcondi-
tion semantics of pointer operations using a dynamic equiv-
alence class model. Landi proved that may-alias pointer
detection is undecidable and must-alias pointer detection
is uncomputable [10]. Our intentions are not to provide a
meansfor automatically deriving specificationsof programs
with loopsand pointersbut rather to providetool support for
users to derive those specifications.

Previoudy we investigated the application of the
strongest postcondition to define the semantics of a subset
of the C programming language. We are currently extend-
ing AUTOSPEC to support the semantic definition of C. This
includes extending the tool to support the use of the pointer
semantics described in this paper. In addition, we are inves-
tigating techniquesfor deriving abstractions of formal spec-
ifications that have been constructed using strongest post-
condition. Finaly, we have applied the use of our tech-
nigues to a mission control system for controlling robotic

spacecraft at the NASA Jet Propulsion Laboratory [7].
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