In Proceedings of the 6th Working Conference on Reverse Engineering, Oct. 1999, pp. 77-88,
IEEE.

A Framework for Classifying and Comparing Software Rever se Engineering and
Design Recovery Techniques

Gerald C. Gannod't
Computer Science and Engineering
Arizona State University
Box 875406
Tempe, AZ 85287-5406
E-mail: gannodeasu.edu

Abstract

Several techniques have been suggested for supporting
reverse engineering and design recovery activities. While
many of these techniques have been cataloged in various
collections and surveys, the evaluation of the correspond-
ing support tools has focused primarily on their usability
and supported source languages, mostly ignoring evalua-
tion of the appropriateness of the by-products of a tool for
facilitating particular types of maintenance tasks. In this
paper, we describe criteria that can be used to evaluate tool
by-products based on semantic quality, where the semantic
quality measures the ability of a by-product to convey cer-
tain behavioral information. We usethese criteriatoreview,
compare, and contrast several representative tools and ap-
proaches.

1 Introduction

Software maintenance has long been recognized as one
of the most costly phases in software development [1]. A
software system is termed a legacy system if that system
has a long maintenance history. Many techniques have
been suggested for the maintenance of legacy software as
is clearly indicated by the number of surveysthat have been
used to catalog these techniques [2, 3, 4]. Due to the in-
creasing visibility of the Year 2000 Problem (i.e., Y2K) 1
many moretools have been suggested and subsequently cat-
alogued [5].
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Given the large number of tools, identifying an appro-
priate one for the goals of an individual organization can
be difficult. Currently, the information gathered on soft-
ware maintenance tools focuses on high-level characteris-
tics. That is, the gathered informationtypically liststhelan-
guagesthat are supported and the type of by-products ? (i.e.,
artifacts) generated from analyzing the input software with
the particular tool. For instance, Bellay and Gall [4] de-
scribe capabilitiesrelated to usability, parsing speed, type of
by-product, editing facilities, and report generation. Based
on feedback and interaction with industry, it is our claim
that in addition to the information contained in these sur-
veys, it is aso useful to perform an evaluation of the actual
by-products (e.g., function reports, call graphs, data flow
diagrams) in order to gain an understanding of the value of
the by-products and how they can facilitate software main-
tenance activities.

In this paper, we describe a framework for analyzing
software reverse engineering and design recovery tools and
techniques. Within this framework we provide a context
by which software reverse engineering and design recovery
tools can be classified according to the underlying approach
used to analyze software. In addition, we define severa cri-
teria for comparing and contrasting tools according to the
semantic quality of their by-products, where the semantic
quality measures the ability of a by-product to convey cer-
tain behavioral information. The remainder of this paper
is organized as follows. Section 2, describes background
information on technology evaluation and summarizes the
contents of previous software maintenance tool surveys. A
taxonomy is defined in Section 3 as a means for comparing
and contrasting different reverse engineering and design re-

2We use the term by-product to refer to any artifact that is generated by
the process of using atool. In contrast, a product would refer to the result
of the tool usage context; an understanding of the program.
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covery techniques. Section 4 presents several dimensions
of analysis for evaluating the semantic quality of the by-
products of reverse engineering and design recovery tools.
Section 5 compares several tools, and Section 6 draws con-
clusions and suggests further investigations.

2 Background

Reverse engineering is defined as the analysis of soft-
ware componentsand their interrel ationshipsin order to ob-
tain a description of the software at a high level of abstrac-
tion [6]. Thisterm is contrasted with reengineering, which
isthe process of examination, understanding, and alteration
of a system with the intent of implementing the system in
a new form [6]. Software reengineering is considered to
be a better solution for handling legacy code as opposed to
developing software from the original requirements. Since
the functionality of the existing software has been achieved
over a period of time, it must be preserved for many rea
sons, including providing continuity to current users of the
software.

In the context of software maintenance, we define a
structural abstraction to be a description of a software sys-
tem that is based on the syntactic properties of a program-
ming language. For example, encapsulation of a sequence
of programming statementsinto amoduleis astructural ab-
straction. In contrast, a functional abstraction is a descrip-
tion of a software system that is based on the semantics of
aprogram. That is, a functional abstraction describes pro-
gram behavior. For instance, if a sequence of statements
is grouped into a module, then the high-level description
of the function of that module is a functional abstraction.
Recent work in reverse engineering has focused on both
the derivation of structural and functiona abstractionsfrom
program code.

2.1 Evaluation of Software Technology

Brown and Wallnau [7] describe a framework for eval-
uating software technology that is based on two primary
goas: (1) understanding how the evaluated technology dif-
fers from other technologies, and (2) understanding how
these differences address the needs of specific usage con-
texts. In order to achieve these goals, Brown and Wall-
nau suggest a three-phase process for technology evalua-
tion. These phases are: 1) Descriptive modeling, 2) Exper-
iment design, and 3) Experiment evaluation. The descrip-
tive modeling phase is used to create a context for candi-
date technologies. A descriptive model is a description of
the assumptions concerning features and their relationship
to usage contexts [7]. Two types of descriptive models are
the technology genealogy and the problem domain habitat.
The technology genealogy describes the historical context
for agiven technology, and a problem habitat describes how

the features of a given technology can be adopted as well as
the benefits of their use.

The experiment design phase involves three primary ac-
tivities: (1) comparativefeatureanalysis, (2) hypothesisfor-
mulation, and (3) experiment design. In this phase, the
goals are to develop a set of hypotheses about the added
value of a technology that can be established by experi-
ments, and to identify the experimentsthat are used to sub-
stantiate or refute the hypotheses|[7].

The final phase, experiment evaluation, involves per-
forming experiments to confirm or refute the hypotheses.
Brown and Wallnau identify a few different classes of ex-
periments that can be useful in evaluating hypotheses [7].
These experiment categoriesinclude:

e Model problems: narrowly defined problems that are
easily addressed by the candidate technologies. M odel
problems allow aternative technologies to be directly
compared.

e Compatibility studies: experiments that study how
well candidate technologies operate when combined.

e Demonstrator studies: full-scaletrial applications of a
technol ogy.

e Synthetic benchmarks: standard contrived problems
that can be used to evaluate the differences between
candidate technologies.

In this paper, we analyze severa reverse engineering
support tools using an assessment technique that is simi-
lar to the Brown and Wallnau “ Technology Delta Frame-
work”. Specifically, we present the results of the descrip-
tive modeling phase, where we describe a hierarchical ge-
nealogy of reverse engineering techniques. In addition, we
define several semantic dimensions that are used to qual-
itatively evaluate some representative reverse engineering
support tools, an activity that correspondsto constructing a
reference model in the experiment design phase in the tech-
nology deltaframework. Finally, we provide a comparative
analysis of several support tools.

2.2 PreviousSurveys

The Air Force Software Technology Support Center
(STSC) published atwo volume report that compilesinfor-
mation about hundreds of toolsthat are availablefor reengi-
neering purposes [3]. While the report lists many tools, the
descriptionsof thetools are often limited to high-level prop-
erties, such as supported languages and vendor contact in-
formation. Similar surveysby Zvegintzov [2, 5] also collect
descriptions of Reengineering and Y 2K toolsthat list prop-
erties similar to the oneslisted in the STSC report. In addi-
tion, the Y2K survey [5] classifies the tools based on their
intended capabilities. For instance, some of the categories



used to group tools are based on whether the tools support
activities such as inventory analysis (e.g., identification of
the executabl e software inventory), recovering source from
object (e.g., analysis of binaries in the case that source is
not available), and conversion (e.g., identification of code
and data structures that require modification).

A recent survey by Bellay and Gall [4] compares four
reverse engineering tools using several criteria that can be
used to analyze the effectiveness of the input parsers, ana-
lyze the editing and browsing capabilities of the tools, and
evaluate the general usability of the tools. While the Bel-
lay and Gall survey provides a more in-depth view of tools
when compared to the previous surveys, it focuses primar-
ily on tool properties as opposed to the characteristics and
qualities of the tool by-products.

Our approach to classifying and analyzing software re-
verse engineering and design recovery tools and techniques
is intended to provide a framework for assessing the qual-
ity and usability of the by-products. As such, this paper
provides a complementary approach to the assessment and
comparison of tools such as those contained in the surveys
described above.

2.3 Tool Capabilities

Von Mayrhauser and Vans|[ 8] observed that maintenance
engineers use an integrated set of mental models during de-
sign recovery. Based on this observation, a matrix was de-
veloped that maps different tool capabilitiesto activities as-
sociated to the different components of the integrated set of
mental models.

Storey et al. [9] identified a number of cognitive de-
sign elements that can be used to form a mental model of a
software system during program comprehension activities.
These design elements can be used to identify a set of qual-
ity attributes that reverse engineering and design recovery
tools should implement in order to facilitate certain activi-
ties such as navigation, top-down comprehension, bottom-
up comprehension, and reduction of disorientation.

The approach described in this paper provides a set of
criteria for evaluating reverse engineering and design re-
covery that are complementary to those identified by Von
Mayrhauser and Vans [8] and Storey et al. [9]. Accord-
ingly, the approach described in this paper has the poten-
tial of providing complementary assistance to both tool
adopters and tool developers.

3 Classification

In order to classify automated and semi-automated re-
verse engineering techniques, we have developed the hier-
archical taxonomy shown in Figure 1. At the highest level,
the techniques can be subdivided into two classes: infor-
mal and formal. This particular decomposition was cho-
sen because it depicts the high-level methodology of tech-

niques, as opposed to the mental model approach used by
Von Mayrhauser and Vans [8], and Storey et al. [9]. In-
formal approaches are those methods that rely on pattern
matching and user-driven clustering techniques based on
the syntactic structure of code. The informal techniques
facilitate the derivation of structural and functional abstrac-
tions. The pattern matching and clustering techniques are
considered informal because the design representationsthat
are constructed are informal and the techniques lack arig-
orous method for verifying consistency between source and
design. The formal approaches are those techniques that
are based on using some type of formal analytical method
for deriving a specification from source code. The basisfor
the formal techniques are grounded in mathematical logic
so that each step can be formally verified. The primary
difference between the informal techniques and the formal
techniques is the use of formal specification languages that
have well-defined syntax and semantics. In addition, the
formal techniques have associated inference rules that can
be used to construct proofsin order to rigorously verify the
correctness of each step of the reverse engineering process.
As such, the formal techniques facilitate the derivation of
functional abstractions from program code.

Various reverse engineering and program understanding
techniques can be evaluated and classified using the tax-
onomy shown in Figure 1. The utility of classifying tools
using this taxonomy is that it provides a means for deter-
mining the current trends in supporting reverse engineering
and design recovery, and aids in identifying the areas that
require further investigation. Asanotational convention, an
acronym follows the name of each approach to indicate the
classification of the technique within the taxonomy. For in-
stance, atool “foo” might fall within class“IPLC” to indi-
cate that the technique is an informal, plan-based, commer-
cia tool. The annotations at the leaves of the classification
hierarchy in Figure 1 associate each tag to alocation in the
classification.

3.1 Informal Techniques

Inthe context of reverse engineering and program under-
standing, atechniqueisclassified asinformal if the methods
used to recover designs from source code is based on pat-
tern matching or analysis of syntactic structures as opposed
to semantic structures. The informal techniques can be de-
composed into two additional sub-categories: plan-based
and parsing-based. The plan-based techniquesrely primar-
ily on using pattern matching to identify clichés or plans
within source code and have been a major focus in both
research and commercial organizations. A program plan
is a description of a computational unit contained within
a program where a computational unit performs some ab-
stract function [10]. A program plan can be localized or
de-localized in the sense that the code recognized as satis-



Class

Research IPLR

Plan-Based <
Commercial IPLC

Informal

Research IPAR

Parsing-Based <
Commercia IPAC

Techniques

Research FTR

Transformation <
Commercial FTC

Formal

Research FXR

Tranglation < .
Commercia FXC

Figure 1. A Taxonomy of Reverse Engineering Techniques

fying the plan can be located in contiguous (localized) or
non-contiguous (de-localized) sequences of code [11]. To
date, most plan-based approaches have been developed by
research organizations [12, 13, 14], athough some indus-
trial adoption of this approach is occurring [15].

A parsing-based approach is one in which a programis
analyzed using the properties of the syntactic structure of a
programming language. In general, the parsing-based ap-
proach is used to construct a high-level structural abstrac-
tion of the source code. These abstractions typically come
in the form of data flow diagrams or some other graphi-
cal representation of the design. A significant number of
commercial tools use a parsing-based technique for sup-
porting reverse engineering [16, 17], and research organi-
zations continue to investigate the use of advanced parsing-
based approaches[18, 19].

3.2 Formal Techniques

Formal methods for software development are analyti-
cal techniques for assuring, by construction, that a derived
specification is correct with respect to some other specifica-
tion. A reverse engineering technique is formal if the steps
of the method have a formal mathematical basis. When ap-
plied to reverse engineering, a formal method takes as in-
put a source program (e.g., a low-level specification) and
derives a formal specification. In the formal context, re-
verse engineering techniques can be subdivided into two
categories: techniques that use a knowledge-base or trans-
formation library to derive formal specificationsfrom code,

and techniques that use derivation or trandation to derive
formal specifications from code.

A transformationisameansfor changing a specification
from one form to another while preserving the semantics of
the specification. In the context of programs, a program
transformation is a means for changing a program from
one form to another while preserving the semantics of the
program. Each program transformation is typically used to
change agroup of programming statements at atime, where
the group is determined by the author of the particular trans-
formation.

Transformation is contrasted with translation, where a
trandation is also a means for changing a program from
one form to another while preserving semantics but at an
atomic level of granularity. The primary difference between
transformation and trandation is the degree to which high-
level knowledge about a problem domain or programming
language is incorporated into the transformation or trans-
lation rules. In the case of transformation, the rules typ-
icaly involve transforming aggregations of programming
statementsinto simpler, equivalent sequences of statements
(asis the case in restructuring transformations) or concise
formal specifications. In many cases, a large library of
transformations is required to capture the many different
possible code constructions. Tranglation, in contrast, in-
volves much simpler rules that are based on single atomic
statements such as assignments, conditionals, and itera-
tives, thus requiring fewer rules. A program compiler can
be considered a translator since each program statement is
translated into an equivalent binary form. In the context of



program reverse engineering, atransation technique is one
that trandates a program into an equivalent formal specifi-
cation.

Research into the use of formal methods for reverse
engineering has addressed both the use of transforma-
tion [20, 21] and trandlation [22]. Industrial adoption of
formal techniques has begun but is limited [23, 24].

4 Semantic Dimensions

A by-product is an artifact that is constructed by a re-
verse engineering tool as a result of analyzing program
code. One way to evaluate the by-products of atool or tech-
nique is to simply list the formats and representations that
are produced by a particular tool. For instance, one tool
might produce reports about the formats of data structures
as well as visua representations such as cal graphs and
data-flow diagrams. While this knowledge about a tool is
extremely helpful, it is of equal importance to understand
the nature of these by-products and to evaluate a tool based
on thisinformation. In order to analyze the value of the by-
products of the various tools, we define four semantic di-
mensions. distance, accuracy, precision, and traceability.
These measures enable a software maintainer to evaluate a
tool based on the level of importance placed on the consis-
tency between an abstract representation as compared to a
given implementation.

41 Semantic Distance

The semantic distance describes the number of levels of
abstraction that separate the input and output of a particu-
lar technique. The semantic distance is a relative distance,
since no absolute measure of abstractness can reasonably
be developed. Instead, a subjective measure based on the
level of algorithmic detail must be considered.

As arule of thumb, the greater the semantic distance,
the more abstract the by-product. Suppose, for instance,
we tranglated source code from FORTRAN to C. Since
thereis no differencein the level of abstraction between the
two representations, the semantic distance is small or non-
existent. On the other hand, if we reverse engineer source
code from C into a data-flow diagram representation, the
semantic distance is greater. At the extreme, we might re-
verse engineer source code from C into a description of the
concept of the program; a transformation that would result
in the greatest semantic distance.

A concept related to the semantic distance is the inter-
step distance that measures the semantic distance between
each intermediate step of a technique. For example, if a
reverse engineering technique consists of three steps, where
each step produces a representation that is more abstract
than the previous step, the semantic distance that separates
each step in the techniqueis the inter-step distance.

Figure 2 summarizes the semantic distance. The left-
hand side of the diagram shows the different abstraction tar-
gets for deriving by-products from source code. The right-
hand side of the diagram describes the relative distance be-
tween each of the targeted levels.

o Distance
- Highest

o Abstraction Target

- Concept

- Requirement

- Design
* High-Level Design
* Low-Level Design

- Implementation
* Code Tranglation

- Lowest

Figure 2. Semantic Distance

4.2 Semantic Accuracy

The semantic accuracy describes the level of confidence
that aspecificationis correct with respect to the input source
code. Many of the by-products derived from an analysis
of syntactic information rarely havelow semantic accuracy.
That is, the information that is recovered from the source
code is accurate with a high degree of confidence. In con-
trast, the techniques that derive by-products based on se-
mantic information may not be as accurate. For instance,
those techniques that are based on the plan abstraction ap-
proach may rely on the assumption that plans are not in-
terleaved [11], and, as such, may ignore the effect of can-
cellation or composition in their description of a particular
sequence of software. That is, two or more program plans
may be identified in the same sequence of code, but their
combined effects may not be well-understood and thus, the
accuracy of the design abstraction may be reduced.

Some of the factors that impact the semantic accuracy of
a given technique are the number of analysis stages and the
inter-step distances between the stages. Since each stage
of arecovery technique results in loss of information, the
composition of applying each step results in an increased
potential for aloss of accuracy.

Figure 3 summarizes semantic accuracy. The left-hand
side of the diagram shows the different techniques used to
derive by-products from source code. The right-hand side
of the diagram describesthe relative accuracy of each of the
methods.

4.3 Semantic Precision

Semantic precision describesthelevel of detail of aspec-
ification and the degree that the specification is formal.
A formal specification is the most precise given the well-
defined syntax and semantics associated with this form of



o Technique o Accuracy
- Parsing - Highest
- Formal Trandation
- Formal Transformation
- Plan Abstraction - Lowest

Figure 3. Semantic Accuracy

description. The least precise by-product is natural lan-
guage due to its potential for ambiguity. A more precise
specification is apt to be more amenable to automated ana-
Iytical processing while aless precise specification is better
suited for discussion between developers.

Figure 4 summarizes semantic precision. The left-hand
side of the diagram shows the different by-productsthat can
be derived from program code. The right-hand side of the
diagram describes the relative precision of each of the by-
products.

o By-Product o Precision
- Formal Specification - Highest
- Graphs/Diagrams
- Pseudocode/PDL
- Natural Language - Lowest

Figure 4. Semantic Precision

4.4 Semantic Traceability

Semantic traceability describes the degree that a speci-
fication can be used to reconstruct an equivalent program.
Semantic traceability highly depends on the semantic ac-
curacy and semantic precision of the end by-product. That
is, accuracy contributes to the degree to which the original
program and the new program correspond semantically, and
precision contributes to the degree that the representationis
free of ambiguity. The semantic precision has an impact
on the amount of semantic information that can be used to
construct the new program. As such, the by-products that
contain functional abstractions facilitate traceability, with
formal by-products facilitating the highest degree of trace-
ability. The ability of aprogrammer to reproduce aworking
system varies greatly between aformal specification and a
graphical design since semantic informationis contained in
the formal specification while, in general, only syntactic in-
formationis contained in a graphical design.

Figure 5 summarizes semantic traceability. The left-
hand side of the diagram shows the different by-products
that can be derived from program code. The right-hand side

of the diagram describes the relative traceability of each of
the by-products.

o By-Product o Traceability
- Formal Specification - Highest
- Pseudocode/PDL
- Graphs/Diagrams
- Natural Language - Lowest

Figure 5. Semantic Traceability

45 Discussion

Idedlly, a design derived from program code has a bal-
ance between al of the semantic dimensions. A large se-
mantic distance may produce a more abstract specification
but if that specification lacks accuracy and precision, there
isalow degree of confidence that the specification captures
the actual functionality of the source code. On the other
hand, a specification with a high degree of precision and
traceability that lacks a reasonably large semantic distance
may have a level of detail that does not facilitate program
understanding. In the end, it is the software maintenance
programmer that must weigh the goals of a project against
the rel ative advantages and disadvantages offered by the by-
products of the various techniquesin order to make the ap-
propriate decision for a particular project or organization.

The primary utility of the semantic dimensionsdescribed
inthis section isto facilitate the classification of tools based
on the technique used by a tool to construct a by-product,
aswell asthe quality of the by-product. Several guidelines
can be used to provide a context to a tool evaluator in or-
der to select tools appropriate for the specific maintenance
task to be performed. Table 1 suggests the appropriateness
of applying tools with by-products that have specific char-
acteristics for certain software maintenance activities. In
the table, cells are marked with the letters “H” and “L” to
indicate, respectively, the high and low end of each of the
ranges presented in Figures 2 through 5. In addition, some
of the possible assignments, such as LLLL (corresponding
to low distance, accuracy, precision, and traceability), have
no application asindicated by the “NA”. Other assignments
correspond directly to tools described later in this paper. Fi-
nally, some of the assignments correspond to activities that
are not yet fully realized, such as full-scale reengineering.

5 Comparison

In this section we evaluate different reverse engineering
and design recovery approaches by comparing them based
on surface or informational criteriaas well as the semantic
dimensions of the tool by-products. The tools compared in



Dimension

Goals - Objectives or Applications

Distance | Accuracy | Precision | Traceability

Reengineering H H H H
Simulation H H H L
Functional Abstraction H H L H
Structural Abstraction H H L L
Functional Analysis H L H H
NA H L H L
Reguirement/Concept recovery H L L H
NA H L L L
Debugging, Re-code, Language Conversion L H H H
Structural Analysis L H H L
Algorithm Understanding L H L H
Structure Understanding L H L L
NA L L H H
NA L L H L
NA L L L H
NA L L L L

Table 1. Suggested Applications Classified by Dimension

this section were selected based on a number of criteriain-
cluding availability of the tools and availability of papers
or reports describing the technology. Due to space con-
straints, detailed descriptions of the individual tools are not
included, but may be found elsewhere [25].

51 Comparison Criteria

The criteria to be used in comparing the different ap-
proaches are subdivided into two groups: informational and
evaluational. Theinformational criteriaare ahigh-level list
of surface characteristics, such as source language, plat-
form, and technique. These criteriaserveto provideaquick
glance index to the reader and a means for quickly finding
more information about a system if so desired. The evalua-
tiona criteriaare alist of detailed characteristicsthat alow
auser to evaluate the differences between the respective ap-
proaches. These characteristics include extensibility, high-
level abstractions, formal specifications, metrics, standard
diagrams, precision level, and traceability level.

5.1.1 Informational Criteria

The informational comparison provides a quantitative
means for measuring each of the tools described in this pa-
per. That is, each of the criteria can be used as a feature
“checkbox” for atool. In this paper, we use a small set of
informational criteria consisting of Languages, Platforms,
and Techniques. Bellay and Gall [4] list several other cri-
teria of this type. The language criteria indicate the lan-
guages supported by a particular tool. The languages that
the various tools support include C, C++, COBOL, ADA,
and FORTRAN. Platform criteria are used to indicate on

which hardware platforms the tools can execute. The plat-
forms include support for PC, Sun, IBM RS6000, HP, and
Macintosh although we focus only on PC and Sun support.
The approach (e.g., informal/formal, plan/parsing, etc.) is
also used to further classify each technique. The survey by
Bellay and Gall covers many more characteristics that are
informational in nature[4]. Our intention hereisto provide
a quick coverage of basic features that can be combined
with the criteriadescribed in Section 5.1.2 to provideagen-
eral overview of tool capabilities and the semantic quality
of the tool by-products.

5.1.2 Evauational Criteria

Evaluational criteria provide a more in-depth means for
categorizing different tools by differentiating tools accord-
ing to by-products. In this paper, by-productsinclude struc-
ture charts, flow diagrams, data dictionaries, metrics, com-
plexity measures, and formal specifications. Anocther type
of evaluational criteriais the Open Interface characteristic
that indicates whether a tool has an application program-
ming interface (API) to allow users to build applications.
In addition, this paper compares the characteristics of the
by-products by indicating whether the tools produce struc-
tural or functional abstractions. Within this categorization,
the abstractions are classified as either as-built (e.g., low-
level) or abstraction (e.g., high-level). Finaly, the evalua-
tional comparison describes the by-products using the four
semantic dimensions described in Section 4 (i.e., distance,
accuracy, precision, and traceability) in the range of low
(L), medium-low (M/L) medium-high (M/H) and high (H).



5.1.3 A note about by-products

Tool by-products are the artifacts generated by tools as
a result of program analysis. Using the informational and
evaluational criteria, different inferences can be made about
the value of a tool with respect to the by-products. For
instance, a formal specification is a form of by-product
that has the properties of being precise, and in general,
traceable. However, forma specifications are not gener-
ally perceived to be user-friendly (that is, they may require
some specific background education). Additionally, struc-
ture charts are user-friendly, precise, and traceable but lack
high-level abstraction. In the remainder of this section we
evaluate the primary by-products of each tool. We also pro-
vide an evaluation of the by-products along each of the se-
mantic dimensions described in Section 4. Inferences about
usability, productivity, etc. are all dependent on the final
end users.

5.2 Informational Comparison

In this section we compare a number of tools based
on the informational criteria listed in Section 5.1.1. The
group of tools evaluated here is by no means comprehen-
sive. Rather, thetool s presented here are arepresentative set
of available techniques that are being used to demonstrate
the evaluation method described in this paper. In addition,
the by-products identified in this analysis is not intended
to be comprehensive, but instead describes a sample of the
possible representations. An index of tools is provided in
Tables 2 and 3. Tables 4 and 5 summarize the tools based
on the informational criteria.

SR = Software Refinery [26]

VR = McCabeVRT[17]

4D = Imagix 4D [16]

Xl = Xinotech Research [15]

LS = Logiscope[27]

EN = Ensemble Software [28]

DM = Design Maintenance System [23]

Table 2. Index of Commercial Tools

Table 4 compares commercially availabletools using the
informational criteria. Thistable showsthat C and COBOL
are the most widely supported languages among commer-
cial toolsand that the McCabe VRT tool supportsthe great-
est number of languages. Among platforms, Sun isthe most
widely supported, although in this comparison we make no
distinction between the Solaris and SunOS Operating Sys-
tems. Again, the McCabe VRT tool supports the most plat-
forms. Among the techniques used, parsing-based is the
most popular. Of note is the fact that the Software Refin-
ery supports the use of transformations although the built-
in tools do not use formal transformation as an analysis

PA = PAT[29]

CS = COBOL/SRE[13,30]

DE = DECODE[12]

LT = LANTRN[14]

MA = Maintainer's Assistant [20, 31, 32, 33]
RE = REDO Toolset [21]

Rl = Rigi[18,34]

AS = AutoSpec[22, 35]

RM = RMTool [19, 36]

Table 3. Index of Research Tools

technique. Finally, of all the commercial tools, only the
Xinotech tool uses a plan-based approach.

SR VR 4D XI LS EN DM

C oo o0 |0
C++ o | o . .

%COBOL L oo o

5 ADA o | o |
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Table 4. Comparison of Commercial Tools by
informational criterion

Table 5 compares research tools using the informational
criteria. This table shows that, like the commercial tools,
C and COBOL are the most widely supported languages.
Of the research tools, Rigi supports the most languages
(COBOL, C, C++). “Othe” languages are also more
widely supported than FORTRAN and ADA due to the fact
that most research tools use source languages that resem-
ble production languages with the caveat that translation
to and from production languages from the research lan-
guages is theoretically possible. Among platforms, Sun is
supported most often, with the Rigi system supporting the
most platforms (Unix, Windows). The approaches used by
the research tools are divided mainly into two groups: those
approaches that use plan-based techniques, and those ap-
proaches that use some formal technique. Only the Rigi
system and RMtool use a parsing-based technique.
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Table 5. Comparison of Research Tools by in-
formational criterion

Parsing-based techniques are the most widely used tech-
nigue among the commercial tools, which reflects the fact
that the parsing techniques are more mature. The research
tools focus on the use of plans or formal methods, although
the plan-based technique has been adopted by the commer-
cial tool offered by Xinotech. A possible conjectureis that
the plan-based approach is becoming more mature and is
beginning to be adopted by industry, although such a con-
jecture should be taken lightly since our sample size is rel-
atively small.

5.3 Evaluational Comparison

Evaluational criteria provide a more qualitative means
for comparing the various approaches. Tables 6 and 7 sum-
marize the by-products produced by each tool, grouped by
commercial tools and research tools, respectively. Tables 8
and 9 summarize the characteristics of the by-products us-
ing the criteria described in Section 5.1.2. Again, these ta-
bles are grouped by commercial and research tools, respec-
tively.

Table 6 shows the by-products of the various commer-
cial tools. Among commercial tools, creation of structure
charts is the most widely supported activity and the Mc-
Cabe VRT and the Ensembl e tools create the largest num-
ber of by-products. The Software Refinery and Xinotech
tools provide support for user-defined applications viatheir
programmer interfaces. Of all the commercial tools, none
support the construction of formal specifications, and only
the Xinotech tool createsfunctional abstractionsin theform
of recognized program plans.
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Table 6. Comparison of Commercial Tools by
By-products
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Table 7. Comparison of Research Tools by By-
products

Table 7 shows the by-products of the various research
tools. Most research approachesfocus on the creation of ei-
ther formal specifications or some other functional abstrac-
tion with only the Rigi and Reflexion Model tools support-
ing the creation of structural by-productsand abstractions.

Overall, the main difference between the commercial
and the research toolsis the nature of the by-products. That
is, the research by-products focus on creating functional
abstractions whereas the commercial by-products focus on
generating structural abstractions, as shown in Tables 8 and
9. Specifically, Table 8 shows that only the Xinotech tool
produces functional abstractions while Table 9 shows that
only the Rigi and Reflexion Model tools produce struc-
tural abstractions. Tables 8 and 9 aso show the differ-
ence between commercial and research tools with respect
to the semantic dimensions (i.e., distance, accuracy, preci-
sion, and traceability) of the by-products. The commercial



by-products tend to have a low semantic distance but are
accurate in their representations. On the other hand, the re-
search tools have a high degree of semantic distance but the
accuracy tends to suffer. A few of the research tools also
focus on higher precision but few do well in terms of trace-
ability and accuracy.
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Table 8. Comparison of Commercial Tools by
evaluational criterion
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Table 9. Comparison of Research Tools by
evaluational criterion

5.3.1 Semantic Distance

The semantic distance measures the gap between the in-
put source code and a tool by-product. The semantic dis-
tance of the by-products derived by many of the commer-
cial toolscantypically be classified asfalling within the low
to medium range. By comparison, the by-products of many
of the research tools fall within the medium to high range.
The explanation for these observations can be traced back
to the type of by-products being constructed and the tech-
niques used to generate them. The commercial tools have

traditionally focused on using parsing techniques to derive
structural abstractions, while in comparison, the research
tools have focused on the use of many different techniques
to derive functional abstractions.

5.3.2 Semantic Accuracy

Semantic accuracy provides a measure of the correct-
ness, either behavioral or structural, of a by-product when
compared with the origina source code. The semantic
accuracy of many of the commercial tools can be classi-
fied as faling within the medium to high range. The re-
search tools tend to be in the medium-low to medium-high
range. The exceptions to this characterization are the DMS
and Xinotech systems which, incidently, incorporate many
of the techniques typically used by the research organiza-
tions. The AUTOSPEC tool has an accuracy that is in the
medium to high range at the cost of semantic distance be-
tween source code and abstraction target. Finally, the RM-
Tool has a higher level of accuracy but at the cost of requir-
ing a high degree of user intervention to introduce abstrac-
tions. The observation that the commercia tools are more
accurate than the research tools can be explained, again, by
the nature of the techniques used to derive the by-products.
The commercial tools rely primarily on parsing techniques
to derive structural abstractions and do not focus on behav-
ioral or semantic concerns. As such, the tools benefit from
focusing on information that can be easily derived using
syntactic constructs of the input languages. Since the re-
search tools are focusing on the much harder problem of
deriving function or behavior, there is a certain degree of
information loss that has an effect on the accuracy of the
by-products.

5.3.3 Semantic Precision

Semantic precision measures the degree of formality in
the representations of recovered designs. In the commer-
cial tools, the degree of formality tends to lie in the low to
medium-low range. This trend is explained by the graphi-
cal nature of the by-products. The degree of formality inthe
by-products produced by the research toolsvaries greatly as
somefall in the low to medium-low range, while others fall
into the medium to high range. The large variance between
the research by-products reflects the different philosophies
behind the techni ques used to derive the abstractions. Those
by-productswith lower precision tend to use informal tech-
niques while the higher precision representations are by-
products of more formal approaches. The LANTeRN tool
is anotable exception to these trendsin that the approachis
based on an informal technique while the by-product used
aforma notation.

5.3.4 Semantic Tracesbility

Semantic traceability measures the degree that a by-
product can be used to facilitate code reconstruction. The



commercial toolslargely fall on the lower end of the trace-
ability scale since the by-productslargely describe structure
but rarely describe behavior. The research tools vary in this
dimension from low to high. The techniquesthat utilize the
plan-based approach fall into the medium range since the
behavior that is captured by the by-products can be used as
a starting point for redevelopment. The tools that utilize a
formal approach fall into the medium to high range. The
by-products (i.e., specifications) that are produced by these
approaches capture information that can be used in formal
code synthesisviatransformationsaswell asfor formal ver-
ification steps during specification refinement. In contrast
to many of the commercial tools, the DM Stool can support
this same class of activity as well.

6 Conclusions

Many tools that support software reverse engineering
and design recovery focus on facilitating the understand-
ing of the structure of an existing software system. Main-
tenance programmers use this knowledge of the structure
along with their own experience to form a model of the
functionality of the system. Many tools and techniques ex-
ist that support the construction of functional abstractions
that provide further information to the maintenance pro-
grammer which facilitate the formation of more accurate
models.

In this paper we have described severa criteria that can
be used to compare and contrast different approachesfor re-
verse engineering and design recovery. In contrast to other
surveysthat focus on tool properties, this paper focuses pri-
marily on the by-products of the tools. We have observed
that different approaches can potentially provide comple-
mentary information that in the long run, when used to-
gether, can improve overall program understanding activ-
ities. In order to continue to assess the value of the compar-
ison criteria described in this paper, we intend to develop
and perform several experimentsthat will allow usto study
the effect of applying multiple approaches to the analysis
of software systems. In addition, we intend to extend the
scope of our analysis to include many other tools in order
to further analyze and assess the current trends and future
directions of reverse engineering and design recovery tool
development.
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