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Abstract

As a program evolves, it becomes increasingly difficult
to understand and reason about changes in source code.
Eventually, if enough changes are made without a corre-
sponding modification of the software documentation, re-
verse engineering and design recovery techniques must be
used in order to understand the current behavior of a sys-
tem. In our previous investigations, we described a formal
technique for reverse engineering. One of the benefits of
formal techniques is that they are amenable to automated
processing. In this paper we describe an integrated suite of
tools that we have developed to support reverse engineering
and analysis of C programs.

1 Introduction

It is well-known that the maintenance of software is one
of the most costly aspects of software development [1]. As
a program evolves, it becomes increasingly difficult to un-
derstand and reason about changes to source code. Even-
tually, if several changes to software are made without a
corresponding modification of the software documentation,
reverse engineering and design recovery techniques must
be used in order to understand the current behavior of a sys-
tem. Software reverse engineering is defined as the process
of analyzing a subject system in order to identify compo-
nents and component interrelationships and to create repre-
sentations of that system in other forms or at other levels
of abstraction [2]. Several approaches to reverse engineer-
ing and design recovery have been suggested and include
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techniques for deriving structural abstractions [3] and iden-
tifying plans embedded in code [4].

In our previous investigations, we described a for-
mal technique for reverse engineering that involves two
phases [5, 6, 7]. The first phase constructs low-level, as-
built specifications from program code [5]. The specifica-
tions recovered from this phase are considered to be as-
built since they describe a system as it was implemented
rather than how the system was designed. The second phase
of our investigations into reverse engineering involves the
derivation of high-level abstractions from as-built specifi-
cations [7]. By constructing high-level abstractions, sev-
eral activities are facilitated, including high-level reasoning,
program understanding, and software reuse [8].

One of the attractive properties of formal methods is
that formal languages with well-defined syntax and seman-
tics facilitate the construction and use of automated sup-
port tools. In addition, since manual application of formal
techniques can be prone to errors, automated support is de-
sirable. The size of non-trivial programs ranges from the
tens of thousands to perhaps even millions of lines of code.
Given the combined context of formal methods and pro-
gram analysis, the construction of automated support tools
is well-motivated. In this paper, we describe the develop-
ment of several tools that have been designed to support a
formal approach for reverse engineering. Specifically, the
suite consists of four tools:

� AUTOSPEC: supports the construction of specifica-
tions using the semantics of the strongest postcondi-
tion predicate transformer

� SPECGEN: derives abstract specifications from as-built
specifications

� SPECEDIT: a specification editor with a graphical user
interface (GUI) front-end that supports the construc-
tion of syntactically correct specifications
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� TPROVER: a tableau theorem prover that verifies the
consistency of specifications that are modified by a
user

The remainder of this paper is organized as follows. Sec-
tion 2 describes background material regarding the soft-
ware reverse engineering approach supported by the toolset.
Each of the tools, including a class library for supporting
the interchange of specifications between the tools, is pre-
sented in Section 3. Section 4 briefly describes results from
applying the toolset to a software system. Related work is
presented in Section 5, and Section 6 draws conclusions and
suggests further investigations.

2 Background

In this section we describe a formal reverse engineering
technique that is based on the use of the strongest postcon-
dition predicate transformer and order preserving transfor-
mations.

2.1 As-Built Specifications

The strongest postcondition (denoted sp) is defined as
the strongest condition � that is true after the execution
of a program �, when starting with condition � true. Ta-
ble 1 summarizes the strongest postcondition semantics of
the Dijkstra guarded command language [9], where IF rep-
resents the � alternative conditional statement if B� � S�;
. . . �� B� � S�; fi;. In the conditional statement, B� � S�
represents a guarded command such that S � is only executed
if logical expression (guard) B� is true. DO represents the
loop statement “do B� S od” where S is executed iter-
atively until guard B is false.

Construct sp Semantics

���x := e��� � ��� �� ��
� � � � ����

���IF��� � ������ �� ��� � � � � � �	���� �� ���
���DO��� � �� � ��
 � � � 
 � ���IF�� ���

����������� � ������ ���������

Table 1. Strongest Postcondition Semantics
for the Dijkstra Guarded Command Language

In the table, the semantics for ���x := e� �� states that
after the execution of “x := e” there exists some value
� such that every free occurrence of � in � is replaced
with � and � � ��� . The semantics for ���IF� �� states
that after execution of the if-fi statement, at least one
of �	���� 
� � �� is true. In the case of iteration, de-
noted ���DO� ��, the semantics are that after execution of
the loop, the loop guard is false ��
�, and a disjunctive
expression describing the effects of iterating the loop some
number of times (approximated by the notation IF �) is true,
where � � �. Finally, for sequences, ��������� �� means

that the postcondition for statement S� is the precondition
for some subsequent statement S�.

In previous investigations, we have described the use of
sp as the formal basis for reverse engineering [5]. In addi-
tion, we have addressed the use of sp to define the semantics
of the C programming language in order to reverse engineer
C programs [10], as well as programs that contain the use of
pointers and pointer operations [6]. To show the applicabil-
ity of the sp approach to real systems, we have applied the
technique to a ground-based mission control system used by
the NASA Jet Propulsion Laboratory to control spacecraft
during planetary missions [10].

2.2 Deriving More Abstract Specifications

The specifications that are constructed using the ap-
proach described in Section 2.1 are considered to be “as-
built” since they are derived from source code, and thus
represent behavior based on the final product rather than
the original design. As a result, the specifications contain
a significant amount of algorithmic and implementation de-
tail. We have defined an approach for generalizing as-built
formal specifications with the abstraction match as the guid-
ing principle, where an abstraction match is defined as fol-
lows [7]:

Definition 1 (Abstraction Match) Let � be a
program with specification � such that the corre-
sponding precondition and postcondition are ����
and ���	
, respectively, and let 
 be an axiomatic
specification with precondition 
��� and postcon-
dition 
��	
. A match is an abstraction match if
� � 
, so that

�
pre � �pre� � ��post � 
post��

One of the interesting properties of the abstraction match
operator is that it forms a partial-order relation [7]. As such,
high-level abstractions of pre and postcondition specifica-
tions can be derived as long as the abstraction match rela-
tionship is preserved. That is, given a pre and postcondi-
tion specification I that consists of precondition ���� and
postcondition ���	
, we would like to identify an axiomatic
specification A such that � � �. We can identify such a
specification by modifying � so that we have a specification
� � that satisfies the relationship that � � � �. If, for instance,
� is the abstraction match operator, then by either strength-
ening the precondition ����, weakening the postcondition
���	
, or both, we produce a specification � � that satisfies
the property that � � � �. In order to address the com-
putational complexities of deriving abstractions based on
match preservation, we have developed a number of guide-
lines that focus on weakening the postcondition ���	
 and
strengthening the precondition ���	
 [7].



One technique for preserving an abstraction match rela-
tionship is by weakening the postcondition of a specifica-
tion. For example, let � be a specification with precondition
���� and postcondition ���	
 and let � � be a specification
such that � �

��� 	 ���� and ���	
 � � �

��	
. As such, � � � �,
since

��� �

��� 	 ����� � ����	
 � � �

��	
��


��� �

��� � ����� � ����	
 � � �

��	
���
(1)

Expression (1) provides a basis for deriving abstractions
from a specification by weakening a postcondition ���	
 to
produce a postcondition � �

��	
. Several options are available
for weakening the postcondition including those listed in
Table 2, which includes delete a conjunct, add a disjunct,
transform� to �, and transform� to�. In our previous in-
vestigations, we described several strategies for weakening
postconditions based on module and specification charac-
teristics [7].

Operation ���	
 � �

��	


Delete a conjunct � � 
 � � � � �

Add a disjunct � � 
 �� � 
� � �

� to � � � 
 �� 


� to � � � 
 � �


Table 2. Weakening the postcondition

3 Tool Suite

The reverse engineering approach presented in Section 2
describes several well-defined translations and transforma-
tions that, although tedious and error prone when applied
manually, can be easily applied when using automated sup-
port tools. In addition, given the mere size of existing pro-
grams, the tools facilitate the use of a formal reverse en-
gineering technique for analyzing non-trivial systems in a
repeatable manner.

Figure 1 contains a data flow diagram that shows the
inter-relationships that exist between the various tools in
the suite that we have developed. In this notation, cir-
cles are used to represent processes, parallel lines represent
data stores, rectangles represent actors, and arrows repre-
sent flow of data. Figure 1 shows the relationship between
the tools in the suite and external tools that we have used to
aid in the analysis of software during the reverse engineer-
ing process. In the diagram, externally developed tools are
shown as actors.

3.1 Overview

The primary objective of using the tool suite described in
this paper is to apply the techniques described in Section 2.
That is, to parse and analyze program code, and to generate
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Figure 1. Tool Suite

formal specifications that can be subsequently manipulated
either via user input or by applying the abstraction tech-
nique described in Section 2.2. As a result, specifications
that formally describe behavior of existing program code
can be annotated to source code and eventually analyzed
for a wide variety of applications including the population
of specification libraries in the context of software reuse [8].

The overall process for using the tools begins with a pre-
processing step whereby the SUIF Compiler [11] is used
to generate an intermediate format based on the C pro-
gramming language. The AUTOSPEC system then takes the
SUIF generated code, and based on user input, generates
source code annotations based on the strongest postcondi-
tion. During the analysis, the user can provide assistance to
the AUTOSPEC system via the use of the SPECEDIT speci-
fication editor. Primarily, this assistance comes in the form
of simplifications to the annotations. When a user makes
modifications to annotations the TPROVER theorem prover
is used to verify that the modifications are consistent with
the specification generated by the AUTOSPEC system. Fi-
nally, after as-built specifications have been constructed us-
ing the AUTOSPEC tool, the SPECGEN tool can be used to
generate abstractions that can be visualized as Hasse dia-
grams using the Visualization of Compiler Graphs (VCG)
tool [12].



3.2 AUTOSPEC

The (Semi-)Automated Specification and generation sys-
tem, or AUTOSPEC, was originally developed in order to
demonstrate the feasibility of our initial investigations into
reverse engineering [13]. Written in an object-oriented vari-
ant of Prolog, the original prototype facilitated the applica-
tion of user-directed heuristics to construct predicate logic
specifications from Dijkstra guarded command language
programs [13]. Since then, several different variations and
refinements of the AUTOSPEC system have been developed,
each with the intention of investigating new dimensions of
our research investigations and validating the amenability
of our techniques to automation, including the analysis of
programs using strongest postcondition semantics [5], and
the analysis of pointer semantics [6]. In this section, we de-
scribe the most recent version of AUTOSPEC that has been
refined from previous versions in order to handle more com-
plex languages and a wider variety of programs.

3.2.1 Design

The high-level design of the AUTOSPEC system is shown
in Figure 2. The AUTOSPEC system interacts with three
different environmental entities: the User, a specifica-
tion editor called SPECEDIT, and a theorem prover called
TPROVER. The specification editor and theorem prover
are described in Sections 3.4 and 3.5, respectively. The
AUTOSPEC system reads a file, and based on various in-
teractions with the user and external tools, generates formal
specifications based on the use of strongest postcondition,
and annotates the original source code with those specifi-
cations. Direct user interaction with the AUTOSPEC sys-
tem comes in the form of decisions about how a source file
analysis should proceed. The user also interacts with the
AUTOSPEC system indirectly via the use of the SPECEDIT

and TPROVER tools.
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Figure 2. Level 0 AUTOSPEC Model

The design of the AUTOSPEC system follows the same
general architecture of many compiler and static analysis
systems [14]. That is, the design of the AUTOSPEC sys-
tem consists of a parsing component that reads a source file
and creates an abstract syntax tree, an analysis component

that is used to construct specifications from the program,
and an output component that writes the results to an ap-
propriate output file. Figure 3 contains the level 1 data flow
diagram of the AUTOSPEC system. The Parse, SP, and Out-
put processes correspond to the parsing, analysis and out-
put components, respectively. In addition to the standard
compiler-oriented components, the AUTOSPEC system has
a component for interacting with the user (i.e., a user inter-
face). Data in the AUTOSPEC system is centered primarily
around the Abstract Syntax Tree and program statements. In
addition to statements, flow of data in the AUTOSPEC sys-
tem consists of specifications and annotations, where anno-
tations are specifications that are tied to specific program
statements.
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Figure 3. Level 1 Data Flow Diagram of
AUTOSPEC

The primary component of the AUTOSPEC system is the
analysis, or SP component. The SP component consists
of several procedures that are responsible for construct-
ing specifications from programming constructs. The for-
mal specifications that are generated by the SP component
correspond to the semantic definitions summarized in Sec-
tion 2. In addition to constructing specifications, the SP
component is responsible for launching the TPROVER and
SPECEDIT applications when user input is required.

3.2.2 Implementation

The AUTOSPEC system was developed primarily as a
means for supporting the analysis of source code using the
strongest postcondition. The AUTOSPEC system was orig-
inally developed to support the Dijkstra guarded command
language. Since that language is used primarily for theoret-
ical development and analysis, it was decided that in order
to show the applicability of our approaches to real systems,



support for a commonly-used language must be included
in the subsequent implementations of AUTOSPEC. The re-
mainder of this section describes the implementation of a C
variant of the AUTOSPEC system.

SUIF Compiler. The Stanford University Intermediate
Format (SUIF) library is a suite of routines that were de-
veloped to support research for optimizing and paralleliz-
ing compilers [11]. Developed by the Stanford University
Compiler Group, the objective of the SUIF compiler is to
provide an extensible support system for a wide variety of
compiler-oriented investigations [11].

Several factors motivated the use of the SUIF compiler
suite of tools. First, the SUIF compiler provides a library of
routines for parsing and accessing source code information
via the use of an abstract syntax tree representation of SUIF
code. Second, by using the SUIF compiler, we are able
to take advantage of several built-in features including the
use of annotations to document programs, and source code
iterators for traversing the abstract syntax trees. In addition,
the SUIF library has extensive support for symbol tables.
Finally, by using the SUIF compiler we are able to leverage
the experience of an established community of users.

The SUIF library focuses on the organization of input
files into abstract syntax trees based on the structure of the
C programming language. SUIF also supports the analysis
of Fortran programs and contains support for programming
constructs, such as loops, conditionals, and assignments.
These constructs are translated into an intermediate format
that is decomposed into semantically equivalent SUIF con-
structs. In addition, the SUIF libraries support the use of
symbol tables as well as convenience functions that can be
used to traverse source code.

SUIF also supports the use of source code annotations.
In the context of the AUTOSPEC system, these SUIF code
annotations are used to attach strongest postcondition spec-
ifications to particular programming statements. After an-
alyzing the source code, these annotations can be trans-
lated into comments and added as annotations to the original
source code.

In the AUTOSPEC system we use the SUIF tools as fol-
lows. First, the SUIF compiler scc is used to generate a
SUIF intermediate file from the original source code. Sec-
ond, the SUIF library of tools is used to manipulate the
SUIF intermediate file. Third, the symbol table and source
code traversal functions are used to access the abstract syn-
tax trees for the input source code in order to generate for-
mal specifications based on the semantics of the strongest
postcondition. Fourth, the annotation facility is used to
associate formal specifications with specific source state-
ments. Finally, a tool called s2c is used to translate the SUIF
source code into equivalent C source code with annotations.

Interface. The interface for the AUTOSPEC system was
constructed using the Tcl/Tk language [15]. In addition, we
used the C++ language to provide the interconnection be-
tween Tcl/Tk and the SUIF libraries. The interface is orga-
nized to provide convenient access to and manipulation of
the input source code. The main window, as shown in Fig-
ure 4, is used to display the source code for a user-selected
procedure.

Figure 4. AUTOSPEC Main Window

The analysis of the source code includes three distinct
phases. The first phase focuses on allowing a user to se-
lect analysis breakpoints, thus providing the user with a
means for indicating where they prefer to provide input to
the analysis. Selecting (i.e., “double-clicking”) a particu-
lar programming statement indicates that the analysis of the
current procedure should be interrupted just before process-
ing of the selected statement. Figure 5 shows the interface
with a selected statement shown in italics.

The second phase of the analysis is the specification
phase. In this phase, AUTOSPEC constructs a formal spec-
ification of the procedure by using the strongest postcon-
dition semantics. As each analysis breakpoint is encoun-
tered, AUTOSPEC pauses, as depicted in Figure 6, and al-
lows the user to modify the current annotation (i.e., the pre-
condition for the next statement). The modification of the
specification is performed by using the SPECEDIT specifi-
cation editor, which is described in Section 3.4. Using the
SPECEDIT system, the user modifies the precondition and
can optionally launch a theorem prover that can be used to
check the consistency between the user-defined specifica-
tion and the system-defined specification. In Section 3.5 we
describe the design and implementation of the TPROVER

theorem prover.

The final phase of the analysis is the post-specification



Figure 5. AUTOSPEC A Selection in the Main
Window

Figure 6. Launching SPECEDIT from AUTOSPEC

phase. During this phase, the user is free to select and mod-
ify any annotation that is displayed in the main window. In
addition, we are incorporating a feature that will allow a
user to modify a specification, replay the analysis, and in-
corporate the changes into the analysis.

3.3 SPECGEN

Once the specifications have been constructed using the
AUTOSPEC system, the specifications need to be general-
ized into higher-levels of abstraction. The Specification
Generalization system, or SPECGEN, was developed in or-
der to aid in the construction of abstract specifications from
as-built specifications.

3.3.1 Design

The high-level design for the SPECGEN system is shown
in Figure 7. The SPECGEN system interacts with two en-
vironmental entities: the User, and the visualization tool
VCG [12]. Upon launching, the SPECGEN system reads a
specification from a file (SpecFile in Figure 7), and based
on user decisions, constructs abstractions that can be visu-
alized in the form of a partial-order diagram. The partial-
order diagram, depicted in Figure 7 as the GraphFile, is then
displayed using the VCG tool.

User

SpecGen

SpecFile GraphFile

VCG

Graph

Specification

Specification

Graph

Decisions
Display

Figure 7. Level 0 SPECGEN Model

Figure 8 shows the level 1 data flow diagram for the
SPECGEN system. The internal structure of the SPECGEN

system consists of three major components: a parser, a user
interface, and an abstraction engine. The parser is a stan-
dard Lex and Yacc [16] parser that has been constructed
for checking the syntax of first-order logic specifications.
The user interface is the primary mechanism for mediat-
ing interaction between the user and the abstraction engine.
The abstraction engine is responsible for constructing high-
level specification generalizations based on the techniques
described in Section 2.2.

User VCG
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Figure 8. Level 1 SPECGEN Model



3.3.2 Implementation

The implementation of the SPECGEN system has two
major components. The first component is the abstraction
engine, which is responsible for deriving symbolic abstrac-
tions from an input specification. The second component is
the user interface, which provides a mechanism for facilitat-
ing user-driven specification generalization. In this section
we describe each of these components in detail.

Prolog. The abstraction engine was written using SWI-
Prolog [17] interconnected with a number of C routines.
The primary motivation for using Prolog was to take ad-
vantage its inferencing and backtracking capabilities. The
small number of routines (approximately 20) and their size
(10-15 lines each), easily justified our choice of language in
this case.

The Prolog routines are primarily responsible for deriv-
ing partial-orderings of specifications as well as pruning and
expanding the orderings based on user input. By using a
library of C routines that support integration of C and Pro-
log, it became a straightforward process to build the system
along with a graphical user interface that facilitated visu-
alization and manipulation of the specification generaliza-
tions by a user.

Interface. The user interface for SPECGEN includes two
different components. The first component is the direct user
manipulation component that allows a user to load, manipu-
late, and analyze specifications using the abstraction engine.
This component, written in Tcl/Tk [15], facilitates specifi-
cation generalization by allowing a user to select specifica-
tion components of interest, to exclude or mask out certain
specification components, and to generate all possible ab-
stractions. For instance, Figure 9(a) depicts the SPECGEN

system with the top portion containing the conjuncts of a
conjunctive normal form expression. The buttons labeled
“Delete Conjuncts”, “Preserve Conjuncts”, “Focus”, and
“Generate All” allow a user to derive different levels of ab-
straction with differing levels of detail from a specification.
Figure 9(b), shows the results of an analysis, where a spec-
ification has been generalized using SPECGEN and the re-
sulting partial-ordering visualized using a tool called VCG.

The second component of the user interface is the visual-
ization component. In this component we take advantage of
an existing system called VCG [12], a system that supports
the visualization of graphs. VCG provides many functions
for graph layout and placement, issues that are well beyond
the scope of our investigations. Currently, the SPECGEN

system produces a VCG formatted input file and generates
an event that is trapped by the VCG tool. As a consequence,
each step of the abstraction process is visually represented
and displayed to the user with a Hasse diagram. One of

the shortcomings of using VCG, however, is that it lacks a
mechanism for providing feedback to external systems such
as the main SPECGEN system. As such, as part of our fu-
ture investigations, we plan on extending the functionality
of SPECGEN to incorporate an internal visualization facil-
ity.

3.4 SPECEDIT

One of the advantages of using formal methods is that
their notations are mathematically based. As such, these
notations are amenable to automated processing and rea-
soning. One of the tools that can be constructed to support
any particular formal specification language is a syntactic
checker or parser. An associated tool along the same lines
of a checker is a syntactic editor [18]. In this section we
describe the design and implementation of a specification
editor that we have developed in order to facilitate user in-
teraction with the AUTOSPEC and SPECGEN systems.

3.4.1 Design

Figure 10 shows the high-level data flow diagram model
for the SPECEDIT system. The SPECEDIT system, based
on a configurable library for specification editors [18], in-
teracts primarily with the user to construct or modify spec-
ifications, and allows the user to save the specifications to
files for later modification or for incorporation into other
tools that use first-order logic as an input language.

SpecFile

User

Decisions

SpecEdit

Specification

Modified Specification

Figure 10. Level 0 SPECEDIT Model

Figure 11 contains the data flow diagram for the
SPECEDIT system. The internal design of the SPECEDIT

system has two primary components: a parser and a user
interface. The user interface facilitates the construction of
a syntactically correct specification in two ways. First, the
user interface has a graphical interface that allows users to
construct specifications using a point and click method. The
user interface also has a text-based interface that allows a
user to type in a specification. The parsing component is
responsible for two different activities. First, the parser is
responsible for checking the syntax of pre-existing specifi-
cations that are contained in input files. The parser is also



(a) SpecGen (b) Focus Graph

Figure 9. SPECGEN Interface and Output

responsible for checking the syntax of user modifications
that are made using the text-based interface for the system.

and Save

SpecFile

User

Syntax Tree
Abstract

User
Interface

Specification

Decisions

Formulas

Specification

Tokens

Modified Specification

Modified Specification

Parse

Figure 11. Level 1 SPECEDIT Model

3.4.2 Implementation

The Specification Editing system, or SPECEDIT, was
developed in order to facilitate specification modification
during the analysis phase of the AUTOSPEC system. The
main objective in constructing the SPECEDIT system was to

provide a way of ensuring syntactic correctness during the
modification of a specification. This correctness is ensured
in two ways: by construction or by verification. Correct-
ness by construction is facilitated by providing a mecha-
nism where a user clicks on various syntactic elements and
replaces them with valid substitutions. For instance, Fig-
ure 12, shows the conjunctive formula “	��� � Formula”.
The italicized font for 	��� indicates that the term has been
selected using a mouse click. By double-clicking on the
“Formula” conjunct in the upper window of SPECEDIT, the
user can choose to substitute the conjunct with either an
atomic formula, a conjunction, disjunction, implication, or
quantification. Since substitutions can only be made with
valid substitutions, the final specification is syntactically
correct by construction.

SPECEDIT can also verify correctness using a syntactic
checker or parser. The user may enter a new specification
in the lower window of the SPECEDIT interface. By click-
ing on the “OK” button, a user directs the SPECEDIT sys-
tem to run the syntactic checker on the specification in the
lower window. If the specification is syntactically correct,
the specification is loaded into the upper window and the
user is free to modify the specification in either window.



Figure 12. SPECEDIT

3.5 Theorem Prover

Many of the interactions between a user and the
AUTOSPEC system involves the modification of a speci-
fication by a user and the incorporation of the modified
specifications into the current analysis or program annota-
tion. In order to verify that the specification modifications
made by a user are logically consistent with the system-
generated specifications, we have constructed a simple the-
orem prover. In this section we describe the design and im-
plementation of the theorem prover TPROVER.

3.5.1 Design

Figure 13 depicts the high-level design of the TPROVER

system. Except for file interactions and user guidance, the
TPROVER system is entirely self-contained. The TPROVER

system takes as input a source file containing a first-order
logic specification to be proved. Using guidance provided
by a user for reasoning about quantified expressions, the
TPROVER system determines whether or not the specifica-
tion is valid.

SpecFile

Specification

User

Filename,
Ground Terms

TProver

Figure 13. Level 0 TPROVER Model

Figure 14 shows the internal structure of the TPROVER

system. The primary components of the system are: the
parse component, the prover component, and the user con-

sult component. The parse component is a Lex and Yacc
generated parser that is used to translate first-order logic
specifications into an abstract syntax tree. The prover com-
ponent uses the information in the abstract syntax tree to
generate a proof tree based on the tableau proof technique.
For certain proof rules in the tableau method, ground terms
must be identified in order to continue processing. In these
instances, the consult component is used to interact with the
user in order to identify an appropriate ground term for the
proof method.

User

SpecFile

Abstract
Syntax Tree

Prover Consult

Proof Tree

Parse

Specification

Filename,
Ground Terms

Formulas

Specification

Tableau Entry

Specification

Figure 14. Level 1 TPROVER Model

3.5.2 Implementation

The main proof engine in the TPROVER system was con-
structed using C++. The proof engine construction was fa-
cilitated by the existence of the formula class library that
we developed to support all the tools. The graphical user
interface was constructed using Tcl/Tk interconnected with
C++.

The TPROVER system takes as input the name of a file
containing a logical expression. Based on the rules for con-
structing tableau proofs, the TPROVER system will generate
a proof tree. For propositional logic and certain expressions
of first order logic, the theorem prover is automatic. For the
remaining classes of valid input, user direction is required.
In the latter case, the TPROVER system acts as a tableau
proof editor. In the former case, the TPROVER system acts
as a theorem prover.

Figure 15 shows the main window of the TPROVER sys-
tem. The upper sub-window is the main prover window.
In this window the proof tree is constructed and displayed
to the user. The lower sub-window is the proof informa-
tion window. In this window the user is provided infor-
mation about the current proof. Specifically, during times
of user interaction, the proof information window contains



Figure 15. Example TPROVER Session

data about the current entry in the proof tree. To aid in proof
comprehension, the vertices in the proof trees are displayed
with different colors, each indicating the different states that
an entry in a proof tableau may take including open (green),
closed (black), pending (red), and contradictory (blue).

4 Case Study Results

Previously, we performed a case study whereby we ap-
plied the use of the tools described in this paper [19]. In
this section we describe some of the results and the impact
of tools upon the case study.

4.1 Process

The process used to analyze software using the formal
analysis tools that we have developed is a three step method
that involves the construction of high-level models that de-
pict overall structure, construction of low-level models that
identify calling relationships, and, finally, construction of
formal models using formal techniques.

Figure 16 shows a formal specification that was derived
using the tools described in this paper. Due to space con-
straints, we refer the reader to the full discussion of its
derivation which is contained elsewhere [19]. The software
shown here is part of a larger system used for ground-based
mission control for robotic spacecraft.

4.2 Lessons Learned

Several lessons about our reverse engineering approach
were learned while performing the case study [19]. This
section summarizes these lessons.

4.2.1 Combined Analysis Technique

The utilization of a combined informal and formal pro-
cess enhanced the usefulness of both the informal and for-
mal techniques. The informal analysis provided a struc-
tured method for early discovery and organization of the
functionality of the system. During the low-level analysis,
the informal techniques provided valuable information and
cues regarding where to focus the formal analysis. The for-
mal analysis facilitated the functional understanding of the
underlying logic embedded in many of the structural mod-
els derived during the low-level analysis. In addition, given
many of the questions that arose after the informal analysis,
the formal technique provided a method for understanding
certain properties of the code.

4.2.2 Tools

The availability of the tools described in this paper
greatly facilitated the analysis process both during the in-
formal and the formal phases of analysis. Given the amount



extern void end_message_subroutine(tp, sp, parms)
struct tokens *tp;
struct interp_state *sp;
struct project_parameters *parms;

{
S = (unsigned int *)((char *)S + 4 * 1);
sp->msg_complete = 1;

/* AutoSpec:
R_1: (((((parms .> _param5) /\
(_param5.V == _pVal6)) /\
(((sp .> _param4) /\
(_param4.V == _pVal5)) /\
((tp .> _param3) /\
(_param3.V == _pVal4)))) /\
(S.V = ((4 * 1) + as_const4))) /\
(coset(sp).msg_complete.V = 1)) */

if (sp->failed != 0) {
return;

}

/* AutoSpec:
"((R_1 /\ (coset(sp).failed.V != 0)) \/
(R_1 /\ (!(coset(sp).failed.V != 0))))" */

if (get_next_token(tp) != (void *)0) {
sp->failed = 1;
fail("End of message expected", tp, sp);

}

/* AutoSpec:
"((((R_1 /\ (!(as_const6 != 0))) /\
(get_next_token(tp.V) != 0)) /\
(coset(sp).failed.V = 1)) \/
((R_1 /\ (!(coset(sp).failed.V != 0))) /\
(!(get_next_token(tp.V) != 0))))" */

return;

/* AutoSpec:
"(R_1 /\ ((((!(as_const6 != 0)) /\
(get_next_token( tp.V ) != 0)) /\
(coset(sp).failed.V = 1)) \/
((!(coset(sp).failed.V != 0)) /\
(!(get_next_token( tp.V ) != 0)))))" */

}

/* AutoSpec:
"(coset(sp).msg_complete.V = 1) /\
((((!(as_const6 != 0)) /\
(get_next_token( tp.V ) != 0)) /\
(coset(sp).failed.V = 1)) \/
((!(coset(sp).failed.V != 0)) /\
(!(get_next_token( tp.V ) != 0)))) */

Figure 16. Annotated source code for end-
message subroutine

of “bookkeeping” required to derive the formal specifica-
tions, the tools were invaluable. However, the tools need
to mature in regards to the functionality that they provide,
especially in regards to user interface concerns. In addition,
the use of other existing tools that replace, for instance, the
grep tool, are needed to improve the ability to effectively
analyze software source code. While it would be advanta-
geous to evaluate user application of these tools, we find
that the potential audience for the techniques is rather lim-
ited, and thus we have been unable to do widespread end-
user evaluations.

5 Related Work

Approaches to reverse engineering focus on the con-
struction of specifications, both informal and formal,
and are based on the construction of structural abstrac-
tions [3], the identification of plans [4], use of formal meth-
ods [20, 21], and transformation of programs into specifi-
cations [22]. Rigi [3] is a tool that has been used to derive
structural abstractions (e.g., design diagrams) from program
code. Such abstractions provide a view of programs that is
complementary to the by-products of the tools described in
this paper. As such, they can be used as a cognitive guide to
a user during the program understanding activity [10].

Baxter and Mehlich [22] suggest an approach to reverse
engineering using “backward transformation” where a se-
ries of transformations (semantic preserving rewrite rules),
similar to those used in forward transformation, are used
in an inverse manner. The use of a library is extensive in
this approach where the contents of the library are seman-
tic preserving transformations. Ward [21] also advocates a
transformational approach while the tools from the REDO
project [20] focused on translation and transformation of
programs into specifications. In contrast, the AUTOSPEC

tool is based primarily on the application of the strongest
postcondition predicate transformer. As such, specifications
are constructed based on the use of a relatively small num-
ber of rules.

Several theorem proving tools have been constructed and
subsequently described in the literature [23]. By compari-
son, the theorem prover described in this paper is much sim-
pler, which is evidenced by its lack of support for sophisti-
cated theorem proving technology such as decision proce-
dures. However, the TPROVER tool provides a number of
services via an API that facilitates its integration into sev-
eral analysis tools, including AUTOSPEC. In addition, since
the theorem proving requirements of the tool suite described
in this paper are minimal, more powerful theorem provers
are considered overkill.

6 Conclusions and Future Investigations

Given the size of existing programs, tool support for pro-
gram analysis techniques is necessary to study problems of
scale. From a maintenance perspective, the requirement is a
pragmatic one since few programmers have the stamina nor
the desire to manually analyze what can potentially be mil-
lions of lines of code. One of the benefits of formal methods
is that the formal notations facilitate the construction and
use of automated support tools.

In this paper we described a toolset for a reverse engi-
neering approach that is based on the use of formal meth-
ods. These prototype tools further demonstrate the feasi-
bility of constructing formal methods-based reverse engi-
neering tools and have been used to analyze industrial soft-
ware systems [24]. To further evaluate these tools, we are in



the process of developing a series of experiments that will
facilitate the comparison of this toolset with other reverse
engineering and design recovery tools [24]. Currently we
are refining the tools described in this paper to increase the
amount of support for user interaction. In addition, we are
analyzing our theorem proving needs in order to determine
if a more sophisticated theorem prover is needed as a re-
placement for the basic prover described in this paper. We
are also developing Java implementations of the toolset in
order to facilitate the use of the tools on a variety of plat-
forms. Finally, we are developing an environment for inte-
grating several reverse engineering techniques, both formal
and informal, into a single framework in order to take ad-
vantage of the relative benefits of several approaches.
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