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ABSTRACT

Soecification Matching is a technique that has been used to
retrieve reusable components from reuse libraries. Therela-
tionship between a query specification and a library specifi-
cation is typically based on refinement, where alibrary spec-
ification matches a query specification if the library specifi-
cation is more detailed than the query specification. Reverse
engineering is a process of analyzing components and com-
ponent interrelationships in order to construct descriptions
of a system at a higher level of abstraction. In this paper,
we define the concept of an abstraction match as a basis for
reverse engineering and show how the abstraction match can
be used to facilitate a process for generalizing specifications.
Finally, we apply the specification generalization technique
to a portion of a NASA JPL ground-based mission control
system for unmanned flight systems.

Keywords
Reverse engineering, Software Maintenance, Formal Meth-
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1 INTRODUCTION

Many well-documented system failures have been attributed
to software. Some of the most notable incidents include the
catastrophic failures of the Therac-25 radiation therapy sys-
tem [13] and the Ariane 5 spacecraft [18]. A commonly
overlooked aspect of these failures has been the fact that
both were the result of an improper reengineering of soft-
ware from one version to another. That is, the Therac-20
software was “reused” to produce the Therac-25 software,
and the Ariane 4 software was reused to produce the Ariane
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5 software. In both cases, critical requirements of the orig-
inal software were not preserved, and the modified software
failed to perform as expected.

Software reverse engineering is the process of analyzing the
components and component interrel ationships of a software
system in order to describe that system at alevel of abstrac-
tion above that of the original system [5]. Our previous in-
vestigationsinto reverse engineering have focused on the use
of the strongest postcondition for deriving formal specifica-
tions from imperative program code [8]. By defining the for-
mal semantics of each of the constructs of a programming
language, aformal specification of the behavior of aprogram
written using the given programming language can be con-
structed. These specifications, however, aretypically consid-
ered low-level, as-built specifications since the degree of im-
plementation biasisrather high. As such, the introduction of
abstraction into the as-built specificationsis desired. That is,
high-level descriptions based on the low-level, as-built spec-
ifications are required in order to perform high-level reason-
ing about the abstract functional behavior of the original sub-
ject software system. In addition, the abstract specifications
can be used to support the population of reusable component
libraries[7].

In this paper, we describe a formal approach for deriv-
ing abstract functional specificationsfrom low-level, as-built
specifications that is based on preserving a match relation-
ship [11, 23] between two specifications. The remainder of
this paper is organized as follows. Section 2 gives back-
ground information regarding the use of forma methods
and the issues related to software maintenance and software
reuse. The use of specification matching to facilitate reverse
engineering is discussed in Section 3. Section 4 describes
an abstraction or “ specification generalization” techniquefor
deriving abstract functional behavior from as-built specifica-
tions. Section 5 describes a detailed example that applies
the specification generalization technique to a NASA JPL
ground-based mission control application. Related work is
summarized in Section 6, and Section 7 draws conclusions
and suggests further investigations.

2 BACKGROUND
This section gives background information in the areas of
software maintenance and formal methods for software de-
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velopment.

Software Maintenance

Figure 1 contains a graphical depiction of a process model
for reverse engineering and reengineering [3]. The process
model is captured by two sectioned triangles, where each
section in a triangle represents a different level of abstrac-
tion. The higher levels in the model are concepts and re-
quirements. The lower levelsinclude designs and implemen-
tations. Entry into this reengineering process model begins
with system A, where Abstraction (or reverse engineering) is
performed to a level of detail appropriate to the task being
performed. For instance, if a system is to be reengineered
in response to efficiency constraints, then abstraction to the
design level may be appropriate. The next step is Alteration,
wherethe system is configuredinto anew form at adifferent
level of abstraction. Finally, Refinement of the new forminto
an implementation can be performed to create system B.

Alteration

**Forward Engineering’’

**Reverse Engineering’* Concept

Abstraction Refinement

7

Requirements

Design

Implementation

System A System B

Figure 1: Reengineering Process Model

This paper describes an approach to reverse engineering that
is applicable to the design level. In Figure 1, the context for
this paper is represented by the dashed arrow. That is, we
address the introduction of abstraction into as-built design
specifications in order to derive higher-level descriptions of
software.

Formal Methods

Although the waterfall development life-cycle provides
a structured process for developing software, the design
methodol ogies that support the life-cycle make use of infor-
mal techniques, thus increasing the potential for introduc-
ing ambiguity, inconsistency, and incompletenessin designs
and implementations. In contrast, forma methods used in
software development are rigorous techniques for specify-
ing, developing, and verifying computer software [22]. A
formal method consists of a well-defined specification lan-
guage with a set of well-defined inference rules that can be
used to reason about a specification using automated tech-
niques[22].

Strongest Postcondition

In our previous investigations we described the use of
strongest postcondition as the formal basis for reverse en-
gineering [8]. In addition, we have applied strongest post-
condition to the definition of the semantics of the C pro-

gramming language in order to analyze software used by
mission control techniciansfor NASA's deep space program.
Strongest postcondition, denoted sp (.S, Q) is defined as fol-
lows: given that () holds, execution of S resultsin sp(S, Q)
true, if Sterminates [6]. Given a precondition ) and a pro-
gram S, sp derives a predicate sp(S, Q) describing the be-
havior of program S. Note that the precondition ) can take
many different values and is not limited to the assignment
“true”.

Table 1 summarizesthe strongest postcondition semantics of
the Dijkstra guarded command language [6], where IF rep-
resents the . alternative conditional statement

if
B1 — Si;
|| Bn = Sn;
£i;
B; — S; represents a guarded command such that S; isonly
executed if logical expression (guard) B; is true. DO repre-
sents the loop statement “do B — S od” where S is exe-
cuted iteratively until guard B isfalse.

| Construct sp Semantics |
sp(x :=e,Q) = (JvuQiNnz=el)
sp(IF,Q) = sp(S1,BiANQ)V ...V sp(Sn,Bn A Q)
sp(DO, Q) = —BA(Ji:0<i:sp(IF",Q))
sp(S1;52,Q) = sp(Se,sp(S1,Q))

Table 1: Strongest Postcondition Semantics for the Dijkstra
Guarded Command Language

In the table, the semantics for sp(x := e, Q) States that
after the execution of “x := e” there exists some value
v such that every free occurrence of z in ) is replaced
with v and z = e%. The semantics for sp(IF, Q) States
that after execution of the if-fi statement, at least one
of sp(S;, B; A Q) istrue. In the case of iteration, denoted
sp(DO, @), the semantics are that after execution of the loop,
the loop guard is fase (—B), and a diunctive expression
describing the effects of iterating the loop some number of
times (approximated by the notation TF*) is true, where
k > 0. Finally, for sequences, sp(S;; S2, Q) meansthat the
postcondition for statement S; is the precondition for some
subsequent statement S-.

Inthis paper we assumethat sp is used to derive formal spec-
ifications from program code. That is, we use the results of
direct code analysis using sp as the entry point to specifica-
tion abstraction based on specification generalization (Sec-
tion 4).

Specification Matching

Software reuse is the process of constructing a software
system using existing software components. Jeng and
Cheng [11] describe the use of a generality operator as the
formal basis for identifying reusable components via speci-
fication matching. Zaremski and Wing [23] describe several



operators for matching queries to components for software
reuse.

In this paper, we describe a technique for identifying ab-
stract behavior in specificationsthat is based on specification
matching. Specifically, we define an approach for deriving
abstract specifications from as-built specifications by requir-
ing that the derived abstraction and the as-built specification
satisfy a matching relation.

3 ABSTRACTION MATCHING

In this section we describe an approach for software re-
verse engineering that is based on the concept of specifica-
tion matching. Specifically, this section providesahigh-level
overview of the approach and describes details about speci-
fication libraries that facilitate abstraction.

Approach

Many approachesfor reusing software components based on
reusable component libraries have been suggested [11, 14,
16, 23]. Given a library of axiomatic (pre- and postcondi-
tion) specifications describing software components, these
approaches use a plug-in or generality criteria [11, 23] to
identify componentsin the library that match a query speci-
fication. The plug-in match is defined as follows:

Definition 1 (Generality (Plug-in) Match [12]) Let ¢ be a
query specification with precondition gpre and postcondition
gpost @Nd [ be a library specification with precondition pre
and postcondition lpes. Specifications ¢ and ! match (de-
noted by [ < ¢) if

(Qpre — lpre) A (lpoa — onst)-

Informally, this definition means that the library component
[ is arefinement (i.e., more specific) than ¢, or conversely,
that ¢ is an abstraction of [. In both interpretations, any pro-
gram whose behavior is described by ¢ will be satisfied by [
and as such, [ can be used as an implementation for the query
given by ¢q. Many different criteriafor matching query spec-
ifications with library specifications of software components
have been identified [16, 23] and al vary in the degree of
component modification required to use alibrary component
as an implementation for a given query.

As stated earlier, our previous investigations have focused
on the construction of formal specifications from program
code using sp. The specifications constructed using sp are
considered to be at the as-built level of abstraction since the
specifications represent a design of the system asit was im-
plemented. Although as-built specifications facilitate trace-
ability between code and specifications, they may be difficult
to use for high-level reasoning since they contain an imple-
mentation bias. Therefore, arigorous technique for deriving
amore abstract functional specification is desired.

Let 7 be a program with specification 4 such that the pre-
condition is ipre. The corresponding postcondition (denoted
ipost) Can be derived using the strongest postcondition (e.g.,

by using sp(Z, ipre)) [8]. Let ! be aspecification in a specifi-
cation library with precondition /e and postcondition /pog.
Supposei < [, then [ is a generalization or abstraction of i.
Conversely, i is a refinement of [. This means that any be-
havior described by [ is satisfied by i and as such, program Z
can be used as an implementation for the specification given
by 1. The following definition summarizesthisidea.

Definition 2 (Abstraction Match) Let 7 bea programwith
specification ¢ such that the corresponding precondition and
postcondition arei,,. and i,,s:, respectively, and let I be an
axiomatic specification with precondition {,,,.. and postcon-
dition I,,,5:. A match is an abstraction match if i < [, so
that

(lpre b d ipre) /\ (ipost — lpog)

As defined, the abstraction match is a dual of the generality
(plug-in) match. Accordingly, the abstraction match defines
criterion for identifying abstract behavior in pre and postcon-
dition specifications.

Specification Libraries

Specification libraries have been used in the area of auto-
mated program construction to describe theories about spe-
cific problem domains. In addition, specification libraries
have been used as a means for collecting components into
reuse libraries. This section describes the use of partial or-
der relations to organi ze specification libraries and describes
several properties that facilitate analysis of specifications
based on semantic commonality and difference. In this pa-
per, we assume the validity of certain matching relationships
as partial-order relations. For further discussion and proofs
of this assumption, see [9].

Library Sructure

The convention used in this paper for library specifica-
tions, given in Figure 2, is based on the Larch interface
language [10] syntax. In this convention, domainsort and
rangesort are the input and output types of a given function,
respectively. The locals keyword lists the variables defined
within the scope of the specification, if applicable. There-
quires keyword is used to indicate the precondition of the
given function. The ensur es keyword describes the postcon-
dition of a given function. Finally, the modifies keyword
lists the variables that are modified by the function.

spec name ( (var: domainsort)® ) —» var: rangesort
locals (var: domainsort)”
requires precondition
modifies variables
ensures postcondition

Figure 2: Syntax of Library Specifications

Figure 3 shows a set of specifications, collectively known as
“Sgr”, that describe the square root function. The specifica-
tion Sgro allows negative roots as output whereas Sgrl en-



sures that the positive roots are returned. The specifications
Sgr2 and Sgr3 return undefined values when the input value
isless than zero. These two specifications differ in that they
allow (Sgr2) or disalow (Sgr3) negative roots. The speci-
fication Sgr4 returns root = 0 when the input is a negative
number, and a positive root for positive inputs.

spec Sgr0 (z : real) — r:real  spec Sor3 (z : real) — r : real
requiresz > 0 requirestrue
ensures 12 =g ensures
(x>0A(>0Ar2=21)) Vv
(z < 0 A r = undefined)

spec Sorl (z : real) — r : real spec Sgré (z : real) — r : real

requiresz > 0 requirestrue
ensures r > 0AT2 =g ensures (z > 0ATr2 =) v
(x <OAT=0)

spec Sgr2 (z : real) — r : real
requirestrue
ensures (z > 0Ar2=z) Vv
(z < 0 At = undefined)

Figure 3: Square Root Specification Library “ Sgr”

spec SgrPos (« : real) — r : real
requiresz > 0
ensures r > 0

As apartially ordered set on the plug-in relation, the library
in Figure 3 has the structure given by the Hasse diagram of
Figure 4, where the specification at the head of the arc is
more general than the specification at the tail of the arc. As
such, Sgr0 is more genera than Sgrl, and Sgr2 is more gen-
era than Sgr3. The structure of this library suggests that
there are three different waysto construct a square root func-
tion. Thefirst way requiresthat the inputs to the function be
apositivereal number. The second way to construct a square
root function isto produce an undefined val ue when theinput
isanegativereal number. Thefinal way to construct asguare
root function is to return the value zero when a negative real
isused asinput.

1
Figure 4: Square Root Library as a partial order

Structuring a library as a partially ordered set has many ap-
plicationsincluding the fact that it provides ameans for par-
titioning libraries based on behavioral differences as in the
example above. In addition, the partial order structure fa-
cilitates inserting new specificationsinto alibrary and helps
increasethe efficiency of theretrieval process[12]. Itisof in-
terest to determineif the library has certain | attice-like prop-
erties [14]. In particular, it is of interest to determine the

least upper bound (lub) since the lub can be used to iden-
tify common behavior. Similarly, it is of interest to deter-
mine the greatest lower bound (glb) since glb can be used to
identify compositional behavior [14]. In the context of these
properties, we are interested in deriving abstract specifica-
tions from as-built specifications using specification match-
ing criteriaas ordering relations. As such, as the techniques
described in the next section are applied, the abstract specifi-
cations that are derived satisfy the propertieslisted above by
construction.

4 SPECIFICATION GENERALIZATION

Formal approaches to software reuse rely heavily upon the
use of specification match criterion, where a search query
using formal specifications is used to search a library of
components indexed by specifications. Jeng and Cheng ad-
dressed the use of forma methods and component libraries
to support software reuse [11], and Chen and Cheng address
the construction of software based on architectural specifica-
tions [4]. A difficulty for all formal approaches to software
reuseis the creation of the formal indices. components[7].

Many of the techniques that utilize formal specifications to
specify and retrieve reusable components from component
libraries attempt to identify candidate components by search-
ing the library for those components that satisfy a specific
match criterion. Similarly, as stated by Definition 2, if we
have alibrary specification that is an abstraction match for an
as-built specification, then the library specification is a gen-
eralization of the as-built specification. However, it is pos-
sible that there are no candidates in the specification library
that congtitute an abstraction match with the as-built spec-
ification. In this case, some other technique must be used
to derive abstractions of the as-built specification rather than
viaalibrary search. The primary focusof this paper isthede-
scription of such atechnique. In this section we describe an
approach to reverse engineering based on preserving the par-
tial order relationship between an as-built specification and a
derived abstraction of that as-built specification.

Basic Approach

Consider a specification | that consists of precondition I,
and postcondition I,,,s:. Assuming that the relation < is a
partially ordered matching operator, we would like to iden-
tify an specification A such that I < A. That is, we would
like to derive a specification A that is an abstraction of I. In
fact, we can derive such a specification by modifying I so
that we have a specification I’ that satisfies the relationship
that I < I'. If, for instance, < is a plug-in match operator,
then by either strengthening the precondition I,,,., weaken-
ing the postcondition 1,4, or both, we produce a specifica-
tion I' that satisfies the property that I < I'. A modification
of I’ to produce a specification I" that satisfies the prop-
erty I' < I'" provides another level of abstraction such that
I<I=<1I".

A likely situation is shown in Figure 5, where a specification



I has been decomposed into several different specifications,
each describing a different behavior such that the conjunc-
tion of their behaviorsisthe original specification I. In addi-
tion, several of these specifications can be decomposed into
other specifications, each at a different level of abstraction.
Since the each level of specification is derived such that an
abstraction match relation exists between the specifications,
the entire set of specifications formsa partial order.

i
Y

Figure 5: Specification Generalization

Using a brute force approach for specification generaliza-
tion can result in the construction of an exponential num-
ber of specifications, al of which satisfy the partial or-
der constraints of the origina specification. For instance,
the program in Figure 6 shows a typical bubble sort pro-
gram with logical annotations contained within the curly
braces ‘{" and ‘}’. The annotations, constructed using the
strongest postcondition semantics by a prototype system
called AUTOSPEC, use the notation ‘&' to indicate a logi-
ca and (‘A"), ‘exists’ to indicate an existential quantifi-
cation, and‘ forall’ toindicate ageneral quantification. In
addition, the notation v.V' represents the value of a variable
v. The specification annotations shown in Figure 6 is the re-
sult of applying the strongest postcondition based approach
where the precondition is constructed using the signature of
the program. The specification for the program after apply-
ing simplifying rewrite rules and eliminating superfluousin-
formationintherequiresisasfollows:

spec BubbleSort (al] : int,n : int) — root : real 1)

locals 4,7,t:int

requiresn = |a|

modifiesa

ensures (i >n) A (j <n) A perm(a-l,a) A
(Fu:1<u<n:(t=allu])) A
(Vk:1<k<n:
(Vrik+1<r<mn:allr]>alr-—1)])),

where the ensur es clause (postcondition) states that after the
execution of the program, the variable i is greater than or
equal to the size of the array a, the variable j is less than
or equal to the size of the array a, the variable t has some
value equivalent to some element of the array, all the ele-
ments of the array are ordered in ascending fashion, and the
final array is a permutation of the original array. Given the
five conjunctsin Specification (1), it is possible to construct
at least thirty-one different specifications that satisfy the par-

tial order property of the abstraction match operator.

program BubbleSort (inputs : int al[l]; int n;
outputs : int all; )
decl
int i; int j; int y; int x; int t;
lced
begin

{ ((tV=t0) A ((x.V=x0) A ((y.V=y.0) A
(.V=]0) A @[IV=i0)))) A ((n.V=n0)A (aV=2a0)) }

i :=1;

{ ((@V=10) A ((XV=X0) A ((y.V=y.0) A ((.V=10) A
(ccnstl =i,0)))) A (n.V=n0) A (aV=2a0)) A@{V=1)}

do

(1 < n) ->

j :=n;

{ (((V<nV)A(V=KAMV=n0))AG{V=nV)}

y = (1 + 1);

{ (V< nVAGV=KAMNV=n0))A([V=nV)A
YV =(v+1)}

do
(G >y ->
x := (J - 1);

{ (GV>YVAU(IV=KANV=n0)A([V=M))A
xV=(GV-1)A

. (afi-vl = a.jo)) A (a[x.V] = ax0)) }
1

(alj.V] < alx.V]) ->

t = aljl;

{ ((((@0:V] < ax.VD) A ((G-V > y.V) A ((1LV = k) A
(nV=n0) AGV=M) AXV=(V-1)) A
(tV=a[.V])) A (afi.V] = aj0)) A (alx.V] = ax0)) }

aljl := alx];

{ ((((enst2 < alx.V]) A (G > yV) A (((L.V =k) A
nV=n0)AG{V=M))AEXV=(V-1))A
(t.V = cnst2)) A (afj.V] = a[x.V])) A (cnst2 = a j0)) A
(@lx.v] = ax0)) }

alx] := t;

{  ((((((enst2 < _enst3) A (G- > y.V) A (.Y = k) A
(nV=n0) AGV=M) A KXV=(V-1)) A
(t.V = _cnst2)) A (afj.V] = _cnst3)) A (a[x.V] =_cnst2)) A
(-cnst2 = a_j0)) A (-cnst3 = a.x0))}

fi;
{  (((((((censt2 < _enst3) A ((G-V > y.V) A (((.V =K) A

(nV=n0) AG(V=M)AXV=(V-1)) A

(t.V = _cnst2)) A (afj.V] = _cnst3)) A (a[x.V] =_cnst2)) A

(-cnst2 = a_j0)) A (-cnst3 = ax0)) }

jo:i= (3 - 1);
{  ((((((((-cnst2 < _enst3) A (((.V > y.V) A (((LV = k) A

(n.V=n.0) A ({V=M)) A XV=(V-1))) A (t.V =_cnst2))

A (afj.V] = _cnst3)) A (a[x.V] = _cnst2)) A

(-cnst2 = a_j0)) A (censt3 =ax0)) A (.V=(M-1))) }

od;

{ GV=K+1)AEV=(V-1)A
Vr:(((k+1)<nA@r<n0): (@all]>allr1])) A
Fui((k+1) <u)A@U<nO): (t=alfu)) }

i := (1 + 1);

{ (((=&+1)PAXV=3V-1)) A
Vr:i(((k+1) <nAF<n0): (alr] >allr-1])) A
Bu:(k+1) <u)Au<n0): (t=alfu])) A
(i.V = (cnst7 + 1)) }

od;

{ (=G0V <nW) A (=G >n0) A
Vv:((@2<V)A(v<nO):
(Vri((v+1) <nA@r<n0):(@all]>allr-1))) A
BAu:((k+1) <u)A(u<n0): (t=alfu])) A
perm(a.1,a))) }
end

Figure 6: Bubble Sort Program Annotated by AUTOSPEC

In order to handle the complexity of this situation we make
the assumption that the reverse engineering programmer isin
control of the abstraction process. To support this processwe
are developing a support tool called SPECGEN that visually
displays the partialy ordered sets of specifications that are
constructed using the specification generalization technique.
In the following sections, we describe several guidelinesthat



can be used to construct abstractions from a specification.
Section 4 discusses the guidelines from the point of view
of weakening the postcondition, and Section 4 discusses the
guidelinesfor strengthening a precondition.

\Weakening the postcondition

Let I be a specification with precondition I,.. and postcon-
dition I,,,s; and let I' be a specification such that .,
Ipre and Iposy — 1,4, Assuch, I < I, since

TEe

ost*

((pre € Tpre) A (Ipost = L))
- 2
((I]I)re - Ipre) A (Ipost - Igl;ost))-

Expression (2) provides a basis for deriving abstractions
from a specification by weakening a postcondition 1,,s; to
produce a postcondition 1,,,.,. Severa options are available
for weakening the postcondition including those listed in Ta-
ble 2, which includes delete a conjunct, add a digunct, A to
V transformation, and A to — transformation.

| Operation I Lost | I,s |
Deleteaconjunct || AABAC ANC
Add adisjunct AAB (AANB)VC
Ato— ANB A— B
AtoV AANB AV B

Table 2: Weakening the postcondition

Delete a conjunct.

Given a specification in conjunctive form (not necessarily a
normal form), deletion of a conjunct weakens a specifica-
tion by removing additional or constraining conditions. For
example, consider Figure 7, where the specification abcde
represents the ensures clause of the specification in Expres-
sion (1). In the Hasse diagram, the vertex label "xy' repre-
sentsthe logical conjunction z A y. Each successive level of
abstraction is derived by deleting a conjunct from the lower
levels of abstraction. There are afew guidelines that can be
used to identify the appropriate conjunct for deletion.

For instance, if a conjunct specifies behavior that is local to
a procedure and has no impact on the output variables of the
system, then that conjunct is a candidate for deletion. Ex-
amples include specifications of the value of a loop index
or temporary variables. Another guidelineis based on inde-
pendence whereif aconjunct specifies some behavior that is
logically independent of the remaining conjuncts, then that
conjunct is a candidate for deletion. As an example, con-
sider the expression (z = ¢) A (¢ = y) A (2 = n). Thecon-
junct (z = n) is independent of the conjuncts (z = ¢) and
(¢ = y). Yet another guidelineis based on property preser-
vation where if a conjunct captures some behavior that must
be expressed in the higher level specification, then the re-
maining conjuncts are candidates for deletion.

These guidelines are by no means comprehensive.  Ulti-

mately, a maintenance engineer using this approach must de-
cide whether to delete a specific conjunct in a specification.

E 9
File Options Help

a: (i >=n) Delete Conjuncts
b (j <=n)
Preserve Conjuncts
Focus One Level

c: (perm(a_l,a))
d: (exists uz 1 <= u <= n: (t = a_1ju]))
e: (forallk:1 <=k <n: (forallr: k+1 <r <=n:a_1j] >= a_1[r-1]))

Generate All

Figure 7: Bubble Sort Specification Brute Force Abstraction

Add a disjunct.

Given a specification in any form, adding a disunct weakens
a specification by generalizing or increasing the scope of the
specification. The addition of a disunct should be used in
very few instances since the new disunct potentially intro-
duces superfluous behavior that may not be reflected in the
original system.

Conjunction to implication or disjunction transformations.
Given a specification in conjunctive form (not necessarily a
normal form), transformation of the conjunction to an im-
plication or digjunction provides a logical weakening of the
specification and facilitates manipul ation of the specification
using several standard equivalence transformations. Our on-
going investigations include determining the usefulness of
these transformation techniques to derive specification ab-
stractions.

Strengthening the precondition
Let I be a specification with precondition I, and postcon-
dition I,,s: and let I' be a specification such that II’W —
Ipre ad Ipost ¢ I, ASsuch, I < I', since
((Lpre = Ipre) A (post <> Ljost))
- ©)
((Izln‘e - Ipre) A (Ipost - Izl)ost))‘

Expression (3) provides a basis for deriving abstractions
from a specification by strengthening a precondition /. to
produce a precondition I,,,... Weakening a postcondition has
many advantages over strengthening a precondition in the
context of deriving abstractions from specifications. The pri-



mary advantage is a consequence of the reverse engineering
activity in that we are interested in deriving a specification
of the behavior of a program. This behavior is captured in
the specification of the postcondition rather than the precon-
dition. The utility of strengthening the precondition isthat it
provides a mechanism for identifying a narrower set of con-
ditions that can be used to constrain the domain of input.
The available techniques for strengthening the precondition
include adding a conjunct and deleting a disjunct.

Add a conjunct.

Given a specification in a conjunctive (not necessarily nor-
mal) form, adding a conjunct to the precondition provides
further conditionsthat are required in order for the specifica-
tion to achieve the desired behavior.

Delete a digunct.

Given a specification in any form, deleting a digunct will
make the precondition more specialized (e.g., less general)
intheinitial conditions required to satisfy a behavior.

Example

Consider once again the example in Figure 6 and the corre-
sponding postcondition specification in Expression (1). In
this section we focus on constructing an abstraction of the
specification by weakening the postcondition. Since the
specificationisinaconjunctivenormal form, it isappropriate
to use the delete a conjunct strategy to construct an abstrac-
tion. In a completely brute force approach we would derive
four abstractions for each of the five produced in the first
step. However, we advocate a user-driven process that relies
on a user to guide the direction of the abstraction steps. Fig-
ure 7 depicts the brute force application of the delete a con-
junct strategy, where the expression “abcde” at the bottom
of the graph represents the specification of Expression (1),
where“a” representstheconjunct (i > n), “b” representsthe
conjunct (j < n), “c” representsthe conjunct perm(a_1, a),
“d” representstheconjunct (Ju : 1 < u < n: (t = a_1[u])),
and “€" represents the conjunct (Vk : 1 < k < n : (Vr :
kE+1<r<n:alfr]>alr-—1)).

In the first step, the “a@” conjunct can been deleted since the
“a” conjunct involves a specification of the value of an it-
eration variable. Deleting one conjunct from the specifica-
tion “bede” results in four different specifications. Using
the same reasoning as in the previous step, we consider only
the specification that excludes the conjunct “b”. Figure 8
shows the partialy ordered set of specifications that result
from deleting “a” and “b” where the resulting specification
is “cde” which states that the output array is a permutation
of the input array, that the variable t takes the value of some
element of the array, and the array is ordered in increasing
value. At this point, three abstractions are possible. How-
ever, theconjunct (Ju : 1 < u < n: (t = a_1[u])) specifies
information about the temporary variable ¢, and as such we
consider only the specification ce, which is equivalent to:

perm(a-1,a)A
(Vk:1<k<n:(Vr:k+1<r<n:allr] >allr—1])).

This specification states that after execution of the program,
the output array is a permutation of the input array, and that
thearray is ordered in increasing value.

=l I =
File Options Help
a: (i >=n) Delete Conjuncts
b: (j <= n)
c: (perm(a_1,a)) Preserve Conjuncts
d: (exists w1 <=u<=nm: (t=a_1u]))
o: (forall k: 1 <=k <n : (forallr 1k +1 < r <=n :a_1[r] >= a_1[r-1])) (RS (€ (]

] =

" = : .

Figure 8: Specification after deletion of “&’ and “b”

By focusing attention on afew conjuncts, the complexity of
the task of constructing specification abstractions can be re-
duced since many of the other possible abstractions for the
original as-built specification can be removed from consid-
eration. In addition, by using a few simple support tools,
the difficulty of deriving the abstractions can be greatly re-
duced.

5 APPLICATION TO A NASA JPL GROUND-BASED
FLIGHT SYSTEM

In our previous investigations we described a technique
for analyzing C programs using the strongest postcondition
predicate transformer. In this section we present a case study
that applies the sp technique for C programs to a module
from a ground-based mission control system used by the
NASA Jet Propulsion Laboratory. The system isresponsible
for the trandation of user commandsinto appropriate space-
craft mnemonics, enabling users to modify spacecraft mis-
sion operations. This particular module takes a sequence of
elements from a file and returns an index to a subsequence
of elements specified by begin and end indices.

Code Analysis
First Code Sequence.
One code sequence that was analyzed appears as follows:

if (!skip gemd sfdu(fd, L2))
{
inform_user (
"line %d: copy failed: bad SFDU header (%s)",
body lineno, file);
dontoutput = 1;
close (fd) ;
if (params->cmdcentl) master unlock() ;
return (NULL) ;

}
The purpose for this code sequenceis to abort processing if



the file header is corrupted. The precondition for the block
is

(fd >= 0 & fd = FHO &
begin = BO & end = E0 & file .> FO),

which makes assertions about the initial values of several
variables and pointers, where the & is the logical connec-
tive‘A’. The specification statesthat £d hastheinitial value
FHO, and that the value is greater than or equal to 0. The
specification also states that the variables begin and end
have the values B0 and E0, respectively. Finally, the spec-
ification states that the pointer £i1e points to some object
FO.

The following annotation describes the behavior of the
code when the conditional path is taken in the case that
skip_gemd_sfdu evaluatesto zero:

(params->cmdcntl != 0 & master_unlocked() &
closed (fd) & dontoutput = 1 &
skip.gcemd_sfdu(fd, L2) = 0 &
fd >= 0 & £fd = FHO & begin = BO &
end = E0 & file .> FO0) |

(params->cmdcntl = 0 & closed(fd) &
dontoutput = 1 & fd >= 0 &
skip.gemd_sfdu(fd, L2) = 0 & fd = FHO &
begin = BO & end = EO & file .> FO),

whichis equivalent to

((params->cmdentl != 0 & master_unlocked())
params->cmdentl = 0 ) &

closed(fd) & dontoutput = 1 &
skip_-gcmd_sfdu(fd, L2) = 0
& fd >= 0 & fd = FHO & begin = BO
& end = EO & file .> FO

This specification states that in addition to the precon-
dition being true, the file FHO is closed, the variable
dontoutput is set to 1, and depending on whether the
params->cmdentl hasthe value O, the master key is un-
locked. In this system, processing is regarded as having
failed whenever the variable dontoutput is set to a non-
zero value. This specification recurs throughout this code
when certain failure conditions are met.

The following postcondition annotation asserts:

skip-gcmd-sfdu(fd, L2) != 0 & fd >= 0 &
fd = FHO & begin = BO & end = EO & file .> FO

which states that in addition to the precondition being true,
that the function skip_gcmd_sfdu evaluatesto anon-zero
value. This specification is reasonable since the body of the
statement in question ends with a return statement. As
such, the program only proceeds past the conditional state-
ment if skip_gcmd_sfdu evaluatesto a non-zero value.

Second Code Sequence.

Another interesting sequence of code appears in Figure 9.
One of the activities that can be performed is to analyze the
postcondition at lines 125 - 134 using the specification gen-
eralization technique described in Section 4. First, we can

rewrite the specification into an equivalent form by factoring
terms so that the specification appears as follows:

((E0 = -1 & end = gcmd-hdr.elemcount) |
(end <= gcmd_hdr.elem.count & end != -1 &
end = E0)) & params->sc = gcmd_-hdr.SC & (4)
get_gemd-hdr (fd, gcmd-hdr) != 0 &
skip.gemd_sfdu(fd, L2) != 0 & fd >= 0 &
fd = FHO & begin = BO & file .> FO

This specification states that the constant £0 is equal to
—1 and end = gcmd_hdr.elem_count or that end
= EO0, end <= gcmd_hdr.elem_count, and end !=
-1. In addition, several conditions regarding the input
header are true as well as conditions that describe the in-
put file. At this point the specification isin a form suitable
to apply the delete a conjunct strategy. Figure 10 showsthe
possi ble abstractions for the specification when we delete the
file related conjuncts. Successive application of the strategy
leads to the abstraction of the behavior described by the pre-
vious annotation. This specification correspondsto the spec-
ification ‘a’ in the Hasse diagram in Figure 10 and appears
asfollows:

((E0O = -1 & end = gcmd hdr.elemcount) |
(end <= gcmd-hdr.elem_count & end != -1 &
end = E0)),

which states that E0 = -1 and the variable end has the
vauegcmd_hdr.elem_count, or,end = EO0,end !=
-1 and end <= gcmd_hdr.elem_count. Essentialy,
this states that if this point in the program has been reached,
the variable end has a value that is less than or equa to
gcmd_hdr.elem count and not equal to -1. As such,
behavior of theprogramwhenend < -1 isunspecifiedand
serves as the potential entry point for more detailed analysis
of the program.

Third Code Sequence.

The final annotation that is of interest is found in Figure 11.
The annotation is shown after a simplification step that fac-
tors conjuncts from a disjunction has been performed.

Informally, this specification makes assertions about a chain

of elements and the relationship between the requested sub-

sequence of elements and the elements read from afile. The

following specification abstraction can be derived by apply-

ing the delete a conjunct strategy to this annotation by focus-

ing on afew specific conjuncts:

(forall k : 1 <= k < begin : freed(elemk)) & (5

(forall k : end < k < gcmd_-hdr.elem.count :
freed(elemk)) &

elem_end->next .> NULL &

orig.elem .> coset(elembegin) &

(forall k : begin <= k < end :
elemk->next .> coset(elemk+l) & zeroed(elemk))

which states that al the elements outside the bounds spec-
ified by the begin and end indices have been freed and
that the pointer orig_elem points to the same object that



108./*AS (params->sc = gcmd _hdr.SC &

109. get_gcemd _hdr (£d4, gemd _hdr) != 0 & file .> FO &
110. fd >= 0 & fd = FHO & begin = BO & end = EO &
111. skip gemd _sfdu(fd, L2) != 0 )AS*/

112./* make sure the file has enough elements */
113.1if (end == -1)

114. end = gcmd_hdr.elem count;

115.else if (end > gcmd_hdr.elem count)

116.{
117. inform user("line %d: copy: not enough elements \
118. in GCMD file (%s)",body lineno, file);

119. dontoutput = 1;
120. close(fd);

121. if (params->cmdcntl) master unlock() ;

122. return (NULL) ;

123.}

124.

125./*AS

126.(E0 = -1 & end = gcmd_hdr.elem_count &

127. params->sc = gcmd_hdr.SC & EO = EO & file .> FO &
128. get_gcmd_hdr (fd, gemd_hdr) != 0 & £fd = FHO &

129. skip gemd sfdu(fd, L2) != 0 & fd >= 0 & begin = BO )
130. |

131. (end <= gcmd_hdr.elem_count & end != -1 & begin = BO
132. & params->sc = gcmd_hdr.SC & end = EO0 & file .> FO
133. & get_gcmd_hdr (fd, gemd _hdr) != 0 & fd = FHO &

134. skip gemd sfdu(fd, L2) != 0 & fd >= 0 ) AS*/

135.

Figure 9: Code Sequence: Lines 108-135
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a: (E0 = —1 & end = gemd_hdr.elem_count) | (end <= gcmd_hdr.elem_count &end != 1 & end - E0)  Delete Conjuncts

b: params - »sc = gemd_hdr.SC

¢ get_gemd_hde(fd, gemel_hdr) 1= 0 Preserve Conjuncts

: skip_gema_stdu(fd, L2) = 0

et f:% LS () Focus One Level

f: fd = FHO
g: begin = BO
h: file .» F0

Generate All

Figure 10: Annotation Abstractions

elem_begin points to and that all the elements within the be-
gin and end boundsform a chain.

Discussion

The analysis of the code described in this section has led
to several observations that empirically validate the appro-
priateness of the delete a conjunct strategy for specification
generalization of sp specifications. First, the specifications
that are constructed using sp are conjunctivein nature dueto
the semantics of the assignment statement. As such, applica-
tion of the del ete aconjunct strategy facilitatesthe analysis of
specifications of program code by decomposing those spec-
ifications into smaller, more manageable pieces. Second,

closed (fd) &
(forall k:end < k < gcmd-hdr.elem_count:freed(elemk)) &
ep .> coset (elemgcmd-hdr.elem.count) &
elem .> coset(ep) &
elem_end->next .> NULL &
orig.elem .> coset(elembegin) &
checksum_gcmd_chain (gemd-hdr, ObjOcnstl) = 0 &
elemgcmd_hdr.elem.count .> NULL &
(forall k : 1 <= k < begin : freed(elemk)) &
(forall k : begin <= k < end :
elem k->next .> coset(elemk+1l) & zeroed(elemk)) &
((EO = -1 & end = gcmd-hdr.elemcount) |
(end <= gcmd.hdr.elemcount & end != -1 & end = E0)) &
params->sc = gcmd-hdr.SC &
get_gemd_hdr (fd, gcmd-hdr) != 0 &
skip.gcmd_sfdu(fd, L2) != 0 &
fd >= 0 &
fd = FHO &
begin = BO &
file .> FO .

Figure 11: Code annotation

analysis of annotations that occur within the code (as op-
posed to only analyzing the final postcondition) is an impor-
tant activity for understanding the behavior of programs. As
an example, our analysis of the code from lines 108-135
of the program facilitated the identification of possible faults
in the behavior of the program that can be caused by nega-
tive inputs to the program. Finally, although the reverse en-
gineered specifications describe logical abstractions, some
mechanism must be provided in order to describe the ab-
stractions in the form of asimpler “human” abstraction. For
instance, instead of providing the specification in Expres-
sion (5) to auser, it would be desirable to state that since the
procedure returns a subsequence of alist of elements, that the
abstract behavior correspondsto alist subsequence cliché or
plan [19], where a plan describes common or canonical pro-
gram behavior.

6 RELATED WORK

Mili et al. describe an approach for structuring component li-
braries using refinement orderings[14]. Their approach uses
relational specifications asthe formalism for describing soft-
ware components, and structures libraries using relational
definitions of refinement. Our approach incorporates their
ideas on the structure of libraries using partial order relations
athough our focusis on pre and postcondition specifications,
rather than relational specifications. In addition, our primary
goal isto use partial order matching operators to generalize
specifications for purposes of reverse engineering.

Other approaches to reverse engineering focus on the con-
struction of specifications, both informal and formal, and
are based on the identification of plans [17] forma meth-
ods [2, 21], and transformation of programs into specifica-
tions[1]. Baxter and Mehlich [1] suggest an approach to re-
verse engineering using “ backward transformation” where a
series of transformations (semantic preserving rewriterules),
similar to those used in forward transformation, are used
in an inverse manner. The use of a library is extensive in
this approach where the contents of the library are seman-
tic preserving transformations. Ward [21] also advocates a
transformational approach while the REDO project focused



on trandation and transformation of programsinto specifica-
tions. In our approach, we assume that abstract behavior is
derived by preserving an abstraction match relation between
generalized and as-built specifications. As such, we we do
not rely on the existence of adomain library to provide spec-
ification matches.

7 CONCLUSIONSAND FUTURE WORK
Specification libraries have been used extensively and with
relative success for code derivation [20]. In addition, formal
specification libraries are the basis for many software com-
ponent reuse approaches[23, 12].

When used alone, formal approaches to reverse engineer-
ing based on the use of strongest postcondition produce as-
built specifications that suffer from an implementation bias.
While this implementation bias does provide a degree of
traceability, they are difficult to use for high-level reason-
ing and understanding. Using the specification match based
approach, functional abstractions can be derived fromthe as-
built specifications that are constructed using strongest post-
condition. Furthermore, as demonstrated with our previous
investigations [ 7], an integrated approach that combines the
strongest postcondition technique with software component
retrieval technology can be used to facilitate software com-
ponent reuse, where the combination of reverse engineer-
ing and component retrieval techniques are used to populate
reusable component libraries.

In order to further address the feasibility of such an approach
we are currently constructing a quaternion specification li-
brary based on a PVS [15] specification library developed
by NASA. In addition, we are analyzing a software library
written in C that implements quaternion operations in order
to investigate the use of reverse engineering as a means for
facilitating software reuse.
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