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Real-timeembeddedsystemscanbedifferentiatedfromcomputation-intensiveapplicationsby their concurrentthreadsof con-
trol andtime-dependentoperations.Thepresenceof concurrentthreadsacteduponby differenteventarrival instancesmakes
themhighlyvulnerableto raceconditions.Thepresenceof raceconditionsintroducesnon-determinismin thesystemandalters
its temporal properties.Thus,leadingto potentialviolationof correctsystembehavior. Detectionof raceconditionsin real-time
systemsis thefocusof thispaper. Thispaperpresentsa techniquefor detectionof raceconditionsbasedonmodelchecking. The
inter-processcommunicationmechanismsin theVxWorksenvironmenthavebeendesignedandmodeledasnetworksof timed
automataby utilizing UPPAAL - a real-timeverificationtool. Thevarioustemplatesfor thecommunicationmechanismshave
beenverifiedfor their correctnessby utilizing theTimedComputationTreeLogic. Thetemplatesare thenutilizedto modelthe
real-timeapplicationandverify theabsenceof raceconditions.Thepaperpresentsexamplesthatdemonstratetheapplication
of theproposedtechniquetowardsverificationof raceconditions.

1 Intr oduction
Real-timeembeddedsystemscan be differentiatedfrom computation-intensive applicationsby their concurrentthreadsof
control and time-dependentoperations.The presenceof concurrentthreadsacteduponby differentevent arrival instances
makesthemhighly vulnerableto raceconditions.Thepresenceof raceconditionsintroducesnon-determinismin thesystem
andaltersits temporalproperties.Thus, leadingto potentialviolation of correctsystembehavior. This paperaddressesthe
detectionof raceconditionsin real-timesystems.

Thereare two strategies to ensurethe safetyandreliability of the real-timesystem. Onestrategy is to employ engineering
techniqueslike structuredprogrammingprinciplesto minimize implementationerrors,andthenutilize testingtechniquesto
uncovertheerrorsin theimplementation.Theotherstrategy is to useformalanalysisandverificationtechniquesto ensurethat
theimplementedsystemsatisfiesthesafetyconstraintsunderall specifiedconditions.Thefirst approachcanonly increasethe
confidencein the correctnessof the systembut the secondapproachcanguaranteethata verifiedsystemalwayssatisfiesthe
safetyproperties.

Weapplymodel-checking(aformalanalysistechnique)for verificationof raceconditionsin real-timesystems.Modelchecking
is a techniquefor formal verificationof finite-stateconcurrentsystems.Timed automatais a finite-stateautomatonextended
with afinite setof real-valuedclockvariablesto representtime. Timedautomatacanbeutilized to modelthereal-timesystem.
Realtimetemporallogic or TimedComputationTreeLogic (TCTL) canthenbeutilizedto verify thecorrectnessof thesystem.
Our goalis to determine,basedon modelchecking,whetheror not agivenreal-timeapplicationis freefrom races.

Raceconditionsarecauseddueto non-determinismin theinter-processcommunication(IPC) mechanisms.We utilize formal
verificationandtimed automatonbasedmodelsto staticallydetectraceconditions. In our approachwe first instrumentthe
codeandmeasuretheexecutiontime of applicationprocesses.As partof our approachwe have developeddetailedUPPAAL
(a real-timeverificationtool) modelsfor the variousIPC mechanismsin VxWorks real-timeoperatingsystem(RTOS).The
applicationprocessesaremodeledin UPPAAL with the pre-designedIPC templates.Thenon-relevantportions(from a race
conditionstandpoint) of the applicationcodeareabstractedaway andmodeledby a delaystatethat denotestheir execution
time. DesignerspecifiedTCTL formulasarethenutilizedto verify thepresenceof raceconditions.ThepaperpresentsUPPAAL
modeltemplatesfor variousVxWorksIPCmechanismsandverifiestheir correctnessthroughTCTL formulas.Theapplication
of themodelsfor verificationof raceconditionsis demonstratedby experimentalexamples.

This paperis organizedas follows: Section2 givesthe necessarybackgroundfor raceconditionsandintroducesUPPAAL,
Section3 discussesthe relatedresearchon raceconditiondetection,Section4 explainstheUPPAAL templatesfor VxWorks
IPC andtheir verification,andSection5 presentsexperimentalexamplesof codesegmentsmodeledwith our templatesand
their verification,andfinally, Section6 concludesthepaper.
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amount = read_amount();

balance = balance + amount;
interest = interest + rate*balance;

SemGive(mutex);

SemTake(mutex);

begin
{
                : amount = read_amount();

if(balance < amount)

else
{

}

balance = balance − amount;
interest = interest + rate*bakance;

        printf("No Funds");

  
Thread 1 Thread 2

}
 :

begin
{
                     :

 :

}

Figure1: ProgramSegmentillustratingDataRaces

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

SemTake(mutex);

i = read_value_i();

A[i] = i;

update_value_i;

SemGive(mutex);

static int A[] = {0,0,0};
static int i = 0;

begin
{

}

Thread 1 Thread 2 Thread 3

Figure2: ProgramSegmentillustratingGeneralRaces

2 Background
ThissectionintroducesraceconditionsandUPPAAL modelcheckingenvironment.

2.1 RaceConditions
A raceconditionis definedasa situationin which multiple threadsor processesreador write to a shareddataobjectandthe
final resultdependson theorderof execution[1]. Therearethreeconditionsthatmustoccurfor a raceconditionto occur[2]:

� two or moreprocessingelementshaveaccessto thesamesharedvariable,

� at leastoneprocessingelementis writing to theshareddataitem,and

� thereis no mechanismin placeto guaranteethetemporalorderof their accessto thatvariable.

Raceconditionsareclassifiedinto dataracesandgeneralraces.A dataraceis definedasaraceconditionin which theaccesses
arenot orderedby systemvisible synchronizationor programorder[3]. Explicit synchronizationis addedto shared-memory
parallelprogramsto implementcritical sectionsthatareblocksof codeintendedto executeasif they wereatomic.Theatomic
executionof critical sectionscanbeguaranteedonly if thesharedvariablesthatarereadandmodifiedby thecritical sectionare
notmodifiedby any otherconcurrentlyexecutingsectionof code[4]. Dataracesaremostlyaresultof impropersynchronization
andcanberemovedby modifying thesynchronization.Figure1 illustratesa brief exampleof a datarace.Thread1’s access
of thesharedvariablesbalanceandinterestis well protectedby thesemaphores.But in thread2, thesharedvariablesbalance
andinterestarenot protectedby any synchronizationmechanism.Hence,whenthethread2 accessesandupdatesbalance, the
thread1 mayacquirethesemaphoremutex andupdatethebalance, andthenthread2 maycalculatethe interest. This certainly
constitutesa datarace.

A generalraceis a racecondition in which the order of accessesto the sharedresourceis not enforcedby the program’s
synchronization[5]. In sucha case,the final outcomedependson the order of accessto the sharedresourceby the tasks
utilizing it. Sucha raceis moregeneralthana datarace.Sucha raceconditioncanbeeliminatedby imposinganorderon the
tasksin theway they accessthesharedresource.Figure2 givesa brief exampleof a generalrace.Onecanseefrom Figure2
thatalthoughtheatomicityof theinstructionsis preserved,theorderof accessesto thesharedresourceis notpreserved.Though
theprogramcontainscritical sectionsthey canstill benondeterministic.Thesystemmayinterleave the threadsin any order.
That is, theorderof executionof thethreadscanbe1, 2, 3 or 2, 3, 1 or any othercombinationof threadsis a possibility. As a
result,thearrayA[] canbeeither

�
1, 2, 3 � or

�
2, 3, 1 � basedon theorderof executionof thethreads.

2.2 UPPAAL model checkingenvir onment
Real-timesystemsarecomputingsystemsthatmustreactwithin precisetime constraintsto eventsin theenvironment.Timed
automata[6] introducedin 1990 by Alur and Dill is a well-establishedtimed extensionof finite-statesystems. It can be
utilized to representreal-timesystemsasnetworksof timedautomataby utilizing UPPAAL. UPPAAL [7] is anintegratedtool
environmentfor modeling,validation(via graphicalsimulation)andverification(via automaticmodel-checking)of real-time
systemsthataremodeledasnetworksof timedautomata.
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Private Declarations for B

int n;

Clock x;

Chan a;

const me;

Process Assignments

b1 := B(1);

b2 := B(2);

System Definition

system A, b1, b2;

Global Declarations

Parameters Passed to B

Figure3: DeclarationsandDefinitions

A0 A1

x<10

A2 A3

x:=0
a!

Figure4: SnapshotillustratingtheProcessA

B0 B1 B2 B3

a?

n:=0

n>=3

n:=n+1

Figure5: SnapshotillustratingtheProcessB

UPPAAL consistsof threemainparts:agraphicaluserinterfaceto form thedesign,asimulatorto simulatethesystembehavior,
anda modelchecker to verify the correctnessof the system.The graphicaluserinterfaceallows the modelingof the system
behavior in termsof networksof timedautomataextendedwith datavariables.Thesimulatorandthemodel-checker arede-
signedfor theinteractiveandautomatedanalysisof thesystembehavior by manipulatingandsolvingconstraintsthatrepresent
thestatespaceof thesystemdescription.Prior to verification,thesimulatorenablestheuserto examinethepossibledynamic
behavior of thesystemby its interactivesimulationmechanism.Theverifier is moreformal, it needsTimedComputationTree
Formulas(TCTL) to verify aparticularsystembehavior.

UPPAAL is basedon timed automata,that is finite-statemachinewith clocks. Time is handledin UPPAAL by utilizing the
conceptof clocks. Time is continuousandtheclocksmeasuretime progress.Eachtransitionis allowedto testthevalueof a
clock or to resetit. Time will progressglobally at thesamepacefor thewholesystem.A systemin UPPAAL is composedof
concurrentprocesses,eachof themmodeledasanautomaton.Theautomatonhasa setof locations. Transitionsareutilized to
changelocation.To controlwhento fire a transition,it is possibleto havea guardanda synchronization.

The following sectionsdescribethe syntaxandsemanticsof UPPAAL statements.A real-timesystemis consideredto be a
network of non-deterministicsequentialprocessescommunicatingwith eachotheroverchannels[7].

2.2.1 Syntax

As UPPAAL facilitatesthemodelingof realtimesystems,its modelinglanguageis targetedto beascloseaspossibleto ahigh
level real-timeprogramminglanguage.
� Guards: Guardsexpressconditionson thevaluesof clocksandintegervariablesthatmustbesatisfiedin orderfor the

edgeto be taken. In Figure5, the transitionfrom B2 to B3 canoccuronly if the valueof the correspondinginteger
variablen is greaterthanor equalto 3. Guardsareconjunctionsof timing anddataconstraints.A timing constraintis of
theform: x � n or x - y � n, wheren is a naturalnumberand ��� ��� , 	 , =, 
 , ��� adataconstraintis of theform i � j
or i 
 j � k, with k beinganarbitraryinteger. Thedefault guardof anedgeis true.� Invariants: Invariantsspecifyhow long thetransitionstaysput in aparticularlocation.An invariantspecifiesa progress
condition.For examplein Figure4, theprocessis not allowedto stayin locationA1 for morethan10 unitsof time.� Reset-Operations: When the transitionis taking an edge,the dataor the clock variablemay be subjectto a simple
manipulation. It may be resetto an expressionor a constant.A clock variablecanonly be resetto a constant.Reset
operationonaclockvariableis basicallyof theform x:=n wherex is aclockvariableandn is theconstantthatis applied
to it. In theFigure4, theedgefrom thelocationA0 to thelocationA1hasgot theclock resetoperationon clock variable
x. A datavariablecanberesetto anexpression.In Figure5, thereis a resetoperationon theintegervariablen whereit
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A[] (p imply A<>q)

not E[] not p

not E<> not p

Equivalent toDescriptionNameProperty

for all paths p will eventually hold

whenever p holds q will eventually hold

for all paths p always holds

there exists a path where p always holds

there exists a path where p eventually holds

Leads top−−>q

A<>p Eventually

Potentially always

Invariantly

Possibly

E[]p

A[]p

E<>p

Figure6: UPPAAL PropertySpecification

is assignedto 0. Similarly, thereis anotherresetoperationon thelocationB2wheretheintegervariablen is incremented
by 1.� Channels,Synchronization, and Urgency: A UPPAAL modelconsistsof a network of timed automata.Theseau-
tomatacommunicatewith eachothervia globalintegervariablesor throughcommunicationchannels.Theglobalinteger
variablesutilized aresimilar to sharedmemoryvariables.Figure3 shows thedeclarationof thechannela. Thesynchro-
nizationmechanismsareblocking in nature.They aredenotedby a! anda?. a! is the initiator of thesynchronization,
anda? supportsit. If only the initiator a! is availableor thesupportera? is available,thesystemdoesnot advancetill
the other is available. The two transitionsoccur together. In Figure5, the processB is blocked at B0 till the process
reachesthe locationA1, whereit cando a a!. If a channelis declaredto beurgent,thecommunicatingcomponentsdo
not tolerateany delay. Whenever possible,they shouldbe thenext onesto execute.Thecorrespondingedgesmaynot
haveany guardsonclocks.� Committed Locations: A committedlocation is a location that mustbe left immediately. If a timed automatonhas
reachedaparticularlocationthatis declaredto becommitted,thenext transitionin thesystemhasto befrom thelocation
thatis committed.If thetransitioninvolving thecommittedlocationis blocked,thesystemis blocked. In Figure4, once
thesystemhasreachedthelocationA2, andthesystemin Figure5 bein any of thelocations,thenext transactionhasto
beA2-A3asA2 is acommittedlocation.

2.2.2 Semantics

A UPPAAL modeldeterminesthefollowing two typesof transitionsbetweenstates.
� DelayTransitions: As long asnoneof theinvariantsof thecontrolnodesin thecurrentlocationareviolated,time may

progresswithoutaffectingthecontrolnodevectorandall clockvaluesareincrementedwith theelapseddurationof time.
In Figure4 andFigure5, time mayelapse9 time units from the initial state((A1,B0), x = 0, n = 0) leadingto thestate
((A1,B0), x = 9, n = 0). However, theclock cannotgo beyond10, if so, it would invalidatethe invariantin the location
A1.� Action Transitions:

– Two complimentarylabelededgesof two differentautomatoncansynchronizeandproceedto thenext state.Thus,
in thestate((A1, B0), x = 9, n = 0) theautomatoncanproceedto next stateto ((A2, B1), x = 9, n = 0).

– If a componenthasan internaledgeenabled,the edgecanbe taken without any synchronization.Thus, in state
((A2, B1), x = 9, n = 0), theprocessB canproceedto locationB2 to thestate((A2, B2), x = 9, n = 0) without any
synchronization.

2.2.3 PropertiesSpecification

TheUPPAAL modelchecker is designedto checkfor the invariantandreachabilityproperties.It containsa verifier that can
be utilized to verify certainpropertiesby utilizing TCTL formulas. The Figure 6 specifiesthe semanticsof the UPPAAL
requirementspecificationlanguage.TheUPPAAL requirementspecificationsupportsfive typesof propertiesasshown in the
Figure6. TheoperatorsPossiblyandPotentiallyaredescribedasfollows.

� Possibly:ThepropertyE 
�� pevaluatesto truefor atimedtransitionsystemif andonly if thereisasequenceof alternating
delaytransitionsandactiontransitionss0� s1� ...� sn,wheres0is theinitial stateandsnsatisfiesp.
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� Potentially Always:ThepropertyE[]p evaluatesto truefor a timedtransitionsystemif andonly if thereis asequenceof
alternatingdelayor actiontransitionss0� s1� ...� si� ... for which p holdsin all statessi andwhich either:

– is infinite, or
– endsin a state(Ln, vn) suchthateither� for all d: (Ln, vn + d) satisfiesp andInvariant(Ln),or� thereis no outgoingtransitionfrom (Ln, vn)� StateProperties: Thestatepropertiesspecifythepropertiesthatarevalid on a particularstate.A stateis representedas

(L, v), whereL is thelocationandv is thevaluationof theclocksata particularinstantof time.
– Location: Expressionsof the form P.l whereP is a processandl is a location,evaluateto true in a state(L, v) if

andonly if P.l is in locationL.
– Deadlocks:Thestatepropertydeadlockevaluatesto true for a state(L, v) if andonly if for all ��	�� thereis no

actionsuccessorof (L, v+d).

3 Previous Work
A numberof researchershave addressedthe problemof verificationof raceconditions. Methodsfor the verificationof race
conditionscanbecategorizedasfollows [5]: staticanalysisof theprogram,dynamicanalysisandpost-mortemanalysisof the
programtraces.

Ahead-of-time analysis: Ahead-of-timeanalysisor staticanalysisof raceconditionsis usuallypreformedduringcompile
time. It triesto yield ahighcoverageby consideringthespaceof all possibleprogramexecutionsandidentifyingraceconditions
thatmightoccurin any of them.Staticanalysismethods[8], [9] reportall thepotentialracesandmany of whichmaynot really
occurin realexecutions.Boyapatietal. [10] introduceanew statictypesystem,which is avariantof ownershiptypes,to detect
bothdataracesanddeadlocks.Ownershiptypesprovideastaticallyenforceablewayof specifyingobjectencapsulationsothat
thelock protectinganobjectcanalsoprotectits encapsulatedobjects.[11], [12] and[13] presentstatictechniquesto detectrace
conditionsby utilizing the propertiesof object-orientedlanguages.Staticor ahead-of-timeraceconditiondetectioninvolves
overheadin termsof annotationcostandruntimeperformance,andthey areproneto reportfalseracesto the user. Many of
theraceconditionsthataredetectedstaticallydo not take theactualsystemdynamicsinto consideration.Hence,many of the
reportedracesdo not actuallyoccurwhenthesystemis run. Staticanalysismaybetoo difficult to implementin practiceif the
systemhappensto be too huge.Moreover, it is not alwayspossibleto gainaccessibilityto thesourcecodeof theprogramto
beanalyzed.However, someideasof thestaticanalysiscanbecombinedwith otherdynamicapproachesto inherit thebestof
bothtechniques.

Dynamic Analysis: While staticor ahead-of-timeraceconditiondetectionschemesconcentratedonexploringall thepossi-
bleracesin asystem,thedynamicor on-the-flyraceconditiondetectiontechniquesareconcernedwith preciselylocatingarace
conditionwhenit occursduringa particularexecutionof thesystem.Thetechniquespresentedin [14], [15] and[16] present
dynamicracedetectiontechniquesby utilizing theLamports”happen-before”relation[17] to constructpartialordersbetween
critical eventsdistributedamongparallelprocesses,resultingin a partial orderexecutiongraph(POEG).Eraser[2], another
dynamicraceconditiondetector, utilizesbinaryrewriting techniquesto monitoreveryshared-memoryreferenceandverify that
consistentlocking behavior is observed. It utilizesa Locksetalgorithmthatenablesitself to detectraceconditionsthatarenot
apparentfrom a particularexecution. Eraseralsomonitorssharedmemorylocationsdirectly insteadof variablesdeclaredin
programs,sothatit canhandledifferenttypesof programs,aslongasthemutex lock synchronizationis utilized. [18] presents
anon-the-flymethod.For a certainclassof programs,a singleexecutioninstanceis sufficient to determinetheexistenceof an
accessanomalyfor a giveninputwhentheproposedmethodis utilized.

Themostsignificantproblemof theon-the-flydetectionof dataracesis that,they reportonly actualdataracesthatoccurin a
particularexecutionof theprogram,but, with anoverheadof spaceandtime. A typical on-the-flymethodincursanoverhead
in therangeof 3x to 30x to theoriginal executiontime. In additionto theruntimeoverhead,thedetectionintrusionmayeven
causetheprogramto behave in a mannerdifferentfrom theoriginalexecution.

Post-Mortem Analysis: To avoid theseproblems,a seriesof post-mortemapproacheshave beendeveloped,which usually
combinean efficient recordphaseanda replayphasewhen the time-consumingracedetectionis performed. Post-mortem
analysisof the executiontracesdetectsjust thosedata-racesthat occurduring a particularexecutionin which the tracewas
generated.They maybeutilized whena racecannotbeverifiedstatically. Thesourceanalyzerutilized in [9] is utilized to do
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the traceanalysis. Incrementaltracing[19] canbe doneto generatea coarsetreeduring runtime,andit canbe expandedin
replayfor adetailedtrace.ChoiandMin introducedtheconceptof RaceFrontier[16], whichcanbeutilizedto limit thenumber
of entriesin theaccesshistoryof eachsharedvariableandonly reportthelatestentriesinvolvedin racecondition.Techniques
likeRecPlay[14] area combinationof record/replaywith automaticon-the-flydataracedetection.Thisenablesusto limit the
recordphaseto themoreefficient recordingof thesynchronizationoperations,while deferringthe time-consumingdatarace
detectionto thereplayphase.

Themostsignificantproblemof on-the-flymethodsis theruntimeoverhead,in termsof timeandspace.In orderfor adynamic
approachto be followed, one hasto instrumentthe codeand let this instrumentedcodeexecutein its environment. But,
instrumentinga real-timecodewould essentiallychangethe modeof executionof the system. A real-timesystemcannot
toleratesucha variationin its timing parameters.In additionto theruntimeoverhead,thedetectionintrusionmayevencause
the programto behave in a mannerdifferent from the original execution. Dynamicanalysisof the systemcanonly report
the raceconditionsthatoccurin thatparticularexecutionof thesystem.They do not exhaustively investigateall thepossible
derivationsof theprogramexecutioncausedby differenteventarrival instances.

Comparison with our approach: We utilize formal verificationand timed automatonbasedmodelsto statically detect
raceconditions. In our approachwe model the non-relevant (from a raceconditionverificationstandpoint)portionsof the
applicationby delaystates.Hence,our approachcanbecategorizedasa hybridstaticandpost-mortemanalysisapproach.We
aredistinguishedfrom thepreviouswork by theutilization of detailedtimedautomatonbasedmodelsfor theIPC mechanisms
andraceconditionverificationthroughTCTL formulas.

4 UPPAAL Models
We have designedanddevelopedUPPAAL modelsfor the variousIPC mechanismspresentin VxWorks real-timeoperating
system(RTOS).Although,ourmodelsarespecificfor VxWorksRTOSthey canbeeasilyextendedto otherRTOS.Thissection
discussesthe modelsof the variousIPC mechanismsand their verificationby timed automataconditions. We describethe
modelingof a real-timeapplicationas a network of timed automatonby utilizing our templates. We describehow TCTL
canbe utilized to detectraceconditionsin the UPPAAL models. The inter-processcommunicationmechanismsthat were
modeledincludebinarysemaphores,countingsemaphores,andmutual-exclusionsemaphores.Messagequeuesweredesigned
by utilizing thesemaphorestemplates.Thedifferentoptionsthatwereconsideredfor queuingthesemaphoresincludedFirst-in-
First-Out(FIFO) andPriority. WAIT, NO-WAIT, andTimeoutmechanismswereconsideredto specifythesemaphorewaiting
time for a process.Dueto pagelimit restrictions,we limit thediscussionto binarysemaphoresandmessagequeues.

4.1 Semaphores
Eachsemaphorehasthreemodelsassociatedwith it, namely, theinitialization model,theenqueingmodel,andthedequeuing
model.Figure7 specifiestherequireddeclarationsnecessaryfor a semaphoremodel.TheFigures8, 9, 10,11,and12 discuss
thebinarySemaphore(FIFO Option) that is usedasa synchronizationsemaphore.Figures8, and9 specifytheprocessesthat
giveandtakethesemaphoresrespectively. Figures10,11,and12discusstheinitialization,enqueing,andthedequeuingmodels
respectively.

The declarationssectionshown in Figure 7 givesa list of all the global clocks, variables,constants,and channels. These
declarationsspecifythenecessaryvariablesthatareneededto keeptrackof thestateof thesemaphore.For example,thefifoQ,
storesthepidsof theprocessesthatareblockedon thesemaphorewhentheNO-WAIT option is setto 0. Thesedeclarations
representthe internalsof the VxWorks. To model semaphoresor any other IPC mechanismin VxWorks, they have to be
declaredandinitializedprior to their usage.To utilize our templates,theusermustdeclareall thevariablesasshown in Figure
7 in theglobaldeclarationssection,for eachof theIPC mechanism.

Thesemvariableis thesemaphorethat is simulatedasan integervalue,andit is constrainedto take only 0 or 1. If it is 1, it
indicatesthat thesemaphoreis availableandvice versa.ThreedifferentchannelsnamelysemReq, semGive, andsemTake are
utilized. ThechannelsemReqis utilizedto requestasemaphore,semTake is utilizedto sendasignalto theprocessthatis waiting
to take thesemaphore,andthechannelsemGiveis utilized by theprocessthat is giving thesemaphore.ThenoofProcessesis
theactualnumberof processesthatutilize thesemaphore.ThefifoQ is thequeueinto which the processidentities(pids) are
queued,whenthesemaphoreis not available. ThefifoQ is simulatedasa circularqueuewhosemaximumsizeis equalto the
noofprocesses. The fptr specifiesa pointerto the front of the queue,andbptr to the rearof the queue.The tasksWvariable
specifiesthe numberof tasksthat arewaiting at any point of time for the semaphore.The toRunvariablecontainsthe pid
of the next processthatgetsthe semaphore.NO WAIT is utilized to simulatethe NO-WAIT andWAIT-FOR-EVERoptions
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int             tasksW;

int[1, 3]     toRun;                                            //next process to run                                               

int             pid;                                                 // indicates the process Id

const        NO_WAIT        0;                         // wait or not on the semaphores                   

chan          noWait;                                         // Channel utilized when NO_WAIT = 1

// declarations of global clocks, variables, constants and channels

// number of user processesconst        noofProcesses    3;

int             fifoQ[noofProcesses]; // fifo queue of hold the waiting processes

int[0,1]     sem;                                                // the actual semaphore

chan         semReq, semGive, semTake;         //signals to request, give and take semaphores

int             fptr, bptr;                                        // front and back pointers of the FIFOQ

//number of  tasks waiting for the semaphore

Figure7: Declarationsrequiredfor theFIFObinarysynchronizationsemaphore

StartHere justWait

x<10

ArbitDelay GoBack
x:=0 semGive!

sem:=1

Figure8: UserProcessBthatgivestheFIFObinarysyn-
chronizationsemaphore

StartProcess ReqSem SemTaken CriticalSec ReSpawn
semReq!

pid:=me,
toRun:=me

semTake?

toRun==me

Figure9: UserProcessAthat takestheFIFO binarysynchronization
semaphore

of VxWorks. WhenNO WAIT is setto 1, it indicatesthe NO-WAIT option of the VxWorks. WhenNO WAIT is setto 0, it
indicatestheWAIT-FOR-EVERoption.TheNO WAIT is initially setto 0. ThechannelnoWait is utilizedto supportNO-WAIT
andWAIT-FOR-EVERoptions.

4.1.1 Binary Semaphore

Figure10showstheinitializationmodelof abinarysemaphore,whichis executedbeforeany othermodel,asit hasacommitted
startlocation.It initializesthefront pointerfptr to 0, andtherearpointerbptr to -1, andcreatesthesemaphoreby settingsemto
1. TheFigure9 shows theuserprocessthattakesthesemaphorevia thechannelsemReq. Oncea requestis placed,thecontrol
is transferredto thelocationDecidein Figure11.

� If a semaphoreis available,it is signaledto the uservia the channelsemTake. Theuserprocess,that is at the location
ReqSemgetsthesemaphore,andthesemaphoreis setto 0 by theenqueingmodelto make it unavailable.

� If thesemaphoreis not available,

– theprocessis queuedinto thefifoQ usingthe fptr, andtheprocessidentity (pid),

– thetasksWvariablethatdenotesnumberof processesthatarewaiting is incrementedby 1, and

– thefptr is updatedto point to thenext location.

TheFigure8 shows theuserprocessthat is giving thesemaphorevia thechannelsemGive. It usesa clock variablex, andan
invariantx 
 10 to simulateadelayin thelocation.It is donein orderto regulatetheprocessthatis giving thesemaphores.Once
thesemaphoreis given,

� if tasksw== 0, thatis, no tasksarewaiting to take thesemaphores,thesemis setto 1, andthecontrolreturns,

� if therearetaskswaiting to take thesemaphore,thatis tasksW� 0,

– thetaskto run next is identifiedusingthebptr,

– thetoRunvariableis updatedto containtheprocessthatis to runnext,
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fptr:=0,
bptr:=-1,
sem:=0

Figure 10: Ini-
tialization of
a FIFO binary
synchronization
semaphore

Decide

a

bc

semReq?

sem==1,
tasksW==0

sem:=0

sem==0

tasksW:=tasksW+1,
fifoQ[fptr]:=pid

semTake!

fptr:=(fptr==noofProcesses-1?0:fptr+1)

Figure 11: Enqueingof taskswaiting for the
FIFObinarysynchronizationsemaphore

a

b c

semGive?

bptr:=(bptr==noofProcesses-1?0:bptr+1),
            toRun:=fifoQ[bptr]

tasksW>0

semTake!
tasksW:=tasksW-1,
sem:=0,
fifoQ[bptr]:=0

tasksW==0
sem:=1

Figure12: UPPAAL Model illustratingthedequeuingof tasks

1.     A[] noofProcesses==3

2.     process1.ReqSem −−> process1.SemTaken 

3.     process1.StartProcess −−> process1.ReqSem

4.     process1.SemTaken −−> process1.CriticalSec

5.     process1.CriticalSec −−> process1.ReSpawn

6.     process1.ReSpawn −−> process1.StartProcess

 imply (toRun==3)) 

10.    A[] ((fifoQ[0]==0 and fifoQ[1] ==3 and fifoQ[2] == 1 and bptr == 1 and DequeSems.c)

7.     A[] (process1.CriticalSec imply sem==0)

8.     A[] (process1.SemTaken imply sem==0)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

(Verified for all processes)

                       and EnqueSems.b and fifoQ[0] == 3 imply
                       (fifoQ[0]==3 and fifoQ[1]==2)) or
                    ( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 
                       and EnqueSems.b and fifoQ[1] == 3 imply
                       (fifoQ[1]==3 and fifoQ[2]==2)) or

                       and EnqueSems.b and fifoQ[2] == 3 imply
                 ( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 

                       (fifoQ[2]==3 and fifoQ[0]==2)) )

11.     A[] (( (process1.SemTaken or process1.CriticalSec) and process2.ReqSem 

(Verified for all processes)

9.     A[] (process1.ReqSem or process2.ReqSem or process3.ReqSem imply sem == 0)

Figure13: TCTL verificationconditionsfor theFIFO binarysemaphore

– thetaskswaiting(tasksW) is decrementedby 1, and

– thewaiting taskis signaledvia thechannelsemTake.

Figure13showscertainpropertiesof thecurrentmodel,expressedin TCTL. All theconditionsaredesignedto passtheverifier
test,exceptthoseshown in italics. process1, process2andprocess3areinstantiationsof theprocessA.

1. Thefirst conditionverifiesthatthenumberof processesin thesystemis alwaysequalto 3. It makessurethatthesystem
parametersarenot modifiedby themodel.

2. Thisconditionverifiesfor starvationof theprocessesfor thesemaphores.It checksto seethat,onall paths,if theprocess1
hasreachedthelocationReqSem, it will eventuallyreachthelocationSemTaken. It statesthat if process1hasrequested
thesemaphore,it will eventuallygetit. Similarly, it canbeshown for all theotherprocessesin thesystem.

3. Onall thepaths,if a processhasreachedthelocationStartProcess, it will eventuallyreachthelocationReqSem.

4. Onall thepaths,if a processhasreachedthelocationSemTaken, it will eventuallyreachthelocationCriticalSec.
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//Insert declarations of global clocks, variables, constants and channels.

urgent chan msgReqPut;

urgent chan msgReq, msgGive, msgTake, msgPut, msgIsPut;                   //signals to request, give and take semaphores

urgent chan msgQFreed, msgRdy;

int[0,1] msgQ[buffSize];                                                                                //the msgQ that holds the message

const noofProcesses 2;                                                                                 //Number of Processes

int fifoQG[noofProcesses];                                                                           //FIFO Queue to hold the waiting processes Getting Msgs
int fifoQP[noofProcesses];                                                                           //FIFO Queue to hold the waiting processes Putting Msgs

int gfptr, gbptr;                                                                                               //Front Pointer and Back Pointer of the FIFOQ

int mbptr, mfptr;                                                                                             //Front and Back Pointer of the msgQ

int pfptr, pbptr;                                                                                               //Front and back Pointers of the FIFOQP

int toRunP;                                                                                                      //Next Process to Run

int tasksWp;                                                                                                  //Number of tasks waiting to put message
int tasksWg;                                                                                                  //Number of tasks waiting to get message 

int toRunG;                                                                                                     //Next Process to Run

int pid;                                                                                                            //indicates the Process Id

const NO_WAIT_G 1;                                                                                //Option to set the block/unblocking property

const buffSize 2;                                                                                             //Message Q Size

Figure14: UPPAAL Model illustratingthedeclarationsnecessaryfor aMessageQueue

5. Onall thepaths,if a processhasreachedthelocationCriticalSec, it will eventuallyreachthelocationReSpawn.

6. Onall thepaths,if a processhasreachedthelocationReSpawn, it will eventuallyreachthelocationStartProcess.

Theconditions2, 3, 4, 5, and6 checkfor theabsenceof deadlocksin eachof theprocessmodels.They canbeextended
to all theotherprocesses.

7. Thisconditionfailsbecause,whenaprocessis in thecritical section,theprocessgiving thesemaphoremaygiveanother
semaphoreandsetthesemvariableto 1.

8. This condition fails, becauseif a processhastaken the semaphore,the processBthat givesthe semaphore,may give
anothersemaphoremakingthesemto beequalto 1.

9. This describesthe situationwherethe processBhasnot yet startedgiving the semaphores.It also describesa case
whereeachof theprocesseshasconsumedthesemaphore,andhascomebackto requestanothersemaphore,evenbefore
processBgeneratedone.

10. If thequeueis filled with thepids of process3, andprocess1in the1stand2nd locationsrespectively, thenext process
to run would betheprocesswith thepid equalto 3, asthebptr alwayspointsto thefront of thequeue.This checksthe
dequeuingmodelfor its correctness.This conditionis verifiedfor all processes.

11. This conditionchecksthe enqueingmodel. It checksto seethat, if a semaphoreis in use,anda processis in thefifoQ
blockedon thesemaphore,in suchacase,any otherprocessrequestingthesemaphoreis queuedinto thenext locationin
thefifoQ.

4.2 MessageQueues
Messagequeueshavebeendevelopedby utilizing thesemaphoremodels.A messagequeueconsistsof a queueinto which the
messagesareplaced.If themessagequeueis full, any tasktrying to write to themessagequeuehasto beblockedtill a next
freelocationis availablein thequeue.If themessagequeueis empty, any tasktrying to readthemessagequeueis blockedtill
at-leastonelocationin thequeueis filled up. To simulatemessagequeuesweneedthreequeues,oneto storethemessages,one
queueto storethewriter processesthatareblocked,andonequeueto storethereaderprocessesthatareblocked.

The requireddeclarationsfor a messagequeueareshown in Figure14. The channelsmsgReq, msgGive, msgTake, msgPut,
msgReqPut, andmsgIsPutareutilized to request,write, andreadthemessages.ThenoofProcessesis thenumberof processes

9



StartInit

EndInit

gfptr:=0,
gbptr:=-1,

mbptr:=0,
mfptr:=0,

pfptr:=0,
pbptr:=-1

Figure15: Initial-
ization of a Mes-
sageQueue

StartMsgPut PutMesg MsgPut MsgIsPut

pid:=me,
toRunP:=me

msgReqPut!

toRunP==me

msgPut?

Figure 16: UPPAAL Model illustrating a writer
taskin theMessageQueueModels

StartProcess ReqMsg GotMsg
msgReq!

pid:=me,
toRunG:=me

msgTake?

toRunG==me

Figure 17: UPPAAL Model illustrating a reader
taskin theMessageQueueModels

thatarecurrentlyactive in thesystem.msgQis thequeueto hold themessages.mbptrandmfptr aretherearandfront pointers
of the messagequeuemsgQ. The fifoQG is the FIFO queueto hold the processesthat areblocked, andwaiting to readthe
messagesfrom themessagequeue.gbptr andgfptr aretherearandfront pointersof thefifoQG. ThefifoQP is theFIFO queue
to hold theprocessesthatareblocked,waiting to write messagesto themessagequeue.pbptr andpfptr aretherearandfront
pointersof the fifoQP. The tasksWgindicatesthe numberof threadsthat arewaiting to get the messagesfrom the message
queue.It indicatesthe total numberof readerthreadsthatareblocked. The tasksWpindicatesthenumberof threadsthatare
waiting to put the messagesto the messagequeue. It indicatesthe total numberof writer threadsthat areblocked. toRunG
containsthepid of the readerprocessthat is dueto run next. toRunPcontainsthepid of thewriter processthat is dueto run
next. TheNO-WAIT variablecanbeutilized to settheNO-WAIT or WAIT-FOR-EVERoption.

The initialization model for a messagequeueis shown in Figure15. It initializes the front andthe rearpointersfor all the
queuesutilized, namelymsgQ, fifoQG andfifoQP. The userprocessthat readsa messagefrom the messagequeueis shown
in Figure17. Theuserprocessthatwritesa messageto the messagequeueis shown in Figure16. The processin Figure17
initially makesa requestfor themessagevia thechannelmsReq. Thecontrol is now transferredto themodelin Figure19 to
thelocationDecide. Now, if themessagequeueis not empty,

� Thecontrolis transferredto thelocationUpdatembptr.

� Themessageis readfrom themessagequeue,andthecorrespondinglocationin themsgQis setfreeby settingit to 0.

� Thembptr is madeto point to thenext availablelocation.

� Theuserprocessis signaledvia msgTake, andthecontrolreturnsto theuserprocessin Figure17.

� Whenat thelocationDecidein Figure19,asthedatais read,a slot is setfreein themsgQ. So,any threadthatis waiting
to write to thesharedlocationhasto benow signaled,so that it canwrite to thenew locationthatwassetfree. This is
donevia thechannelmsgQFreed.

� ThroughthechannelmsgQFreed, thecontrolgetstransferredto thelocationDecidein Figure20. Now,

– If thetasksWpis equalto 0, thatis thereareno blockedwriter threads,thecontroljust returns.

– If tasksWpis greaterthan0, thatmeansthereareblockedwriter tasks.
� Oneamongthesesetof blockedthreadshasto signaled.This is donevia thechannelmsgPut.� Thenext threadto run is identifiedby thepbptr, andthe toRunPvariableis updatedto containtheprocessid

or pid of thenext writer processto run.� Themessagequeueis now written to by makinguseof themfptr afterwhich,mfptr itself is updated.� Thenumberof writer tasksthatarewaiting, thatis tasksWpis decrementedby 1.

Alternatively, if themessagequeueis empty,

– Control is transferredto thelocationUpdategfptr.

– Thereaderprocessis queuedin thefifoQGutilizing its pid, andthegfptr is updated.

– The tasksWgis incrementedby 1, to denotethatthereexistsa readerprocessthatis blockedin thequeuefifoQG.
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Decide

Updatepfptr

Updatemfptr

msgReqPut?

msgQ[mfptr]==0
msgRdy!

msgQ[mfptr]:=1

msgPut!

mfptr:=(mfptr==buffSize-1?0:mfptr+1)

msgQ[mfptr]==1

tasksWp:=tasksWp+1,
fifoQP[pfptr]:=pid

pfptr:=(pfptr==noofProcesses-1?0:pfptr+1)

Figure18: Enqueingmodelfor writer tasks

a

Decide

Updatembptr

Updategfptr

e

msgReq?

msgQ[mbptr]==1
msgQFreed!

msgQ[mbptr]:=0

msgQ[mbptr]==0

tasksWg:=tasksWg+1,
fifoQG[gfptr]:=pid

msgTake!

mbptr:=(mbptr==buffSize-1?0:mbptr+1)

gfptr:=(gfptr==noofProcesses-1?0:gfptr+1)

Figure19: Enqueingmodelfor readertasks

Theuserprocessthatwritesamessageto themessagequeuemsgQis shown in Figure16. It initially makesarequestto placea
messagein themessagequeuevia thechannelmsgReqPut. Thecontrol is now transferredto Figure18 to thelocationDecide.
Now,

� if any of theslotsin themessagequeuearefree,

– Control is transferredto thelocationUpdatemfptr.

– themessageis placedin themessagequeueandthemfptr is updated.

– At thesametimeany taskthatis waiting for theto readthemessagehasto besignaledvia msgRdy.

– Whensignaledvia thechannelmsgRdy, thecontrolis transferredto Figure21.

– Utilizing thegbptr andthefifoQG, thenext readerprocessis decided,andsignaledvia msgTake.

� if themessagequeueis filled up, thewriter processis queuedup in thefifoQP, andthepfptr is updated.

Figure22 shows thetimedautomataverificationconditionsthatarerelevantfor theMessageQueue.Thefollowing paragraph
describesthetimedautomataconditionsshown in Figure22. Thenumberon the left specifiestheserialnumberof the timed
automataconditionthat is shown in Figure22. All theconditionsaredesignedto passtheverifier testfor satisfiability, except
thoseshown in italics.

1. It checksfor absenceof deadlocks.Themodelhasto befreefrom deadlocksto makesurethatit runsuninterrupted.

2. Thisconditionchecksfor thecasewhere,themessagequeuehasgotemptyslots,but thewriter processeshavegotqueued
into thefifoQP. This is anerrorcondition.

3. Thisconditionchecksfor thecasewherethemessagequeuehasgot messages,but thereaderprocesseshavegot queued
in thefifoQG.

4. WheneverthefifoQPis got tasksthatarewaiting for theslotsin themessagequeue,it impliesthatmessagequeueis full.

5. The absenceof messagesin the messagequeueimplies that, any taskthat wishesto write a messagecanwrite to the
queuewithout gettingblocked in thefifoQP. So, for all thepaths,whenever the messagequeueis empty, the fifoQP is
empty.

6. Whenever, amessageis presentin themessagequeue,thereaderprocessescanreadthemessagewithoutblockingin the
fifoQG. So,whenever thereexist any messagesin themessagequeue,thefifoQG is empty.
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Decide

SignalWriter

msgQFreed? tasksWp>0

pbptr:=(pbptr==noofProcesses-1?0:pbptr+1),
toRunP:=fifoQP[pbptr]

tasksWp:=tasksWp-1,
msgQ[mfptr]:=1,
mfptr:=(mfptr==buffSize-1?0:mfptr+1),
fifoQP[pbptr]:=0

msgPut!

tasksWp==0

Figure20: Dequeuingmodelfor writer tasks

Decide

SignalReader
msgRdy? tasksWg>0

gbptr:=(gbptr==noofProcesses-1?0:gbptr+1),
toRunG:=fifoQG[gbptr]

msgTake!

tasksWg:=tasksWg-1,
msgQ[mbptr]:=0,
mbptr:=(mbptr==buffSize-1?0:mbptr+1),
fifoQG[gbptr]:=0

tasksWg==0

Figure21: Dequeuingmodelfor readertasks

1.    A[] not deadlock

7.     A[] (fifoQG[0]==2 and fifoQG[1]==1 and msgQ[0]==1 and gbptr == 0 imply toRunG==2)

2.     E<> ((msgQ[0]==0 or msgQ[1]==0) and (fifoQP[0]==1 or fifoQP[1]==1))

4.     A[]( (fifoQP[0]==1 or fifoQP[1]==1) imply (msgQ[0]==1 and msgQ[1]==1) )

5.     A[] ((msgQ[0]==0 and msgQ[1]==0) imply (fifoQP[0]==0 and fifoQP[1]==0))

6.     A[] ((msgQ[0]==1 or msgQ[1]==1) imply (fifoQG[0]==0 and fifoQG[1]==0))

8.     A[] (fifoQP[0]==4 and fifoQP[1]==5 and pbptr == 0 imply toRunP==4)

9.    A[] (msgQ[0]==1 and msgQ[1]==1 and mbptr == 0 and MsgGet.Updategfptr imply msgQ[0]==0)

3.     E<> ((msgQ[0]==1 or msgQ[1]==1) and (fifoQG[0]==1 or fifoQG[1]==1))

Figure22: TimedAutomataverificationconditionsfor theMessageQueue

7. If theprocess2is queuedin thefifoQG[0], andtheprocess1in thefifoQG[1], andthemsgQ[0] is 1, thegbptr is 0, the
next readerprocessto run would be process2. This conditionmakessurethat the dequeuingmodelat the readerend
worksasintended.Theconditioncanbecheckedfor othercombinationsaswell.

8. It is similarto thepreviouscondition,but it is for writer processes,soit checksthefifoQP. It makessurethatthedequeuing
mechanismat thewriter endworksasintended.

9. If themsgQis filled in thelocations0 and1, thenoncethemessageis readat thelocationUpdategfptr in Figure19, the
msgQ[0] is readfirst. This follows theFIFO propertyof themessagequeue.

All theabovemechanismsaremadeavailableastemplatessothattheusercanusethemto constructhisown modelsfrom these
templates.

5 Experimental examples
Thissectionillustratesexperimentalexamplesthathavebeenmodeledto illustratethevarioustypesof raceconditionsthatcan
occurwhentwo differentthreadscommunicatewith eachother. The correspondingverificationmechanismshave alsobeen
shown.

5.1 Example1
Figure23 illustratesa situationin which two threadsshakehandsby utilizing binarysemaphoresandexchangemessages.The
threadsutilize two binarysemaphoresA andB thatareinitially empty. Soeachof themgivesa semaphoresignalingtheother
threadto proceed.The currentthreadblockstill it getsthesemaphorethat is givenby a threadin theothergroup. It is only
aftertakingthesemaphorecanthethreadaccesstheshareddataitem.

Therearevariousraceconditionsthatcanoccurin theexamplein Figure23. Let Thread-AgivethesemaphoreB, andthenwait
to take thesemaphoreA at line 4. Onceit getsthesemaphoreA, it maygo aheadandupdatethesharedlocationBuf-A. It may
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1

2

3
4
5
6

     .....

     ...

int               Buf_A, Buf_B;

Thread_A(...)
{

int Var_A;

while(1)
{

     Var_A = ...;

     Buf_A = Var_A;
     Var_A = Buf_B;

}

}

     .....

     SemGive (B);     

Thread_B(...)

int Var_B;

while(1)
{

     Var_B = ...;

     Buf_B = Var_B;
     Var_B = Buf_A;

}

}

     ...

Binary Semaphore A = 0, B = 0;

     SemTake (A);
     SemGive (A);     
     SemTake (B);

7

Figure23: Example1 illustratingDataRaces

2.     E<> (Thread_A1.SemTaken and checkA == 1)

1.     A[] not deadlock

3.     E<> (Thread_A2.SemTaken and forA == 1)  

Figure24: UPPAAL verifiermodelThread-A,Example1

StartHere GiveSem SemGiven WaitforA SemTaken

UpdatedVar_A:=rand

semReqA!

pidA:=meA,
toRunA:=meA toRunA==meA

semTakeA?

Buf_A:=Var_A,
Var_A:=Buf_B,
checkA:=1,
checkB:=0,
forB := meA

semGiveB!

Figure25: UPPAAL modelfor Thread-A,Example1

laterproceedto readthevaluefrom thesharedlocationBuf-BevenbeforeThread-Bupdatesit. Thissituationis dueto thelack
of synchronizationbetweenthedifferentthreadgroups.

Thereis anotherpotentialraceconditionwhich mayoccurdueto thelack of mutualexclusionmechanismamongthethreads
of eachgroup.It mayresultwhentwo threadsin groupA try to exchangemessageswith thesamethreadin groupB. Consider
thethreadsA1, A2, B1 andB2. Initially A1 andB1 eachgivethebinarysemaphoreB andA respectively. Oncethesemaphores
areavailable,thethreadsA1 andB1 mayproceedto take A andB semaphoresdoinga SemTake at line 4. ThreadsA1 andB1
areyet to executeline 5, at which point they maybeswappedout. Now, threadA2 of threadgroupthread-Amaygetthetime
slice,andit maygiveaSemaphoreB, andwait for semaphoreA at line 4. ThreadA2 is now swappedout,threadB2 maygetthe
time sliceto run. ThreadB2 maynow give thesemaphoreA, andswapout at line 4, allowing thethreadA2 to take it. Thread
B1 maynow resume,andupdatethesharedlocationat line 6. ThreadA1 maygo over to line 6, andaccessthesharedlocation
to readthevaluesetby B1, afterwhich, thethreadA2 maygo aheadandreadthesamelocation.Thus,threadA2 is readinga
valuesetby thethreadB1 for thethreadA1. This is a typical caseof a raceconditionwherethethreadsarenot synchronized
properly.

Figure25 shows theUPPAAL modelof the thread-Aalongwith thecodeinsertedinto themodel. Figure24 shows thesetof
raceconditionsexpressedin timedautomata.Thefirst conditionin Figure24checksall thepossiblepathsto seeif themodelis
freefrom deadlocks.Figure25 alsoshows thecodethatis insertedin themodel.ThevariablescheckA, checkB, forA, andforB
areutilized to instrumentthemodel. Whenever Buf-B/Ais read,checkB/A is reset.Whenever Buf-B/Ais written to, checkB/A
is set.Soif the thread-Ahasreachedthe locationSemTaken, andit findscheckA is equalto 1, it impliesthat it is over-writing
thesharedlocationBuf-A, evenbeforeit is read.Thesecondtimedautomataconditionchecksfor this racecondition. It tries
to find if thereexists a path,whereinthread-A1hasreachedthe locationSemTaken, andcheckA is still setto 1, that implies,
the threadis over writing the buffer beforeit is read. The third timed automataconditionverifiesthe occurrenceof the race
conditionwhere,a threadreadsthevaluethatis setfor anotherthread.At any point of time, forA andforB containtheprocess
identity of theprocesswhich hasto accessthedatafrom thebuffer. Hence,this conditionchecksto seeif thereexistsa pathin
which thread-A2is trying to readthebuffer thatis setfor thread-A1.

5.2 Example2
In theexamplein Figure23,wehaveseenthatwecannotpreventthethreadsin thesamegroupfrom rushingin andoverwriting
theexisting messagebeforeit is taken. Thecurrentexampleshown in Figure26, utilizes two differentsemaphoresto forcea
threadin groupA to wait until a threadin groupB completesits task.
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     SemGive (Adone); 
     SemTake (Bdone);

SemGive (Aready);

     SemTake (Bready);

     SemGive (Bdone);     
     SemTake (Adone);

SemGive (Bready);

     SemTake (Aready);

     

Binary Semaphore Aready = 1, Bready = 1;

int               Buf_A, Buf_B;

     .....

Thread_A(...)
{

int Var_A;

while(1)
{

     Buf_A = Var_A;

     Var_A = Buf_B;

     ...
}

}

     .....

Thread_B(...)
{

int Var_B;

while(1)
{

     Buf_B = Var_B;

     Var_B = Buf_A;

     ...
}

}

Binary Semaphore Adone = 0, Bdone = 0;

2
3
4
5
6
7
8

1

Figure26: Example2 illustratingDataRaces

StartProcess ReqSem SemTaken CriticalSec ReSpawn

toReadB

semReqBR!

pidBR:=meA,
toRunBR:=meA

semTakeBR?
toRunBR==meA

semGiveAR!

Buf_A:=Var_A

semReqBD!

pidBD:=meA,
toRunBD:=meA

toRunBD==meA

semTakeBD?

Var_A:=Buf_B

semGiveAD!

Figure27: UPPAAL modelfor Thread-A,Example2

2.     

1.     A[] not deadlock

E<> (Thread_A2.toReadB and forA == 1)

Figure28: UPPAAL verifiermodelThread-A,Example2

It utilizes four binarysemaphores,two for eachthreadgroup,of which two areinitially full, andtwo areempty. Initially the
semaphoresAreadyandBreadyarefull, sothethreadsthread-A1andthread-A2cantakethemandproceedto updatethebuffers
Buf-AandBuf-Bat line 3. Oncethebuffersareupdated,eachcangive thebinarysemaphoreAdoneandBdonesignalingthe
threadin theothergroupto readthevaluesetat line 3. ThesemaphoresAdoneandBdonearetakenat line 5 by thread-Band
thread-Arespectively. Oncethevalueis readat line 6, thethreadscangive thesemaphoreat line 7, andallow any otherthread
thatis waitingat line 2 to enterthecritical section.

This mechanismpreventsthreadsin thesamegroupfrom rushingin, andoverwriting theexisting messagebeforeit wasread.
If a threadhasto reachline 3 to write to thesharedvariable,it musttake thesemaphoreat line 2, but thatsemaphoreis given
by threadin theothergrouponly whenthevaluein thesharedbuffer is readby it. Soa threadcanwrite to thesharedbuffer
only whenthebuffer hasbeenread.

Thecurrentexamplehoweverdoesnotpreventthecasein which themessagemeantfor onethreadis readby anotherthreadin
thesamethreadgroup.For example,if two threadsA1 andA2 arewaitingat line 2 for thesemaphoreBready, whenthethread
B1 givesthesemaphoreany oneof themmaytake thesemaphore.Sincethereis no orderingamongthethreadsto accessthe
shareddataitem it is a generalracecondition. In VxWorksthis situationis avoidedby utilizing FIFO or priority optionswith
thesemaphores.

Figure27 illustratestheUPPAAL modelof theexamplein Figure26. It utilizestwo variablesforA andforB to do the instru-
mentationsimilar to theexamplein Figure27. Theraceconditionsareillustratedin Figure28.

6 Conclusion
We presenteda techniquefor verificationof raceconditionsin real-timesystems.We modeledthevariousIPC mechanismsin
VxWorksastimed-automatonsin theUPPAAL tool suite.Thecorrectnessof thesemodelswasverifiedusingTCTL formulas.
We presenteda set of exampleswhich illustrate the variouspossibleraceconditionsthat occur in a set of communicating
threads.Thecorrespondingtimedautomataraceconditionverificationconditionswerealsoexplained.

The future work consistsof automatingthis entireprocess,right from modelingthe applicationto the specificationof timed
automataraceconditionverificationmechanisms.Currently, ourtechniquehastargetedtheVxWorksreal-timeoperatingsystem
environment.Futurework will bedirectedtowardsmakingthismoregeneric,tocaterto variousotherrealtimeoperatingsystem
environments.
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