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Real-timeembeddedystemganbe differentiatedfrom computation-intensivapplicationsby their concurientthreadsof con-
trol andtime-dependentperations. Thepresencef concurentthreadsacteduponby differenteventarrival instancesnales
themhighly vulnerableto raceconditions. Thepresencef raceconditionsintroducesion-determinisnn thesystenandalters
its tempoal properties.Thus,leadingto potentialviolation of correctsystenbehavior Detectionof raceconditionsin real-time
systemss thefocusof this paper Thispaperpresenta techniquefor detectiorof raceconditionsbaseconmodelcheding. The
inter-processcommunicatioomedanismsn the VxWorks environmenthavebeendesignedand modeledas networksof timed
automataby utilizing UPPAAL - a real-timeverificationtool. Thevarioustemplatefor the communicatiomedanismshave
beenverifiedfor their correctnesdy utilizing the TimedComputationlreeLogic. Thetemplatesare thenutilizedto modelthe
real-timeapplicationandverify the absencef raceconditions.The paperpresentsexampleshat demonstatethe application
of the proposededcniquetowards verificationof raceconditions.

1 Intr oduction

Real-timeembeddedsystemscan be differentiatedfrom computation-intensie applicationsby their concurrentthreadsof
control and time-dependentperations. The presenceof concurrentthreadsactedupon by differentevent arrival instances
malkesthemhighly vulnerableto raceconditions. The presencef raceconditionsintroducesnon-determinisnin the system
andaltersits temporalproperties. Thus, leadingto potentialviolation of correctsystembehaior. This paperaddressethe
detectionof raceconditionsin real-timesystems.

Therearetwo stratgiesto ensurethe safetyandreliability of the real-timesystem. One stratey is to employ engineering
techniquedik e structuredprogrammingprinciplesto minimize implementatiorerrors,andthen utilize testingtechniquego

uncovertheerrorsin theimplementationTheotherstratagy is to useformal analysisandverificationtechniquedo ensurethat

theimplementedsystemsatisfieghe safetyconstraintainderall specifiedconditions.Thefirst approactcanonly increasehe

confidencdn the correctnes®f the systembut the secondapproachcanguaranteahat a verified systemalways satisfieshe

safetyproperties.

We applymodel-checkingaformalanalysigechnique¥or verificationof raceconditionsin real-timesystemsModel checking
is atechniquefor formal verificationof finite-stateconcurrentsystems.Timed automatds a finite-stateautomatorextended
with afinite setof real-valuedclock variablesto representime. Timedautomatacanbe utilized to modelthereal-timesystem.
Realtimetemporallogic or Timed ComputationlreeLogic (TCTL) canthenbeutilizedto verify the correctnessf thesystem.
Ourgoalis to determinebasedn modelchecking whetheror nota givenreal-timeapplicationis freefrom races.

Raceconditionsarecausecdiueto non-determinisnin the inter-processommunicatior(IPC) mechanismsWe utilize formal
verification and timed automatorbasedmodelsto statically detectrace conditions. In our approachwe first instrumentthe
codeandmeasureghe executiontime of applicationprocessesAs partof our approachwe have developeddetailedUPRAAL
(areal-timeverificationtool) modelsfor the variousIPC mechanismsn VxWorks real-timeoperatingsystem(RTOS). The
applicationprocesseare modeledin UPRAAL with the pre-designedPC templates.The non-relezant portions(from arace
conditionstandpoint) of the applicationcodeare abstractedway and modeledby a delay statethat denotegheir execution
time. DesigneispecifiedlT CTL formulasarethenutilizedto verify thepresencef raceconditions.Thepapempresent$)PFAAL
modeltemplatedor variousVxWorksIPC mechanismsndverifiestheir correctnesthroughTCTL formulas.Theapplication
of themodelsfor verificationof raceconditionsis demonstratetdy experimentalexamples.

This paperis organizedas follows: Section2 givesthe necessanpackgroundor raceconditionsandintroducesUPRAAL,
Section3 discusseshe relatedresearchon raceconditiondetection,Section4 explainsthe UPFAAL templatedor VxWorks
IPC andtheir verification,and Section5 presentexperimentalexamplesof codesegmentsmodeledwith our templatesand
theirverification,andfinally, Section6 concludeghe paper
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begin begin begin
begin begin { { {
{ { X static inti=0; static inti = 0; static inti = 0;
: amount = réad_amount(); static int A[] = {0,0,0}; static int A] = {0,0,0}; static int A[] = {0,0,0};
amount = read_amount(); if(balance < amount)
SemTake(mutex); printf("No Funds"); SemTake(mutex); SemTake(mutex); SemTake(mutex);
palance :.balance +amount; else i =read_value_i(); i = read_value_i(); i = read_value_i();
interest = interest + rate*balance; { L L -
SemGive(mutex); balance = balance - amount; Alil =i; Alil =1 Alil =i
: interest = interest + rate*bakance; update_value_i; update_value_i; update_value_i;
} } . SemGive(mutex); SemGive(mutex); SemGive(mutex);
} } } }
Figurel: ProgramSegmentillustrating DataRaces Figure2: ProgramSegmentillustrating GeneralRaces

2 Background

This sectionintroducegaceconditionsandUPRAAL modelcheckingervironment.

2.1 RaceConditions

A raceconditionis definedasa situationin which multiple threadsor processeseador write to a shareddataobjectandthe
final resultdepend®n theorderof execution[1]. Therearethreeconditionsthatmustoccurfor araceconditionto occur[2]:

¢ two or moreprocessinglementdave accesdo the samesharedvariable,
e atleastoneprocessinglements writing to the shareddataitem, and

¢ thereis no mechanismn placeto guaranteg¢hetemporalorderof their accesdo thatvariable.

Raceconditionsareclassifiednto dataracesandgeneraraces A dataraceis definedasaraceconditionin whichtheaccesses
arenot orderedby systemvisible synchronizatioror programorder[3]. Explicit synchronizations addedto shared-memory
parallelprogramgo implementcritical sectionghatareblocksof codeintendedo executeasif they wereatomic. Theatomic
executionof critical sectioncanbeguaranteednly if the sharedrariableghatarereadandmodifiedby thecritical sectionare
notmodifiedby ary otherconcurrentlyexecutingsectionof code[4]. Dataracesaremostlyaresultof impropersynchronization
andcanbe removed by modifying the synchronization Figure 1 illustratesa brief exampleof a datarace. Threadl’s access
of the sharedvariablesbalanceandinterestis well protectedby the semaphoresBut in thread2, the sharedvariablesbalance
andinterestarenot protectedoy ary synchronizatioomechanismHence whenthethread2 accesseandupdatesalance the
threadl mayacquirethe semaphorenutex andupdatethe balance andthenthread2 may calculatetheinterest This certainly
constitutesa datarace.

A generalraceis a raceconditionin which the order of accesseso the sharedresourceis not enforcedby the programs
synchronizatior{5]. In sucha case,the final outcomedependson the order of accesgo the sharedresourceby the tasks
utilizing it. Sucharaceis moregenerathanadatarace.Sucharaceconditioncanbe eliminatedby imposinganorderon the
tasksin theway they accesshe sharedresource Figure2 givesa brief exampleof a generalrace. Onecanseefrom Figure?2
thatalthoughtheatomicity of theinstructionds presered,theorderof accesset thesharedesources notpresered. Though
the programcontainscritical sectionghey canstill be nondeterministic. The systemmay interleave the threadsin any ordet
Thatis, the orderof executionof thethreadscanbe 1, 2, 3 or 2, 3, 1 or ary othercombinationof threadss a possibility. As a
result,thearrayA[] canbeeither{1, 2, 3} or {2, 3, 1} basedn the orderof executionof thethreads.

2.2 UPPAAL modelcheckingenvironment

Real-timesystemsarecomputingsystemghat mustreactwithin precisetime constraintgo eventsin the ervironment. Timed
automatg[6] introducedin 1990 by Alur and Dill is a well-establishedimed extensionof finite-statesystems. It canbe
utilized to representeal-timesystemsasnetworks of timed automatay utilizing UPRAAL. UPFAAL [7] is anintegratedtool
environmentfor modeling,validation (via graphicalsimulation)and verification (via automaticnodel-checkingpf real-time
systemghataremodeledasnetworksof timedautomata.



Global Declarations Process Assignments

Clock x; bl := B(L);

Chan a; b2 := B(2);
Private Declarations for B System Definition

intn; system A, b1, b2;

Parameters Passed to B

const me;

Figure3: DeclarationandDefinitions

n:=n+1
x:=0 x<10
DY al =\ a? Y n>=3
A0 Al A2 A3 BO n:=0 Bl B2 B3
Figure4: Snapshotillustratingthe Process\ Figure5: Snapshotillustratingthe Proces®

UPFRAAL consistof threemainparts:agraphicaluserinterfaceto form thedesignasimulatorto simulatethesystembehavior,
anda modelchecler to verify the correctnessf the system.The graphicaluserinterfaceallows the modelingof the system
behaior in termsof networks of timed automateextendedwith datavariables.The simulatorandthe model-checkr arede-
signedfor theinteractive andautomatedinalysisof the systembehavior by manipulatingandsolvingconstraintghatrepresent
the statespaceof the systemdescription.Prior to verification,the simulatorenableghe userto examinethe possibledynamic
behaior of the systemby its interactive simulationmechanismTheverifieris moreformal, it needsTimed ComputationTree
Formulas(TCTL) to verify a particularsystembehaior.

UPRAAL is basedon timed automatathat s finite-statemachinewith clocks. Time is handledin UPRAAL by utilizing the
conceptof clocks. Time is continuousandthe clocksmeasurdime progress.Eachtransitionis allowedto testthe valueof a
clock or to resetit. Time will progresgylobally at the samepacefor thewhole system.A systemin UPRAAL is composeabf
concurrenprocessesachof themmodeledasanautomatonTheautomatorhasa setof locations Transitionsareutilized to
changdocation.To controlwhento fire atransition,it is possibleto have a guardanda synchronization.

The following sectionsdescribethe syntaxand semanticof UPRAAL statementsA real-timesystemis consideredo be a
network of non-deterministicequentiaprocessesommunicatingvith eachotherover channelg7].

2.2.1 Syntax

As UPRAAL facilitatesthe modelingof realtime systemsits modelinglanguages targetedto be ascloseaspossibleto a high
level real-timeprogramminganguage.

e Guards: Guardsexpressconditionson the valuesof clocksandintegervariablesthat mustbe satisfiedin orderfor the
edgeto be taken. In Figure5, the transitionfrom B2 to B3 canoccuronly if the value of the correspondingnteger
variablen is greaterthanor equalto 3. Guardsareconjunctionof timing anddataconstraints A timing constraints of
theform: X ~ norx -y ~ n,wherenis anaturalnumberand~ € { <, >, =, <, >} adataconstrainis of theformi ~ j
ori — j ~ k, with k beinganarbitraryinteger Thedefaultguardof anedgeis true.

e Invariants: Invariantsspecifyhow longthetransitionstaysputin a particularlocation. An invariantspecifiesa progress
condition. For examplein Figure4, theprocesss notallowedto stayin locationAl for morethan10 unitsof time.

e Reset-Operations Whenthe transitionis taking an edge,the dataor the clock variablemay be subjectto a simple
manipulation. It may be resetto an expressionor a constant.A clock variablecanonly be resetto a constant. Reset
operationon a clock variableis basicallyof theform x:=n wherex is aclock variableandn is the constanthatis applied
toit. In theFigure4, theedgefrom thelocationAO to thelocationAl hasgot the clock resetoperationon clock variable
X. A datavariablecanberesetto anexpression.In Figure5, thereis a resetoperationon the integervariablen whereit



Property Name Description Equivalent to

E<>p Possibly there exists a path where p eventually holds not E<> not p
Allp Invariantly for all paths p always holds

Ellp Potentially always there exists a path where p always holds

A<>p Eventually for all paths p will eventually hold not E[] not p
p=—>q Leads to whenever p holds q will eventually hold A[] (p imply A<>q)

Figure6: UPRAAL PropertySpecification

is assignedo 0. Similarly, thereis anotherresetoperationon thelocationB2 wheretheintegervariablen is incremented
by 1.

¢ Channels, Synchronization, and Urgency. A UPRAAL modelconsistsof a network of timed automata. Theseau-
tomatacommunicatevith eachothervia globalintegervariablesor throughcommunicatiorchannelsTheglobalinteger
variableautilized aresimilar to sharedmemoryvariables.Figure 3 shavs the declaratiorof the channela. Thesynchro-
nizationmechanismsreblockingin nature. They aredenotedby a! anda?. a! is theinitiator of the synchronization,
anda? supportst. If only theinitiator a! is availableor the supportea? is available,the systemdoesnot advancetill
the otheris available. The two transitionsoccurtogether In Figure5, the processB is blocked at BO till the process
reacheghelocationAl, whereit cando aa!. If achannelis declaredo be urgent,the communicatinggomponentsio
not tolerateary delay Whenever possible they shouldbe the next onesto execute. The correspondingedgesmay not
have ary guardson clocks.

e Committed Locations. A committedlocationis a locationthat mustbe left immediately If a timed automatorhas
reachedh particularlocationthatis declaredo becommitted thenext transitionin thesystemhasto befrom thelocation
thatis committed.If thetransitioninvolving the committedliocationis blocked, the systemis blocked. In Figure4, once
the systemhasreachedhelocationA2, andthe systemin Figure5 bein ary of thelocations the next transactiorhasto
be A2-A3asA2is acommittediocation.

2.2.2 Semantics
A UPRAAL modeldetermineghefollowing two typesof transitionsbetweerstates.

¢ Delay Transitions: Aslongasnoneof theinvariantsof the controlnodesn the currentlocationareviolated,time may
progresavithout affectingthe controlnodevectorandall clock valuesareincrementedvith the elapsediurationof time.
In Figure4 andFigure5, time may elapse9 time units from theinitial state((A1,B0), x = 0, n = 0) leadingto the state
((A1,B0),x =9, n=0). However, the clock cannotgo beyond 10, if so,it would invalidatethe invariantin thelocation
Al
e Action Transitions:
— Two complimentarylabelededgesof two differentautomatorcansynchronizeandproceedo the next state.Thus,
in thestate((A1, B0), x = 9, n = 0) theautomatorcanproceedo next stateto (A2, B1),x =9,n=0).
— If acomponenhasan internaledgeenabledthe edgecanbe taken without ary synchronization.Thus,in state
((A2,B1),x =9, n=0), theprocessB canproceedo locationB2 to the state((A2, B2), x = 9, n = 0) without ary
synchronization.

2.2.3 PropertiesSpecification

The UPRAAL modelchecleris designedo checkfor the invariantandreachabilityproperties.It containsa verifier thatcan
be utilized to verify certainpropertiesby utilizing TCTL formulas. The Figure 6 specifiesthe semanticof the UPRAAL
requiremenspecificationanguage. The UPRAAL requiremenspecificationsupportdive typesof propertiesasshavn in the
Figure6. The operatordossiblyandPotentially aredescribecdasfollows.

e Possibly:-ThepropertyE<>p evaluatedo truefor atimedtransitionsystenif andonly if thereis asequencef alternating
delaytransitionsandactiontransitionssO—sl—...—sn,wheresQis theinitial stateandsnsatisfies.



e Potentially Always:ThepropertyE[]p evaluatedo truefor atimedtransitionsystemif andonly if thereis asequencef
alternatingdelayor actiontransitionss0—sl—...—si—... for which p holdsin all statessi andwhich either:
— isinfinite, or
— endsin astate(Ln, vn) suchthateither
x for all d: (Ln, vn + d) satisfie andInvariant(Ln),or
x thereis no outgoingtransitionfrom (Ln, vn)
e StateProperties: The statepropertiesspecifythe propertieghatarevalid on a particularstate.A stateis representeds
(L, v), whereL is thelocationandv is thevaluationof the clocksat a particularinstantof time.
— Location: Expression®f theform Pl whereP is a processandl is a location,evaluateto true in a state(L, v) if
andonly if Plisin locationL.
— DeadlocksThe statepropertydeadlockevaluatego true for a state(L, v) if andonly if for all d > 0 thereis no
actionsuccessoof (L, v+d).

3 Previous Work

A numberof researcherbave addressedhe problemof verificationof raceconditions. Methodsfor the verificationof race
conditionscanbe catagyorizedasfollows[5]: staticanalysisof the program,dynamicanalysisandpost-mortemanalysisof the
programtraces.

Ahead-of-time analysis:  Ahead-of-timeanalysisor staticanalysisof raceconditionsis usually preformedduring compile
time. It triesto yield ahigh coverageby consideringhespaceof all possiblgprogramexecutionsandidentifyingraceconditions
thatmightoccurin arny of them. Staticanalysismethodq8], [9] reportall the potentialracesandmary of whichmaynotreally
occurin realexecutions.Boyapatietal. [10] introducea new statictype systemwhichis avariantof ownershiptypes,to detect
bothdataracesanddeadlocksOwnershiptypesprovide a staticallyenforceablavay of specifyingobjectencapsulatiosothat
thelock protectinganobjectcanalsoprotectits encapsulatedbjects [11], [12] and[13] presenstatictechniqueso detectrace
conditionsby utilizing the propertiesof object-orientedanguages Staticor ahead-of-timgaceconditiondetectioninvolves
overheadn termsof annotationcostand runtime performanceandthey are proneto reportfalseracesto the user Many of

theraceconditionsthataredetectedstaticallydo not take the actualsystemdynamicsinto considerationHence,mary of the
reportedracesdo notactuallyoccurwhenthe systemis run. Staticanalysismaybetoo difficult to implementin practiceif the
systemhappendo be too huge. Moreover, it is not alwayspossibleto gainaccessibilityto the sourcecodeof the programto

beanalyzed However, someideasof the staticanalysiscanbe combinedwith otherdynamicapproacheto inherit the bestof

bothtechniques.

Dynamic Analysis:  While staticor ahead-of-timeaceconditiondetectionschemegoncentratedn exploring all the possi-
ble racesn asystemthedynamicor on-the-flyraceconditiondetectiortechniquesreconcerneavith preciselylocatingarace
conditionwhenit occursduring a particularexecutionof the system.The techniquegresentedn [14], [15] and[16] present
dynamicracedetectiontechniquedy utilizing the Lamports’happen-beforetelation[17] to constructpartial ordersbetween
critical eventsdistributed amongparallel processesiesultingin a partial orderexecutiongraph(POEG).Eraser{2], another
dynamicraceconditiondetectoy utilizesbinaryrewriting techniquego monitorevery shared-memoryeferenceandverify that
consistentocking behavior is obsened. It utilizesa Locksetalgorithmthatenablestself to detectraceconditionsthatarenot
apparenfrom a particularexecution. Eraseralsomonitorssharedmemorylocationsdirectly insteadof variablesdeclaredn
programssothatit canhandledifferenttypesof programsaslong asthe mutex lock synchronizations utilized. [18] presents
anon-the-flymethod.For a certainclassof programsa singleexecutioninstances sufficientto determinethe existenceof an
accesanomalyfor a giveninputwhenthe proposednethodis utilized.

The mostsignificantproblemof the on-the-flydetectionof dataracesis that, they reportonly actualdataracesthatoccurin a
particularexecutionof the program,but, with an overheadbf spaceandtime. A typical on-the-flymethodincursanoverhead
in the rangeof 3x to 30x to the original executiontime. In additionto the runtimeoverheadthe detectionintrusionmay even
causeheprogramto behae in amannerdifferentfrom the original execution.

Post-Mortem Analysis:  To avoid theseproblems a seriesof post-mortermapproachesave beendeveloped which usually
combinean efficient record phaseand a replay phasewhen the time-consumingace detectionis performed. Post-mortem
analysisof the executiontracesdetectsjust thosedata-raceshat occurduring a particularexecutionin which the tracewas
generatedThey may be utilized whena racecannotbe verified statically The sourceanalyzerutilized in [9] is utilized to do



the traceanalysis. Incrementalracing[19] canbe doneto generatea coarsetree during runtime,andit canbe expandedn
replayfor adetailedtrace.ChoiandMin introducedheconcepbf RaceFrontier[16], which canbeutilized to limit thenumber
of entriesin theaccessistory of eachsharedvariableandonly reportthe latestentriesinvolvedin racecondition. Techniques
like RecPlay[14] area combinationof record/replaywith automatioon-the-flydataracedetection.This enablesusto limit the
recordphaseto the moreefficient recordingof the synchronizatioroperationswhile deferringthe time-consuminglatarace
detectiorto thereplayphase.

Themostsignificantproblemof on-the-flymethodds theruntimeoverheadin termsof time andspaceIn orderfor adynamic
approachto be followed, one hasto instrumentthe code and let this instrumentedcode executein its ervironment. But,

instrumentinga real-time codewould essentiallychangethe mode of executionof the system. A real-time systemcannot
toleratesucha variationin its timing parametersin additionto the runtime overheadthe detectionintrusionmay even cause
the programto behave in a mannerdifferentfrom the original execution. Dynamic analysisof the systemcan only report
theraceconditionsthat occurin that particularexecutionof the system.They do not exhaustively investigateall the possible
derivationsof the programexecutioncausedy differenteventarrival instances.

Comparison with our approach: We utilize formal verification and timed automatonbasedmodelsto statically detect
raceconditions. In our approachwe modelthe non-relevant (from a race condition verification standpoint)portionsof the
applicationby delaystates Hence,our approactcanbe cateyorizedasa hybrid staticandpost-mortermranalysisapproachWe
aredistinguishedrom the previouswork by the utilization of detailedtimed automatorbasednodelsfor the IPC mechanisms
andraceconditionverificationthroughTCTL formulas.

4 UPPAAL Models

We have designedand developedUPRAAL modelsfor the variousIPC mechanism@resentin VxWorks real-timeoperating
system(RTOS).Although,our modelsarespecificfor VxWorks RTOSthey canbeeasilyextendedo otherRTOS. This section
discusseshe modelsof the variousIPC mechanismsnd their verification by timed automataconditions. We describethe
modelingof a real-timeapplicationasa network of timed automatonby utilizing our templates. We describehow TCTL
canbe utilized to detectraceconditionsin the UPFAAL models. The inter-processcommunicatiormechanismghat were
modeledincludebinary semaphoregountingsemaphoresandmutual-eclusionsemaphoresMlessagaeueuesveredesigned
by utilizing thesemaphoreemplatesThedifferentoptionsthatwereconsideredor queuingthesemaphoremcludedFirst-in-
First-Out(FIFO) andPriority. WAIT, NO-WAIT, andTimeoutmechanismsvereconsideredo specifythe semaphorevaiting
time for a processDueto pagelimit restrictionswe limit thediscussiorto binarysemaphoreandmessageueues.

4.1 Semaphoes

Eachsemaphord&asthreemodelsassociatedvith it, namely theinitialization model,the enqueingnodel,andthe dequeuing
model. Figure7 specifiegherequireddeclarationsiecessaryor a semaphorenodel. The Figures8, 9, 10,11, and12 discuss
the binary Semaphor€FIFO Option)thatis usedasa synchronizatiorsemaphoreFigures8, and9 specifythe processethat
giveandtake thesemaphoresespectiely. Figuresl0,11,and12discusdheinitialization,enqueingandthedequeuingnodels
respectiely.

The declarationssectionshowvn in Figure 7 givesa list of all the global clocks, variables,constantsand channels. These
declarationspecifythe necessaryariableshatareneededo keeptrackof the stateof the semaphorefor example thefifoQ,
storesthe pids of the processeshatareblocked on the semaphorevhenthe NO-WAIT optionis setto 0. Thesedeclarations
representhe internalsof the VxWorks. To model semaphoresr ary other IPC mechanisnin VxWorks, they have to be
declaredandinitialized prior to their usage.To utilize our templatesthe usermustdeclareall the variablesasshown in Figure
7 in theglobaldeclarationsection for eachof the IPC mechanism.

The semvariableis the semaphoré¢hatis simulatedasan integer value,andit is constrainedo take only O or 1. If it is 1, it

indicatesthatthe semaphorés availableandvice versa. ThreedifferentchannelsamelysemRegsemGiveandsem@ake are
utilized. ThechannebemRedg utilizedto requestsemaphoresemakeis utilized to senda signalto theprocesdhatis waiting
to take the semaphoreandthe channelsemGivds utilized by the procesghatis giving the semaphoreThe noofPiocessess
the actualnumberof processeshat utilize the semaphoreThefifoQ is the queueinto which the procesddentities(pids) are
gueuedwhenthe semaphorés not available. ThefifoQ is simulatedasa circular queuewhosemaximumsizeis equalto the
noofpocessesThe fptr specifiesa pointerto the front of the queue,andbptr to the rearof the queue. The tasksWvariable
specifiesthe numberof tasksthat are waiting at any point of time for the semaphore.The toRunvariable containsthe pid

of the next procesghat getsthe semaphore NO_WAIT is utilized to simulatethe NO-WAIT andWAIT-FOR-EVERoptions



1 declarations of global clocks, variables, constants and channels

int[0,1] sem; /I the actual semaphore

chan semReq, semGive, semTake; /Isignals to request, give and take semaphore
const noofProcesses  3; /I number of user processes

int fifoQ[noofProcesses]; Il fifo queue of hold the waiting processes

int fptr, bptr; /I front and back pointers of the FIFOQ

int tasksW; /Inumber of tasks waiting for the semaphore
int[1, 3] toRun; /Inext process to run

int pid; /l'indicates the process Id

const NO_WAIT 0, /I wait or not on the semaphores

chan noWait; /I Channel utilized when NO_WAIT = 1

Figure7: Declarationgequiredfor the FIFO binary synchronizatiorsemaphore

i i i . StartProcess ReqSem SemTaken CriticalSec ReSpawn
StartHere =0 Jﬂs/t_V(alt ArbltDeIiy/_\ semGivel GoBack sf-)mReq! semTake? ey @
© o U - pid:=me, toRun==me
x<10 sem:= toRun:=me

Figure8: UserProcessBhatgivesthe FIFO binarysyn-Figure9: UserProcessAhattakesthe FIFO binary synchronization
chronizationsemaphore semaphore

of VxWorks. WhenNO_WAIT is setto 1, it indicatesthe NO-WAIT option of the VxWorks. WhenNO_WAIT is setto 0, it
indicateghe WAIT-FOR-EVERoption. TheNO_WAIT is initially setto 0. ThechannehoWait is utilized to supportNO-WAIT
andWAIT-FOR-EVERoptions.

4.1.1 Binary Semaphoe

Figurel0shawstheinitialization modelof abinarysemaphoreyhichis executecbeforeary othermodel,asit hasacommitted
startlocation. It initializesthefront pointerfptr to 0, andtherearpointerbptr to -1, andcreategshe semaphordy settingsento
1. TheFigure9 shanvsthe userprocesghattakesthe semaphoreia the channesemRegOncea requesis placed the control
is transferredo thelocationDecidein Figure1l.

¢ If asemaphorés available, it is signaledto the uservia the channelsem@ke. The userprocessthatis at the location
ReqgSengetsthe semaphoreandthe semaphorés setto 0 by theenqueingnodelto make it unavailable.

e |f thesemaphorés notavailable,

— theprocesss queuednto thefifoQ usingthefptr, andthe processdentity (pid),
— thetasksWvariablethatdenotesyumberof processethatarewaiting is incrementedy 1, and
— thefptr is updatedo pointto thenext location.

The Figure 8 shaws the userprocesghatis giving the semaphoreia the channelsemGive It usesa clock variablex, andan
invariantx<10to simulateadelayin thelocation. It is donein orderto regulatethe procesghatis giving thesemaphoreOnce
thesemaphorés given,

e if tasksw== 0, thatis, notasksarewaiting to take the semaphoreghe semis setto 1, andthecontrolreturns,
o if therearetaskswaiting to take the semaphorethatis tasks\W0,

— thetaskto run next is identifiedusingthe bptr,
— thetoRunvariableis updatedo containthe procesghatis to run next,



semTake! &
@ bptr:=(bptr==noofProcesses-1?0:bptr+1),
sem==1, b toRun:=fifoQ[bptr] ¢
fptr:=0, tasksw==0 fé\ /\C
bptr:=-1, sem:=0 tasksW>0
sem:=0 semReq?
O C ) Decide
. sem== tasksW==0 semGive? semTake!
sem:=1 : tasksW:=tasksW-1,
. . . tasksW:=tasksW+1, s_em::O,
Elg'ure. 10: Ini- | fifoQlfptr]:=pid . fifoQ[bptr]:=0
tialization of (¢ &
a FIFO blnary fptr:=(fptr==noofProcesses-1?0:fptr+1)

synchronization
semaphore Figure 11: Enqueingof taskswaiting for the
FIFO binarysynchronizatiorsemaphore

Figurel2: UPRAAL Modelillustratingthedequeuingf tasks

Al[] noofProcesses==3
process1l.ReqSem ——> process1l.SemTaken (Verified for all processes)
processl.StartProcess ——> process1.ReqSem (Verified for all processes)

process1l.SemTaken ——> processl.CriticalSec (Verified for all processes)

LA I A

processl.CriticalSec ——> process1.ReSpawn (Verified for all processes)
6. processl.ReSpawn -—> processl.StartProcess(Verified for all processes)
7. AJ[] (processl.CriticalSec imply sem==0) (Verified for all processes)
8. A[] (processl.SemTaken imply sem==0) (Verified for all processes)
9. AJ] (process1.ReqSem or process2.ReqSem or process3.ReqSem imply sem == 0)

10. A[] ((fifoQ[0]==0 and fifoQ[1] ==3 and fifoQ[2] == 1 and bptr == 1 and DequeSems.c
imply (toRun==3)) (Verified for all processes)

11.  A[] (( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem
and EnqueSems.b and fifoQ[0] == 3 imply
(fifoQ[0]==3 and fifoQ[1]==2)) or
( (processl.SemTaken or processl.CriticalSec) and process2.ReqSem
and EnqueSems.b and fifoQ[1] == 3 imply
(fifoQ[1]==3 and fifoQ[2]==2)) or
( (process1.SemTaken or processl.CriticalSec) and process2.ReqSem
and EnqueSems.b and fifoQ[2] == 3 imply

fifoQ[2]==3 and fifoQ[0]==2
(ffoQL ql 20 (Verified for all processes)

Figure13: TCTL verificationconditionsfor the FIFO binary semaphore

— thetaskswaiting(tasksVY is decrementedy 1, and
— thewaiting taskis signaledvia thechannekemake.

Figure13 shaws certainpropertieof the currentmodel,expressedn TCTL. All the conditionsaredesignedo passtheverifier
test,exceptthoseshownnin italics. process1process2andprocessareinstantiationsf the processA

1. Thefirst conditionverifiesthatthe numberof processef the systemis alwaysequalto 3. It makessurethatthe system
parameterarenot modifiedby the model.

2. Thisconditionverifiesfor stanationof theprocessefor thesemaphoredt checkgo seethat,onall pathsf theprocess1
hasreachedhelocationReqSemit will eventuallyreachthelocationSem@ken It stateghatif processlhasrequested
thesemaphoret will eventuallygetit. Similarly, it canbe shown for all the otherprocesses the system.

3. Onall thepaths,if aproceshasreachedhelocationStartPiocessit will eventuallyreachthelocationReqSem

4. Onall thepaths,if aprocesasreachedhelocationSema@ken, it will eventuallyreachthelocationCriticalSec



10.

11.

4.2

/linsert declarations of global clocks, variables, constants and channels.

urgent chan msgReq, msgGive, msgTake, msgPut, msglsPut; /Isignals to request, give and take semaphores
urgent chan msgReqPut;

const noofProcesses 2; /INumber of Processes

const buffSize 2; /IMessage Q Size

urgent chan msgQFreed, msgRdy;

int[0,1] msgQ[buffSize]; /lthe msgQ that holds the message

int fifoQG[noofProcesses]; /IFIFO Queue to hold the waiting processes Getting Ms¢
int fifoQP[noofProcesses]; /IFIFO Queue to hold the waiting processes Putting Msg
int gfptr, gbptr; /IFront Pointer and Back Pointer of the FIFOQ

int mbptr, mfptr; /IFront and Back Pointer of the msgQ

int pfptr, pbptr; /IFront and back Pointers of the FIFOQP

int tasksWg; /INumber of tasks waiting to get message

int tasksWp; /INumber of tasks waiting to put message

int toRuNnG; /INext Process to Run

int toRunP; /INext Process to Run

int pid; /lindicates the Process Id

const NO_WAIT_G 1; //Option to set the block/unblocking property

Figurel4: UPRAAL Modelillustratingthe declarationsecessaryor a MessageQueue

. Onall thepaths,if aprocessasreachedhelocationCriticalSeg it will eventuallyreachthelocationReSpawn

. Onall thepaths,f aproceshasreachedhelocationReSpawnit will eventuallyreachthelocationStartPiocess

Theconditions2, 3, 4, 5, and6 checkfor theabsencef deadlocksn eachof the processmodels.They canbe extended
to all theotherprocesses.

. This conditionfails becausewhena processs in thecritical section the procesgiving the semaphorenaygive another

semaphorandsetthe semvariableto 1.

. This conditionfails, becauséf a processhastaken the semaphorethe processBthat givesthe semaphoremay give

anothersemaphorenakingthe semto beequalto 1.

. This describeghe situationwherethe processBhasnot yet startedgiving the semaphores.It also describesa case

whereeachof the processehasconsumedhe semaphoregandhascomebackto requesainothersemaphoregvenbefore
processBjeneratedne.

If the queueis filled with the pids of process3andprocesslin the 1stand2nd locationsrespectiely, the next process
to run would be the processwith the pid equalto 3, asthe bptr alwayspointsto thefront of the queue.This checksthe
dequeuingnodelfor its correctnessThis conditionis verifiedfor all processes.

This conditionchecksthe enqueingmodel. It checksto seethat,if a semaphorés in use,anda processs in thefifoQ
blockedonthe semaphoran suchacaseary otherprocessequestinghe semaphorés queuednto the next locationin
thefifoQ.

MessageQueues

Messageajueueshave beendevelopedby utilizing the semaphorenodels.A messageueueconsistof a queueinto which the
messageareplaced. If the messageueueis full, any tasktrying to write to the messagejueuehasto be blockedtill a next
freelocationis availablein the queue.lf the messagejueues empty ary tasktrying to readthe messagejueueis blockedtill
at-leasbonelocationin thequeusds filled up. To simulatemessaggueuesve needthreequeuespneto storethemessagesne
gueueto storethewriter processethatareblocked,andonequeueto storethe readerprocessethatareblocked.

The requireddeclarationdor a messagejueueare shovn in Figure14. The channelamsgRegmsgGive msghke, msgPut
msgReqgPyandmsglsPutareutilized to requestwrite, andreadthe messagesThe noofPiocessess the numberof processes



Startlnit

ofptr:=0,

bptr:=-1, StartMsgPut PutMes: MsgPut MsglsPut

o % sgReqPut % msgPutz Ji ° SIarProcess msgreq ReI9 msgrake? SONS

mbptr:=0, id:=me| toRunP--me/KC/ i ~

miptr:=0, pia:=me, == pid:=me, toRunG==me
toRunP:=me toRunG:=me

pfptr:=0,

bptr:=-1

Epdinit

Figure15: Initial- Figure 16: UPFAAL Model illustrating a writer Figure 17: UPRAAL Model illustrating a reader
ization of a Mes-taskin the MessageQueueModels taskin the Message&QueueModels
sageQueue

thatarecurrentlyactive in the system.msgQis the queueto hold the messageanbptrandmfptr aretherearandfront pointers
of the messagejueuemsgQ The fifoQG is the FIFO queueto hold the processeshat are blocked, and waiting to readthe
messagefom the messagejueue.gbptr andgfptr aretherearandfront pointersof the fifoQG. ThefifoQPis the FIFO queue
to hold the processethatareblocked, waiting to write messageto the message@ueue.pbptr andpfptr arethe rearandfront
pointersof the fifoQP. The tasksWgndicatesthe numberof threadsthat are waiting to get the messagefrom the message
gueue.lt indicatesthe total numberof readerthreadsthat are blocked. The tasksWgndicatesthe numberof threadsthatare
waiting to put the message$o the messagejueue. It indicatesthe total numberof writer threadsthat are blocked. toRunG
containsthe pid of the readerprocesghatis dueto run next. toRunPcontainsthe pid of the writer procesghatis dueto run
next. The NO-WAIT variablecanbe utilized to setthe NO-WAIT or WAIT-FOR-EVERoption.

The initialization modelfor a messageueueis shavn in Figure 15. It initializes the front andthe rear pointersfor all the
gueueditilized, namelymsgQ fifoQG andfifoQP. The userprocesshatreadsa messagdrom the messagejueueis shovn
in Figure17. The userprocesghat writes a messagé¢o the messagejueueis shavn in Figure16. The procesdn Figurel17
initially makesa requestor the messageia the channelmsReq The controlis now transferredo the modelin Figure19to
thelocationDecide Now, if themessagegueueis notempty

e Thecontrolis transferredo thelocationUpdatembptr

e Themessagés readfrom the messageueue andthe correspondindocationin themsgQis setfree by settingit to 0.

Thembptris madeto pointto the next availablelocation.

Theuserprocesss signaledvia msgke, andthecontrolreturnsto theuserprocessn Figurel7.

WhenatthelocationDecidein Figure19, asthedatais read,a slotis setfreein themsgQ So, ary threadthatis waiting
to write to the sharedocationhasto be now signaled,sothatit canwrite to the new locationthatwassetfree. Thisis
donevia the channeimsgQFeed

Throughthe channeimsgQFeed the controlgetstransferredo thelocationDecidein Figure20. Now,

— If thetasksWps equalto 0, thatis thereareno blockedwriter threadsthe controljustreturns.
— If tasksWps greaterthanO, thatmeanghereareblockedwriter tasks.

* Oneamongthesesetof blockedthreadshasto signaled.Thisis donevia thechannelmsgPut

x Thenext threadto runis identified by the pbptr, andthe toRunPvariableis updatedo containthe processd
or pid of the next writer procesgo run.

* Themessageueuds now written to by makinguseof the mfptr afterwhich, mfptr itself is updated.

= Thenumberof writer tasksthatarewaiting, thatis tasksWps decrementedy 1.

Alternatively, if themessaggueueis empty

— Controlis transferredo the locationUpdatefptr.
— Thereaderprocesss queuedn thefifoQG utilizing its pid, andthegfptr is updated.
— ThetasksWds incrementedy 1, to denotethatthereexistsareademprocesghatis blockedin the queudfifoQG.
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Updatemfptr
mfptr:=(mfptr==buffSize-1?0:mfptr+1) mbptr:=(mbptr==buffSize-120:mbptr+1) Updatembptr
e C C
msgPut! S S

msgQ[mfptr]==0
msgTake! L
msgRdy! msgO[mipir=L msgQFreed! msgQ[mbptr]==1

msgQ[mbptr]:=0
R msgReqPut? . R msgReq?

@ =) Decide @

msgQ[mfptr]==1

{C Decide

msgQ[mbptr]==0
tasksWg:=tasksWg+1,

tasksWp:=tasksWp+1, fifoQG[gfptr]:=pid

fifoQP[pfptr]:=pid e f
- ©
@ @b @f - Updategfptr
Updatepfptr

gfptr:=(gfptr==noofProcesses-1?0:gfptr+1)

pfptr:=(pfptr==noofProcesses-1?0:pfptr+1)
Figure19: Enqueingmodelfor readertasks
Figure18: Enqueingmodelfor writer tasks

Theuserprocesghatwritesamessagéo the messaggueuemsgQis shavn in Figure16. It initially makesarequesto placea
messagén the messagejueuevia the channeimsgReqPutThe controlis now transferredo Figure18 to thelocationDecide
Now,

o if ary of theslotsin themessagegueuearefree,

— Controlis transferredo thelocationUpdatemfptr

— themessagés placedin the messaggueueandthe mfptr is updated.

— At thesametime ary taskthatis waiting for theto readthe messagéasto be signaledvia msgRdy
— Whensignaledvia the channeimsgRdythe controlis transferredo Figure21.

— Utilizing the gbptr andthefifoQG, the next reademprocesss decided andsignaledvia msgke.

o if themessagegueueis filled up, thewriter processs queuedup in thefifoQP, andthe pfptr is updated.

Figure22 shows thetimed automataverificationconditionsthatarerelevantfor the MessageQueue.The following paragraph
describeghetimed automataconditionsshavn in Figure22. The numberon the left specifieshe serialnumberof the timed
automateconditionthatis showvn in Figure22. All the conditionsaredesignedo passthe verifier testfor satisfiability except
thoseshown in italics.

[

. It checkdfor absencef deadlocksThe modelhasto befreefrom deadlockgo make surethatit runsuninterrupted.

2. Thisconditioncheckdor the casewhere themessaggueuehasgotemptyslots,but thewriter processebave gotqueued
into thefifoQP. Thisis anerrorcondition.

3. Thisconditionchecksfor the casewherethe messagegueuehasgot messagedut thereadetprocessebave gotqueued
in thefifoQG.

4. WheneverthefifoQPis gottasksthatarewaiting for the slotsin themessagegueuejt impliesthatmessagegueues full.

5. The absencef messagem the messagejueueimplies that, ary taskthat wishesto write a messageanwrite to the
gueuewithout gettingblockedin the fifoQP. So, for all the paths,whenerer the messagejueueis empty the fifoQP is
empty

6. Wheneer,amessagés presenin themessagegueuethereadeprocessesanreadthe messagavithoutblockingin the
fifoQG. So,wheneverthereexist any messagem the messageueuethefifoQGis empty
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msgPut!

msgTake!
tasksWp:=tasksWp-1, tasksWg:=tasksWg-1,
msgQ[mfptr]:=1, . msgQ[mbptr]:=0,
mfptr:=(mfptr==buffSize-1?0:mfptr+1), mbptr:=(mbptr==buffSize-1?0:mbptr+1),
fifoQP[pbptr]:=0 fifoQG[gbptr]:=0
msgQFreed? i tasksWp>0 .
9Q \P%'de P ) ) msgRdy? \/D.e\c'de taskswg>0
O C C) SignalWriter O C C) signalReader

pbptr:=(pbptr==noofProcesses-1?0:pbptr+1),

toRunP:=fifoQP[pbptr] gbptr:=(gbptr==noofProcesses-1?0:gbptr+1),

toRunG:=fifoQG[gbptr]

tasksWp==0 tasksWg==0

Figure20: Dequeuingnodelfor writer tasks Figure21: Dequeuingnodelfor readertasks

[

A[] not deadlock

E<> ((msgQ[0]==0 or msgQ[1]==0) and (fifoQP[0]==1 or fifoQP[1]==1))

E<> ((msgQ[0]==1 or msgQ[1]==1) and (fifoQG[0]==1 or fifoQG[1]==1))

A[l( (fifoQP[0]==1 or fifoQP[1]==1) imply (msgQ[0]==1 and msgQ[1]==1) )

A[l ((msgQ[0]==0 and msgQ[1]==0) imply (fifoQP[0]==0 and fifoQP[1]==0))

A[] ((msgQ[0]==1 or msgQ[1]==1) imply (fifoQG[0]==0 and fifoQG[1]==0))

A[] (fifoQG[0]==2 and fifoQG[1]==1 and msgQ[0]==1 and gbptr == 0 imply toRunG==2)
A[] (fifoQP[0]==4 and fifoQP[1]==5 and pbptr == 0 imply toRunP==4)

© © N o g M W DN

A[] (msgQ[0]==1 and msgQ[1]==1 and mbptr == 0 and MsgGet.Updategfptr imply msgQI[0]:

Figure22: Timed Automataverificationconditionsfor the MessageQueue

7. If theprocessds queuedn the fifoQG[0], andthe processlin the fifoQG[1], andthe msgQJ0]is 1, the gbptris 0, the
next readerprocesgo run would be process2 This condition makes surethat the dequeuingmodelat the readerend
worksasintended.The conditioncanbechecledfor othercombinationsaswell.

8. Itissimilarto thepreviouscondition,butit is for writer processesoit checkghefifoQP. It makessurethatthedequeuing
mechanisnat thewriter endworksasintended.

9. If themsgQis filled in thelocations0 and1, thenoncethe messagés readat the locationUpdateyfptr in Figure 19, the
msgQJO0]is readfirst. Thisfollows the FIFO propertyof the messaggueue.

All theabore mechanismaremadeavailableastemplatesothatthe usercanusethemto constructhis own modelsfrom these
templates.

5 Experimental examples

This sectionillustratesexperimentakxampleshathave beenmodeledo illustratethe varioustypesof raceconditionsthatcan
occurwhentwo differentthreadscommunicatevith eachother The correspondingerificationmechanism$ave alsobeen
shawn.

5.1 Examplel

Figure23illustratesa situationin which two threadsshale handsby utilizing binarysemaphoreandexchangemessageslhe
threadsutilize two binary semaphore# andB thatareinitially empty Soeachof themgivesa semaphorsignalingthe other
threadto proceed.The currentthreadblockstill it getsthe semaphoréhatis givenby a threadin the othergroup. It is only
aftertakingthe semaphoreanthethreadaccesshe shareddataitem.

Therearevariousraceconditionsthatcanoccurin theexamplein Figure23. Let Thread-Agive thesemaphor®, andthenwait
to take the semaphoré\ atline 4. Onceit getsthe semaphord\, it maygo aheadandupdatethe sharedocationBuf-A It may
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Binary Semaphore A=0, B =0;

int Buf_A, Buf_B;
Thread_A(...) Thread_B(...)
{
1 int Var_A; int Var_B;
2 while(1) while(1) 1. A[]l not deadlock
{ {
.......... 2. E<>(Thread_Al.SemTaken and checkA == 1)
Var_ A=..; Var B=..;
3 SemGive (B); SemGive (A); 3. E<>(Thread_A2.SemTaken and forA == 1)
4 SemTake (A); SemTake (B);
5 Buf_A =Var_A; Buf_B =Var_B;
6

Var_A = Buf_B; Var_B = Buf_A;

Figure24: UPRAAL verifiermodelThread-A,Examplel

Figure23: Examplel illustrating DataRaces

Buf_A:=Var_A,
Var_A:=Buf_B,
pidA=meA checkA:=1,
Var_A:=rand semGives! P toRunA::meA\/—\mRU”A::meA@ ?;eBCk:BmSA Updated
"/ semRegAl —/ semTakeA? =/
StartHere GiveSem SemGiven WaitforA SemTaken

Figure25: UPRAAL modelfor Thread-A Examplel

later proceedo readthe valuefrom the sharedocationBuf-B evenbefore Thread-Bupdatest. This situationis dueto thelack
of synchronizatiorbetweerthe differentthreadgroups.

Thereis anothemotentialraceconditionwhich may occurdueto thelack of mutualexclusionmechanisnamongthe threads
of eachgroup. It mayresultwhentwo threadsn groupA try to exchangemessagewith the samethreadin groupB. Consider
thethreadsAl, A2, B1 andB2. Initially A1 andB1 eachgive thebinarysemaphor® andA respectiely. Oncethesemaphores
areavailable,thethreadsA1 andB1 may proceedo take A andB semaphoredoinga Sem@ke atline 4. ThreadsAl andB1
areyetto executeline 5, atwhich pointthey maybe swappedout. Now, threadA2 of threadgroupthread-Amaygetthetime
slice,andit maygive a Semaphor®, andwait for semaphoré\ atline 4. ThreadA2 is now swappecdout, threadB2 maygetthe
time sliceto run. ThreadB2 may now give the semaphord\, andswapoutatline 4, allowing thethreadA2 to take it. Thread
B1 maynow resumeandupdatethe sharedocationatline 6. ThreadAl maygo overto line 6, andaccesshe sharedocation
to readthevaluesetby B1, afterwhich, thethreadA2 maygo aheadandreadthe samelocation. Thus,threadA2 is readinga
valuesetby thethreadB1 for thethreadAl. Thisis atypical caseof araceconditionwherethethreadsarenot synchronized
properly

Figure25 shovs the UPFRAAL modelof the thread-Aalongwith the codeinsertedinto the model. Figure 24 shaws the setof
raceconditionsexpressedn timedautomataThefirst conditionin Figure24 checksall thepossiblepathsto seeif themodelis
freefrom deadlocksFigure25 alsoshavs the codethatis insertedin themodel. ThevariableschedA, che&B, forA, andforB
areutilized to instrumentthe model. Wheneer Buf-B/Ais read,chedB/Ais reset. Whene&er Buf-B/Ais written to, chekB/A
is set. Soif thethread-AhasreachedhelocationSemaken andit findschedA is equalto 1, it impliesthatit is over-writing
the sharedocationBuf-A evenbeforeit is read. The secondimed automataconditionchecksfor this racecondition. It tries
to find if thereexists a path,whereinthread-Alhasreachedhe location Semaken andchedA is still setto 1, thatimplies,
the threadis over writing the buffer beforeit is read. The third timed automataconditionverifiesthe occurrenceof the race
conditionwhere,athreadreadsthe valuethatis setfor anotherthread.At any point of time, forA andforB containthe process
identity of the processwhich hasto accesshedatafrom the buffer. Hence this conditionchecksto seeif thereexistsa pathin
whichthread-A2is trying to readthe buffer thatis setfor thread-Al

5.2 Example?2

In theexamplein Figure23, we have seerthatwe cannotpreventthethreadsn thesamegroupfrom rushingin andoverwriting
the existing messagdeforeit is taken. The currentexampleshown in Figure 26, utilizes two differentsemaphorew forcea
threadin groupA to wait until athreadin groupB completests task.
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Binary Semaphore Aready = 1, Bready = 1;

Binary Semaphore Adone =0, Bdone = 0; pidBR:=meA,
i . toRunBR:=meA
int Buf_A, Buf_B; StartProcesssemREC‘BRI ReqSem SemTaken CriticalSec ReSpawn
O C
Thread_A(...) Thread_B(...) semTakeBR? semGiveAR!
{ { —o toRunBR==meA
int Var_A; int Var B:
1 while(1) while(1)
{ {
2 SemTake (Bready); gémTake (Aready): Buf_A:=Var_A Var_A:=Buf_B
3 Buf_A =Var_A; Buf B =Var_B;
4 SemGive (Adone); SemGive (Baone);
5 SemTake (Bdone); SemTake (Adone); semReqBD! toRuNBD==meA
6 Var‘_A = Buf_B; Var_B = Buf_A,; O O
7 SemGive (Aready); SemGive (Bready); semGiveAD! pidBD:=meA, semTakeBD?
8 toRunBD:=meA toReadB

}
} } J

] ] ] Figure27: UPRAAL modelfor Thread-A,Example2
Figure26: Example2 illustrating DataRaces

1.  AJ[] not deadlock

2. E<> (Thread_A2.toReadB and forA == 1)

Figure28: UPFAAL verifiermodelThread-A,Example2

It utilizesfour binary semaphoredwo for eachthreadgroup,of which two areinitially full, andtwo areempty Initially the
semaphoreAreadyandBreadyarefull, sothethreadghread-Alandthread-A2cantake themandproceedo updatehebuffers
Buf-AandBuf-Batline 3. Oncethe buffersareupdatedgachcangive the binary semaphorédoneandBdonesignalingthe
threadin the othergroupto readthevaluesetatline 3. The semaphoresddoneandBdonearetakenatline 5 by thread-Band
thread-Arespectiely. Oncethevalueis readatline 6, thethreadscangive the semaphoratline 7, andallow arny otherthread
thatis waiting atline 2 to enterthecritical section.

This mechanisnpreventsthreadsn the samegroupfrom rushingin, andoverwriting the existing messagdeforeit wasread.
If athreadhasto reachline 3 to write to the sharedvariable it musttake the semaphoratline 2, but thatsemaphorés given
by threadin the othergrouponly whenthe valuein the sharedbuffer is readby it. Soathreadcanwrite to the sharedouffer
only whenthe buffer hasbeenread.

Thecurrentexamplehowever doesnot preventthe casein whichthe messageneantfor onethreadis readby anotherthreadin

the samethreadgroup. For example,if two threadsA1 andA2 arewaiting atline 2 for thesemaphor@&ready, whenthethread
B1 givesthe semaphorary oneof themmay take the semaphoreSincethereis no orderingamongthe threadso accesghe
shareddataitem it is a generalracecondition. In VxWorks this situationis avoidedby utilizing FIFO or priority optionswith

thesemaphores.

Figure27 illustratesthe UPRAAL modelof the examplein Figure 26. It utilizestwo variablesforA andforB to do theinstru-
mentationsimilar to the examplein Figure27. Theraceconditionsareillustratedin Figure28.

6 Conclusion

We presentedh techniquefor verificationof raceconditionsin real-timesystemsWe modeledthe variousIPC mechanismin
VxWorksastimed-automatonis the UPRAAL tool suite. The correctnessf thesemodelswasverifiedusing TCTL formulas.
We presentech setof exampleswhich illustrate the various possiblerace conditionsthat occurin a setof communicating
threads.Thecorrespondingimed automataaceconditionverificationconditionswerealsoexplained.

The future work consistsof automatingthis entire processyight from modelingthe applicationto the specificationof timed
automataaceconditionverificationmechanismsCurrently ourtechniquénastargetedheVxWorksreal-timeoperatingsystem
environment.Futurework will bedirectedtowardsmakingthis moregenericto caterto variousotherrealtime operatingsystem
ervironments.
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