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Abstract

As a program evolves, it becomes increasingly difficult
to understand and reason about changesin the source code.
Eventually, if enough changes are made, reverse engineer-
ing and design recovery techniques must be used in or-
der to understand the current behavior of a system. In
this context, the effective use of complementary approaches
can facilitate program and system understanding by taking
advantage of the relative benefits of different approaches.
This paper presents an approach to reverse engineering
that combines the use of both informal and formal meth-
ods and describes a case study project involving the reverse
engineering of a mission control system used by the NASA
Jet Propulsion Laboratory to command unmanned space-
craft.

1 Introduction

On 13 June 1996, an inquiry board began areview of the
failed maiden flight of the Ariane 5 launcher. One of the fi-
nal recommendations of the review board was that the def-
inition of critical components should be reconsidered and
modified to include software [1]. As software continues to
be used to control critical systems, it isincreasingly likely
that software will be considered critical in order to achieve
mission goals. Consequently, ensuring the correctness of
software becomes paramount in order to avoid catastrophic
fallureslike that of the Ariane 5.

Formal methods are techniques that incorporate the use
of formal specification languages, where aformal specifica-
tion language has a well-defined syntax and semantics. In
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addition, formal methods have associated calculation rules
that can be used to analyze specifications in order to de-
termine correctness and consistency. Since the notations
have a formal mathematical basis, forma methods facil-
itate the use of automated processing [2]. Reverse engi-
neering of program code is the process of examining the
components and component interrelationships in order to
construct a high-level abstraction of an implementation [3].
Re-engineering is the process of examination, understand-
ing, and alteration of asystem with theintent of implement-
ing the system in a new form [3]. The benefits offered by
re-engineering versus devel oping software fromthe original
requirements are considered to be a better solution for han-
dling legacy code, given that the actual code frequently dif-
fers from existing documentation. Since much of the func-
tionality of the existing software has been achieved over
a period of time, it must be preserved for many reasons,
including providing continuity to current users of the soft-
ware. The primary focus of our research is to apply the
use of formal methods to the reverse engineering of pro-
gram codein order to support maintenance and evolutionary
activities, where the formal approach facilitates automated
processing.

In previous investigations, we developed a formal tech-
nique for reverse engineering that is based on the use of
the strongest postcondition predicate transformer [4, 5, 6].
In addition, we introduced an approach for constructing
abstractions of specifications that are generated using the
strongest postcondition [7]. In this paper, we describe a
case study that applies a methodology that we have devel-
oped for using informal and formal techniques for reverse
engineering. In the case study we apply the methodology to
amission control application used at the NASA Jet Propul-
sion Laboratory to control unmanned spacecraft.

The remainder of this paper is organized asfollows. Sec-
tion 2 discusses background materia in the areas of for-
mal methods and reverse engineering. The methodol ogy for
combining informal and formal techniques for reverse en-
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gineering is described in Section 3. Section 4 describesthe
case study application of the reverse engineering approach
to a NASA mission control system. Section 5 discusses re-
lated work, and Section 6 draws conclusions and suggests
further investigations.

2 Background

In this section we describe a formal reverse engineering
technique that is based on the use of the strongest postcon-
dition predicate transformer and order preserving transfor-
mations.

2.1 As-Built Specifications

The strongest postcondition (denoted sp) is defined as
the strongest condition R that is true after the execution
of a program S, when starting with condition @ true. Ta-
ble 1 summarizes the strongest postcondition semantics of
the Dijkstraguarded command language [8], where TF rep-
resents the n, aternative conditional statement

if By — Si1;
|| Bn = Sn;
£i;
B; — S; represents a guarded command such that s; is
only executed if logical expression (guard) B; is true. DO

represents the loop statement “do B — S od” where s is
executed iteratively until guard B isfalse.

| Construct sp Semantics |
sp(x = 6,Q) = (wuQQiAnz=ed)
sp(IF,Q) = sp(S1,BiAQ)V ...V sp(Sn,Bn AQ)
sp(DO,Q) = —BA(Fi:0<i:sp(IF,Q))
sp(51582,Q) = sp(S2,5p(51,Q))

Table 1. Strongest Postcondition Semantics

In the table, the semantics for sp(x := e,Q) States
that after the execution of “x := e” there exists some
value v such that every free occurrence of = in Q is re-
placed with v and x = e. The semantics for sp(IF, Q)
states that after execution of the 1 £-f£1i statement, at least
one of sp(S;, B; A Q) istrue. In the case of iteration, de-
noted sp (DO, @), the semantics are that after execution of
the loop, the loop guard is false (—B), and a disunctive
expression describing the effects of iterating the loop some
number of times (approximated by the notation TF *) istrue,
where k£ > 0. Finaly, for sequences, sp(S1;.S2, Q) means
that the postcondition for statement S is the precondition
for some subsequent statement S .

In previous investigations, we have described the use of
sp as the formal basis for reverse engineering [4]. In addi-
tion, we have addressed the use of sp to definethe semantics
of the C programming languagein order to reverse engineer

C programs[5], as well as programsthat contain the use of
pointers and pointer operations[6], and procedurecalls[4].
To show the applicability of the sp approachto real systems,
we have applied the technique to a ground-based mission
control system used by the NASA Jet Propulsion Labora-
tory to control spacecraft during planetary missions[5].

2.2 Deriving More Abstract Specifications

The specifications that are constructed using the ap-
proach described in Section 2.1 are considered to be “as-
built” since they are derived from source code, and thus
represent behavior based on the final product rather than
the original design. As aresult, the specifications contain
asignificant amount of algorithmic and implementation de-
tail. We have defined an approach for generalizing as-built
formal specificationswith the abstraction match asthe guid-
ing principle, where an abstraction match is defined as fol-
lows[7]:

Definition 1 (Abstraction Match) Let 7 be a program
with specification ¢ such that the corresponding precondi-
tion and postcondition are ¢ . and ip,4:, respectively, and
let I be an axiomatic specification with precondition [,,.
and postcondition /,,,s:. A match is an abstraction match
if i <1, sothat

(lpre — ipre) A (ipog — lpoa)-

One of theinteresting propertiesof the abstraction match
operator isthat it formsapartial-order relation [ 7]. Assuch,
high-level abstractions of pre and postcondition specifica-
tions can be derived as long as the abstraction match rela-
tionship is preserved. That is, given a pre and postcondi-
tion specification | that consists of precondition I,,. and
postcondition ., we would like to identify an axiomatic
specification A such that I < A. We can identify such a
specification by modifying I so that we have a specification
I' that satisfiestherelationshipthat I < I'. If, for instance,
< isthe abstraction match operator, then by either strength-
ening the precondition I,,., weskening the postcondition
Iost, Or both, we produce a specification I’ that satisfies
the property that 7 < I’. That is, the abstraction match op-
erator is used as a constraint for deriving abstractionsrather
than by searching a library of specifications for appropri-
ate matches. In order to address the computational com-
plexities of deriving abstractions based on match preserva-
tion, we have developed a number of guidelines that focus
on weakening the postcondition I ,,,s; and strengthening the
precondition I,,,s: [7].

One technique for preserving an abstraction match re-
lationship is by weakening the postcondition of a specifica-
tion. For example, let I be a specification with precondition
I, and postcondition I,,,s; and let I' be a specification
suchthat I) .. <> Iy and L5 — II’, Assuch, I < I,

pre ost*



since

((Izl)re <« Ip'r‘e) A (Ipost - I;)ost))
= D
((Izln‘e - IPT‘G) A (IPOSt - IIIN)St))'

Expression (1) provides a basis for deriving abstractions
from a specification by weakening a postcondition I ,,,s; to
produce a postcondition 7,,,.,. Severa options are avail-
able for weakening the postcondition including those listed
in Table 2, which includes del ete a conjunct, add a disjunct,
transform A to v, and transform A to —-. In our previousin-
vestigations, we described several strategies for weakening
postconditions based on module and specification charac-
teristics[7].

| Operation | Lost | I st |
Deleteaconjunct || AANBAC ANC
Add adigunct ANB (AANB)VC
Ato — ANB A—> B
AtoV AANB AV B

Table 2. Weakening the postcondition

3 Approach

Due to the mathematical nature of formal specification
languages, formal methods have been perceived as time
consuming and tedious. However, since the languages
are well-defined, formal methods have been found to be
amenable to automated processing. Semi-forma methods
are techniques for specifying system requirements and de-
sign using hierarchical decomposition. Many semi-formal
methods use notations that are graphical, thus facilitating
ease of use in their application. The drawback to semi-
formal methods is that the notations are typically imprecise
and ambiguous. This section describes an approach to re-
verse engineering that combinesthe use of semi-formal and
formal methodsin order to benefit from the complementary
advantages of both approaches.

3.1 Structured Analysis

Although the recent trend in software devel opment has
been to build systems using object-oriented technology, a
majority of existing systems has been developed using im-
perative programming languages, such as C, FORTRAN,
and COBOL. The procedural structure of these languages
makes them amenable to the techniques offered by the
Sructured Analysis and Design Technique (SADT) [9]. In
SADT, the focal point is the procedure or function. The
analysis stage centers around high-level descriptions of the
functionality of the system. During the design phase, there-
finement and decomposition of the high-level descriptions

of functions yield more detailed descriptions of functions
and proceduresthat incorporate implementation details. Fi-
nally, during the implementation phase, functions and pro-
cedures identified during design are decomposed into more
specific functions.

When using SADT for reverse engineering activities, the
structure of an implementationis abstracted into alow-level
graphical description known as a call graph or structure
chart. These graphsdepict the calling hierarchy of functions
within a system. Further analysis of source code involves
analyzing the data that flows to and from various functions
by constructing dataflow diagrams. Our approachisto con-
struct various graphical descriptions of a program, in most
cases automatically, and then use those descriptions as a
guide for constructing formal specifications.

In general, the construction of the graphical descriptions
proceeds in two phases. In the first phase, a high-level
model is constructed that is based on information gathered
from user manuals or high-level design descriptions. In the
case that these documents do not exist, it is appropriate to
incorporate user interviews, and if possible, empirical test-
ing to determine high-level behavior. In the second phase,
alow-level model inthe form of call graphs and/or control-
flow graphs s constructed.

3.2 Formal techniquesand large systems

One of the limitations of our techniqueis that the spec-
ifications that are constructed can grow to be exponential
in size with respect to the input program. Given this limi-
tation, the appropriateness of using formal methods in the
context of large systems must be well-understood. That
is, the use of forma methods for reverse engineering, as
is the case with all applications of formal methods, must
be targeted to those contexts where it has the highest pay-
off; namely critical systems [10, 11]. However, in the re-
verse engineering of software, we can extend the context
a bit further to include the parts of a software system that
are deemed “critical”. In order to determine those critical
portions of the software, several factors must be taken into
account, including call graph and flow graph complexity.

3.3 Applying formal techniques

The motivation for using both semi-formal and formal
methodsistwo-fold. First, it isclearly useful to take advan-
tage of the benefits of the complementary techniques. Sec-
ond, by using a semi-formal technique to guide the formal
technique, organization of the formal specifications will be
based on the structure of an implementation. As such, in
the case where formal specifications are warranted (e.g., in
critical systems or critical routines), the specifications can
be directly associated with a graphical entity, while those
parts of a module that do not require rigorous descriptions
can be left unspecified (formally), with the descriptions of
these modules being | eft to the semi-formalisms.



In previous investigations, we described a three phase
approach for deriving formal specifications from pro-
grams [5]. The three steps involve a local analysis, use
analysis, and global analysis. During the local analysis
phase, the calling hierarchy of a module is constructed and
a skeletal formal specification is built using the strongest
postcondition. The objective at this stage is to gain a high-
level understanding of the logical complexity of the given
code. The second step, use analysis, is a recursive step
where the three phases are applied to the functions and pro-
cedures used by the original module. This phase is charac-
terized by the fact that the semantics of the used functions
and procedures are determined before they are used by the
original module. However, in many cases, where the se-
mantics are either well-defined or the semantics are not crit-
ical, an unevaluated sp predicate can be used. For example,
given astatement Sand a precondition Q, where the seman-
tics of Sarewell-defined, instead of evaluating the transfor-
mation, we use sp(S, () to represent the logical expression
describing the semantics. In the global analysis phase, the
final step, the use analysisinformationis combined with the
local analysis information to obtain a global description of
the original module. The global description, an expanded
form of the skeleton formal specification constructed during
the first phase, elaborates upon the semantics of a module
by integrating the specifications constructed during the use
analysis into the skeleton. This activity corresponds to re-
moving the encapsul ation provided by a procedure or func-
tion call. The following definition summarizes the method
described above.

Definition 2 (Structure-Based Analysis M ethod)

Let M be a program with statements m,...,my, and
P = {P,...P,} be the set of procedures called by M.
In addition, let () be the precondition for M. A statement
m; isin P if thereisa procedurep; in P such that program
M callsp; atlinei of M.

Method R(M, Q)

1. Local Analysis:

(@ Apply sp(myi;... ;my, Q)

(b) For eachisuchthatm; € {P1,...,P,}
set sp(mi, sp(ma; ... ;mi—1,Q)) 1=
“sp(mi, sp(ma; ... ;mi—1,@Q))".
(We refer to the right hand side of the assignment as
the skeleton. Also, notethat theset { P, ... , P,} can
be derived using a call graph.)

2. Use Analysis: For each critical functionp € {P1,... , P},

apply R(p, @p), where @, is the precondition to the proce-
durep.
(For this step, a critical function is determined by several
criteria including importance of the function with respect to
required functionality, if known, and call graph connectiv-
ity.)

3. Global Analysis: Replace skeletons from Sep 1b with results
of Sep 2.

3.4 Abstraction

After constructing an as-built formal specification us-
ing the process described in Section 3.3, an abstraction of
the specification can be constructed using the approach de-
scribed in Section 2.2. In addition, we have found it ap-
propriate to apply the abstraction steps during intermediate
steps of the method in Definition 2 in order to aid in reduc-
ing the logical complexity of the specifications. As such,
we can modify the structure-based method to be as follows
by adding a fourth step.

Definition 3 (Structure-Based Analysis Method (Ver. 2))
Let M be a program with statements m.,...,my, and
P ={P, ... P,} bethe set of procedures called by M. In
addition, let () be the precondition for M. A statement m;
isin P if there is a procedure p; in P such that program
M callsp; atlines of M.

Method R' (M, Q)

1. Local Analysis:

(@ Apply sp(mai;...;mg, Q). Abstraction method may
be used after each application of sp.

(b) For eachi suchthat m; € {P1,..., P}
set sp(mi, sp(ma; ... ;mi-1,Q)) =
“sp(mi, sp(ma; ... ;mi-1,Q))".
(We refer to the right hand side of the assignment as
the skeleton. Also, notethat theset { Py, ... , P, } can
be derived using a call graph.)

2. Use Analysis: For eachcritical functionp € {P1,... , P},
apply R(p, @p), where @, is the precondition to the proce-
dure p.

(For this step, a critical function is determined by several
criteria including importance of the function with respect to
required functionality, if known, and call graph connectiv-

ity.)
3. Global Analysis: Replace skeletons from Sep 1b with results
of Sep 2.

4. Apply the abstraction method to the final specification.
3.5 Process Summary

Given the definition in Section 3.4, a process for reverse
engineering of programsthat combinesinformal and formal
techniques can be summarized as follows:

Definition 4 (Combined M ethod)
1. Construct aninformal high-level model of the software

2. Construct aninformal low-level model of the software,
including a call graph

3. Apply R’ to a module M, where M is chosen using
some selection criteria.



One of the primary difficulties in the process is the de-
termination of the criteriathat can be used for Step 3. The
criteriathat we have used includes the identification of crit-
ical procedures by examining the call graph constructed in
Step 2. Our selection of critical procedures is typically
based on choosing those verticesinacall graph with alarge
difference between the in-degree and out-degree. Other
criteria that can be used include keyword search and data
structure usage.

4 Case Study

In this section, we apply our techniqueto aportion of the
command transl ation system that is responsiblefor process-
ing user mnemonics (messages). Failure in the translation
system can have several impacts including erroneous mes-
sages being transmitted to spacecraft. Our objective is to
investigate various properties of the system such as termi-
nation and trandation failure.

41 Oveview

In this section we provide an overview of the case study
system and outline the objectives of the analysis.

411 System Overview

The Command Subsystem provides access and facili-
tates the command and control of spacecraft viaa user inter-
face. The system supportsthe control of multiple spacecraft
and provides real -time feedback about the status of radiat-
ing commands at each operational point during the upload-
ing of commands to the spacecraft. In addition, the Com-
mand subsystem supports command file reformatting and
direct access to project databases.

The overall Command processis a six-step sequence as
follows:

1. A user accesses the Command Subsystem and pre-
pares a mnemonic command file.

2. The system trandates the mnemonic file to binary for-
mat.

3. The binary file is converted into a format required
by the Deep Space Network (DSN) for radiation (i.e.,
transmission).

4. The Command fileistransferred to the DSN for radia-
tion to the spacecraft.

5. The user can then control and monitor the command
file from the workstation.

6. Exit.

The command translation module of the command subsys-
tem is responsible for two of the items in the sequence,
namely items 2 and 3. The overal size of the command

tranglation subsystem is approximately five thousand lines
of codewhilethe overall command system is approximately
fifty thousand lines of code. The command translation sys-
tem has an interesting history that motivates the analysis
of the software. The system was originally developed to
support the control of a specific set of spacecraft. Every
time a new mission is developed (for example, the 1997
Cassini mission to Saturn), the software is updated to han-
dle the tranglation of spacecraft-specific mnemonics. Given
that the system is in a constant change of flux, analysis of
the command trangation software using reverse engineer-
ing techniques is well-justified.

4.1.2 Analysis Objectives

In the remainder of this section, we anayze the com-
mand tranglation subsystem in order to demonstrate the use
of a combined informal and formal technique for reverse
engineering. The primary objective of the case study isto
illustrate how aformal method can be used along with infor-
mal methods to derive information about the functionality
of a software system.

The application of forma methods to large systems has
yet to be effectively demonstrated. However, forma meth-
ods have been shown to yield the highest payoff when ap-
plied to systems that are critica in nature. In the area of
reverse engineering, the highest payoff for formal meth-
ods occurs not when applied to an entire system, but rather
when applied to a critical part of a system.

4.2 Project-Specific Process

In this case study, the high-level informal analysis was
facilitated by the existence of documentation that was writ-
ten by the original developers of the software.

Besides the demonstration of the utility of the combined
informal and formal approach described in Section 3, the
goal of the case study was to examinethe source codein or-
der to continually refine our knowledge about various prop-
erties of the system. The focus of the analysis was to iden-
tify termination conditions which we later refined once the
code was studied informally.

One of the assumptions that was made concerning the
existing documents was that constant modifications to the
software were not reflected in the documentation. Due to
this lack of document maintenance, it was assumed that
only a certain level of detail from the documents could be
determined to be reliable.

The low-level informal analysis was based on the con-
struction of source models (i.e., cal graphs) in order to re-
cover structural information about the system. Using some
standard visualization tools, the source model swere used to
determine potential points of failure. In this context, we use
the phrase point of failure to mean those parts of the source
model wherethereisasignificant difference betweenthein-
degree and out-degree of avertex inthe call graph, or where



the cardinality of the in- or out-degreesis greater than cer-
tain threshold values. The reason that these vertices of the
graph areinteresting is that the high out-degree means that
a procedure invokes many other procedures and thus is po-
tentially a critical procedure. High in-degree verticesin a
graph indicate that a procedure is called often and thus is
also apotentially critical procedure.

The formal analysis follows a top-down, bottom-up ap-
proach as described in Section 2. Inthe analysiswe focused
primarily on issues of mnemonic translation and spacecraft
message construction. Our intent was to examine properties
of process termination and process failure. With process
termination, we were interested in determining what condi-
tionswere required for ensuring that the translation process
terminates and for processfailure, we wereinterested in de-
termining what conditions force the trandation process to
fail. The remainder of this section focuses on the low-level
analysis of the command and command trandlation subsys-
tems. For adescription of the high-level analysis, see[12].

4.3 Low-Level Analysis

The software for the command system, writtenin C, was
organized into several directories that were partitioned by
subsystem. Accordingly, the command trandation system
resided in a single directory. We began our analysis by
first using a combination of tools ranging from call graph
browsersto sourcefile editors. In addition we used the unix
command “grep” to perform keyword searches.

The first step involved the construction of the call graph
for the main procedure for the command transl ation system.
One of the cues that was used for identifying proceduresto
be analyzed was procedure names. In the case of the com-
mand translation system, we were interested in analyzing
the tranglation subsystem.

Figure 1 shows the source code for the translate rou-
tine of the command trandation subsystem. The corre-
sponding call graph is given in Figure 2. During the in-
formal analysis, the source code and call graph were used
in tandem in order to help identify procedures that re-
quired further study. For instance, the source code in Fig-
ure 1 consists of a switch statement with three cases: (1)
INIT, (2) xLT, and (3) carc. These cases correspond to
different operating modes for the software for initiaiza-
tion, trandation, and command file copying, respectively.
In our analysis we were interested in the XL.T or tranglation
mode and so two functions, process mnemonic_input
and process_binary_output were tagged as requiring
further study.

The next step in the process involved an analysis of Fig-
ure 2 which led to the observation that the process msg
procedure controls a majority of the mnemonic input pro-
cessing. Specifically, given that the processmsg has
a large difference between the out-degree and in-degree,

struct msg *translate(op, args)
int op;
char *args;

extern int dontoutput;
static struct project parameters *pp;
struct msg *mp = NULL;
switch (op) {
case INIT:

pp = initialize_interpreter();
break;

case XLT:
while (args([0] != "\0’

{

if (process_mnemonic_input (&args, pp))

if (mp == NULL)
mp = process_binary output (pp) ;
else
{
mp->next = process _binary output (pp) ;
mp = mp->next;
}
}
else
dontoutput = 1;
}
break;
case CARG:
process_carg (&args, pp);
break;
default:
inform user (
"internal error: bad op in translate");
end_cmdxlt (CMD_ERROR) ;
}
/* only translation returns a value;
return NULL on error or no value */
return (mp) ;

Figure 1. Translate source code

with the out-degree dominating, it led us to identify pro-
cess_msg asacritical procedure.

At thispoint in the study of the command translation sys-
tem we were able to formul ate questions to be answered by
the formal specification phase of the analysis. For instance,
aquick analysis of the process msg procedure, shown in
Figure 3, revealed that a loop is executed until the value
of thevariable sp->msg_complete = 1. Usingthisinfor-
mation, we were interested in determining when the value
of sp->msg_complete changes from 0 to 1. In addition,
given that the return value of the process msg procedure
is the negation of sp->failed, we were aso interested
in determining what conditions needed to be present in or-
der for sp->msg_complete = 1 andsp-failed = 1 0r
sp-failed = 1. Thesecaseswouldindicatethat the mes-
sage was syntactically correct and that the processing either
failed or succeeded. Specifically, we were interested in the
case where the message was constructed correctly but the
processing till failed.
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Figure 2. Translate source model

4.4 Formal Analysis

Prior to the formal analysis of the command transla-
tion system, the following details about the functionality
had been determined viathe informal analysis of the source
code:

e The sequence of cals originating from the
translate procedure and proceeding to pro-
cess_mnemonic_input and finally to process msg
congtitute a“critical path” of execution.

e The process.msg routine terminates only when the
variable sp->msg_complete variable is set to the
value 1.

e The routine end_cmdx1t is invoked by every one of
the begin_* routines (among others) as shown in Fig-
ure 2. Thisled to the conjecturethat end _cmdx1t isa
critical procedure.

Using this information, we formulated the following
guestions to be answered by the formal analysis:

¢ What are the conditionsfor terminating the trandation
process.

e What are the routines that exhibit representative be-
havior for successful and unsuccessful transation?
That is, given a known termination condition for the
routine process.msg, What routines establish sp-
>msg_complete = 17

e Are there other terminating paths that bypass pro-
cess_msg?

In an attempt to answer these questions, we analyzed
severa procedures that potentially had an impact on the
issues outlined above. That is, we anayzed the pro-
cess_mnemonic_input, process_msg, and end_cmdxlt
procedures, aswell asthe procedurenamed end message-
_subroutine. We identified end_message_subroutine
as a routine of interest after using the grep command
to locate the places in the code where the variable sp-
>msg_complete Was assigned avalue of 1.

441 Anaysisof process mnemonic_input

Figure 4 shows a sequence of code from the pro-
cess_mnemonic_input procedure. Inlines2-11 the do-
while loop contains severa assignment statements and a



0. int process_msg(ep, tp, sp, parms)
1. Ulé *ep;
2. struct tokens *tp;
3. struct interp state *sp;
4. struct project_parameters *parms;
5. |
6. Ul6 code;
7.
8.
9. if (ep[1]&SITE_BIT)
10.
11. sp->failed = 1;
12. fail (EXCLUDED MSG, tp, sp);
13. return(0) ;
14. }
15.
16. P =-ep + 3 + epl2];
17. sp->msg_level = 1;
18. sp->msg_complete = 0;
19.
20.
21. while (!sp->msg complete)
22. {
23. /* on failure, a new value for P
24. will be on top of the stack */
25. if (sp->failed)
26. P = (Ul6 *)STACK(O);
27. code = *P++;
28. (* (rtn[code])) (tp, sp,parms) ;
29. }
30
31. return(!sp->failed) ;
32. }

Figure 3. process.msg source code

cal to the process.msg procedure. The cal is used to
guard abreak Statement that, in essence, provides another
termination condition for theloop. As such, the terminating
condition for this loop is the following:

(process_msg(ep, tp, sp, params) = 1) V 2
(ep = collection[249]).

Expression 3 states that either the process msg routines
returns 1, or the ep pointer takes the value of the 250th
element of the collection array. The significance of the
number 249 is that the ep pointer is used as a cursor to
refer to the current position in a message. When the entire
input has been processed, the ep pointer is moved to the
adjacent memory locations until, finally, it refersto the next
element in the collection array. The more interesting
aspect of the terminating condition in Expression 3 is the
term process_msg(ep, tp, sp, params) = 1. In this case,
we heed to analyzethe process msg procedurein order to
determine when process . msg returns 1.

4.4.2 Andysisof process msg

Consider again the source code in Figure 3. At line
21, the statement return (!sp->failed) indicates that
the program returns the negated value of the sp->failed
variable. Since line 6 of the program in Figure 4 states
that sp->failed = 0, itisreasonablefor usto infer that

0. ep = get_ first entry(248);
1.
2. do {
3. tp->token_index = tp->t;
4. Q = control list;
5. sp->num_of commands = 0;
6. sp->failed = 0;
7. sp->cmd_delimiter deferred = 0;
8.
9. if (process_msg(ep, tp, sp, parms))
10. break;
11. } while ((ep = get next entry(ep)) !=
12. collection[249]) ;
13
14. if (sp->failed)
15. generate error msg(sp, tp);
16
17. *sStrp = s;
18 stem_entry = sp->stem name;
19
20 return(!sp->failed);

Figure 4. Source code sequence for pro-
cess_mnemonic_input

(coset(sp).failed = 0) is a precondition for the pro-
cess_msg procedure, where the coset function is used to
associate a pointer variable to a set of equivalent refer-
ence objects [6]. Given this precondition, consider lines
26 - 39. Line 28 establishes the condition that sp-
smsg.complete = 0, S0intheinitial iteration of theloop,
(coset(sp)-failed = 0) A (coset(sp).msg-complete = 0).
Using strongest postcondition, then, to formally specify the
loop, we obtain the following postcondition (as generated
by AUTOSPEC):

/* AutoSpec:

"(((coset (sp) .msg_complete.V == 1) /\
(((((R_i-1 /\ (coset(sp).failed.V != 0)) /\
as_const8 = S[01)) \/

(R_i-1 /\ (! (coset(sp).failed.V != 0))) /\
suif tmp0 .> coset(P))) /\

P.V = ((2 * 1) + suif tmp0.V))) /\
code.V = coset (suif tmp0).V))) /\
p(rtn[(int)code] (tp, sp, parms), R i))" */

where the term r.i is used to represent the ith itera-
tion of the loop. The specification states that message
processing is complete and that either the message pro-
cessing failed or it was successful. The term (last line)
sp(rtn[ (int)codel (tp, sp, parms), R.i) is the
specification of the various calls to the procedureslisted in
lines1-7 inFigure 3. In order to determineif after the loop
is executed that indeed (coset (sp) .msg_complete.V
== 1), wemust analyze the various procedures.

4.4.3 Andysisof end message_subroutine

Figure 5 contains the annotated source code for the
end_message_subroutine procedure. After perform-
ing a grep search for the references to the variable



sp->msg_complete, it was determined that in only
one location throughout the code is the value of sp-
>msg_complete Setto 1.

extern void end_message_subroutine (tp, sp, parms)
struct tokens *tp;
struct interp state *sp;
struct project_parameters *parms;
{
S = (unsigned int *) ((char *)S + 4 * 1);
sp->msg_complete = 1;

/* AutoSpec:

R 1: (((((parms .> _param5) /\

( paramS.V == pvVale)) /\

(((sp .> _param4) /\

( param4 V == pVals)) /\

((tp .> _param3) /\

(_param3 V == _pval4)))) /\

(S.V = ((4 * 1) + as_const4))) /\
(coset (sp) .msg _complete.V = 1)) */

if (sp->failed != 0) {
return;
}

/* AutoSpec:
((R_1 /\ (coset(sp).failed.V != 0)) \/
(R_1 /\ (!(coset(sp).failed.V != 0) "o/

if (get_next token(tp) != (void *)0) {
sp->failed = 1;
fail ("End of message expected", tp, sp);

}

/* AutoSpec:

"((((R_1 /\ (!(as_conste != 0))) /\
(get_next_token(tp.V) != 0)) /\
(coset (sp) .failed.V = 1)) \/

((R_1 /\ (! (coset(sp).failed.V != 0))) /\

(! (get_next token(tp.V) != 0))))" */
return;

/* AutoSpec:
"(R_1 /\ ((((!(as_conste != 0)) /\
(get next_token( tp.V ) != 0)) /\
(coset (sp) .failed.v = 1)) \/
((!(coset (sp).failed.Vv != 0)) /\
(! (get_next_token( tp.V ) != 0)))))" */

}

/* AutoSpec:
" (coset (sp) .msg_complete.V = 1) /\
((((!(as_const6 != 0)) /\
(get_: next _token( tp.V ) !=0)) /\
(coset (sp) .failed.V = 1)) \/
((!(coset(sp).failed.Vv = 0)) /\
(! (get_next token( tp.V ) != 0)))) */

Figure 5. Annotated source code for end-
_message_subroutine

The original specification for the end message sub-
routine procedure as generated by AUTOSPEC is as fol-
lows:

/* AutoSpec:
“(((((((((parms .> _param5) /\
param5.V == _pValé)) /\
(sp .> param4) /\ (_param4.V == pVal5)) /\
7param3) /\ (_param3.V == pVal4)))) /\
= ((4 * 1) + as_const4))) /\
(sp) .msg_complete.V = 1)) /\
as_consté != 0))) /\

(
(
(
(
(co
(1 (
get next token(tp.V) != 0)) /\
c
(
(

oset (sp) .failed.v = 1)) \/
R_1 /\ (!(coset(sp).failed.V != 0))) /\

(
(
S.
coset
|
(
(
(
! (get_next_token(tp.V) != 0))))" */

(!

Since we were interested in conditions related to message
processing completion and failure, we were able to use the
SPECGEN system to derive an abstraction based on deleting
conjuncts. The resulting postcondition specification of the
end_message_subroutine procedureis asfollows:

/* AutoSpec:

" (coset (sp) .msg_complete.V = 1) /\

((((!(as_const6 != 0)) /\

(get_next_token( tp.V ) != 0)) /\

(coset (sp) .failed.Vv = 1)) \/

((coset (sp) .failed.v = 0) /\

(! (get_next token( tp.V ) != 0)))) */
This specification states that after executing this pro-
cedure, (coset(sp).msg_completeV = 1) and that either
(coset(sp).failed.V = 1) or (coset(sp).failed.V = 0). In the
case that (coset(sp).failed.V = 1), the get_next_token proce-
dure returned a non-zero value, indicating the message
stream buffer was not empty. Conversely, in the case that
(coset(sp).failed.V = 0), the message processing was success-
fully completed.

The completion of the above specification allowed us to
answer the question concerning the conditions for the ter-
mination of the trandation process. In doing so, it was de-
termined that in the event the end_message_subroutine never
appears on the message stack, the process_msg procedure can
potentially run forever (or at least until there is a message
stack overflow).

444 Andysisof end_cmdxlt

Given our earlier observation about the termination of
process msg, we proceeded to analyze whether or not other
conditions can cause the process_msg to terminate.

In the command translation source code there are sev-
eral macros that are used to access the message stack. One
such macro is given in Figure 6. The code contained in
this macro, upon accessing the stack, will generate a fail-
ure condition and terminate the entire program if the stack
overflows. Theimportance of thismacro isthat several rou-
tines called by process_msg utilize this stack macro. As
such, if the failure conditions are met, then the procedure
end_cmdx1t will be called.

The formal specification of the end_cmdx1t isshownin
Figure 7. The most important aspect of thisroutineisthat it
terminates the entire program if invoked. As such, the final
specification of the programis*“false”, indicating that the
routine will never reach the return statement at the end of
the code. Given this fact, the command trand ation system,



#define POPM(m) S+=(int) (m); \
if (((Ul6 *)S<W) || (S>min_S)) \
{\
fail ("stack overflow", NULL, NULL); \
end_cmdxlt (-1); \

}
Figure 6. The porM Macro

specifically the process_ msg procedure and subsequently
the, process_mnemonic_input procedure, will terminate
either by a successful (or partially successful) completion
of amessage trandation, or by an eventual termination via
the end_cmdx1t procedure.

45 Discussion

In the process of performing the case study, several dis-
coveries concerning the structure and functionality of the
command translation system were gathered. In addition to
revealing functional properties of the system software, the
case study allowed us to discover several non-functional
properties regarding the code. In this section, we summa-
rize the case study analysis.

Command trandlation. The command trandation sys-
tem provides two types of command file interpretation:
user mnemonic trandation and command file conversion.
In addition, it was determined that the command tranda-
tion system relies heavily upon communicating with other
Command subsystems via the use of system files. From a
low-level perspective, the process mnemonic_input and
process_msg procedures are two of the most critical pro-
cedures in the system. These procedures either directly or
indirectly control the command translation process and they
congtitute a critical path of execution.

Termination. The termination of the command transla-
tion process depends heavily upon the termination of the
process msg procedure. The process msg procedure
terminates in one of two ways: gracefully or by fault.

Global Variables and Macros. The command tranda-
tion system relies heavily upon the use of global variables
and macros. While the source code is visually compact,
the functional complexity seemed to increase with each en-
counter of one of these constructs.

46 LessonsLearned

Several lessons about our reverse engineering approach
were learned while performing the case study described in
this paper. This section summarizes these lessons.

4.6.1 Combined Analysis Technique

The utilization of a combined informal and formal pro-
cess enhanced the usefulness of both the informal and for-
mal techniques. The informal analysis provided a struc-
tured method for early discovery and organization of the
functionality of the system. During the low-level analysis,
the informal techniques provided valuable information and
cues regarding where to focus the formal analysis. The for-
mal analysis facilitated the functional understanding of the
underlying logic embedded in many of the structural mod-
els derived during the low-level analysis. In addition, given
many of the questionsthat arose after the informal analysis,
the formal technique provided a method for understanding
certain properties of the code.

4.6.2 Tools

To facilitate the investigations described in this paper,
we have constructed a number of tools that support formal
specification construction, specification editing, call graph
derivation, and basic theorem proving [13]. The availabil-
ity of thesetoolsgreatly facilitated the analysis process both
during theinformal and the formal phasesof analysis. How-
ever, while the tools were invaluable, they need to mature
in regards to the functionality that they provide, especially
in regardsto user interface concerns. In addition, the use of
other existing tools that replace, for instance, the grep toal,
are needed to improvethe ability to effectively analyze soft-
ware source code.

5 Reéated Work

Previously, formal approaches to reverse engineering
have used the semantics of the weakest precondition pred-
icate transformer wp as the underlying formalism for the
respective techniques. The Maintainer’s Assistant uses a
knowledge-based transformational approach to construct
formal specifications from program code via the use of a
Wide-Spectrum Language (WSL) [14]. A WSL is alan-
guage that uses both specification and imperative language
constructs. A knowledge-base managesthe correctness pre-
serving transformations of concrete, implementation con-
structs in a WSL to abstract specification constructs in the
same WSL.

REDO [15] (Restructuring, Maintenance, Validation and
Documentation of Software Systems) isan Esprit |1 project
whose objectiveis to improve applications by making them
more maintainable through the use of reverse engineering
techniques. The approach used to reverse engineer COBOL
involves the development of general guidelinesfor the pro-
cess of deriving objects and specifications from program
code as well as providing aframework for formally reason-
ing about objects[16].

The“Loop ANalysis Tool for Recognizing Natural con-
cepts’ or LANTeRN [17] is an approach that uses a



extern void end cmdxlt (int n) {
if (params->cmdentl != 0) {
inform user (1) ;

comm_tbl ptr->alloc[comm index] .x1lt_pid = 0;

xltdir->new = 0;
if (smclose("directive") == DTS_ERROR)
fprintf (stderr,

{

"translate: closing directives shared memory failed\n");

}

/* AutoSpec:
"((((n.Vv = _param0) /\

(coset (params) .cmdentl.V != 0)) /\

(coset (comm_tbl ptr).alloc[comm index].V = 0)) /\

(coset (x1tdir) .new.V = 0)) */
if (dereg_appl ("SFOC CMD", "com_ws",
fprintf (stderr,

"translate: deregistration with SMC failed:

smc_errlist [smc_errnol) ;

/* AutoSpec:
"((((n.Vv = _param0) /\

if (master_detach proj(-1) ==
fprintf (stderr,
"translate:
master_strerror (master_errno)) ;

-1) {

/* AutoSpec:
"((((n.Vv = _param0) /\

(coset (comm_tbl ptr).alloc[comm index] .V = 0)) /\

/* AutoSpec:
"((((n.Vv = _param0) /\

((n.v = _param0) /\

exit (n) ;

/* AutoSpec: false */

return;

}

SHM_ALLOC)

(coset (params) .cmdentl.V !=
(coset (comm_tbl ptr).alloc[comm index] .V = 0)) /\

cannot detach from masterfile:

(coset (params) .cmdentl.V !=

(coset (params) .cmdcntl.V !=
(coset (comm_tbl_ptr).alloc[comm_index] .V = 0)) /\
(! (coset (params) .cmdcntl.V

== RES_ERROR) {

$s\n",

0)) /\

(coset (x1tdir) .new.V = 0)) */
%s\n",

0)) /\

(coset (x1tdir) .new.V = 0)) */

0)) /\

(coset (x1tdir) .new.V = 0)) \/
1= 0)))" */

Figure 7. Annotated source code for end_cmdx1t

multi-step process to construct predicate logic annotations
for loops. The analysis process involves the translation
and normalization of loop programs into forms that are
amenable to matching of various components of loops. A
knowledge-base or plan library is used to identify stereo-
typical loop events, where events are in the form of basic
events and augmentation events.

In the REDO and Maintainer’s Assistant approaches,
the applied formalisms are based on the semantics of the
weakest precondition predicate transformer wp. Some dif-
ferences in applying wp and sp are that wp is a backward
rule for program semantics and assumes a total correctness
model of execution. However, the total correctness inter-
pretation has no forward rule (i.e., no strongest total post-
condition stp [8]). By using a partial correctness model of
execution, both aforward rule (sp) and backward rule (W p)
can be used to verify and refine formal specifications gen-
erated by program understanding and reverse engineering
tasks. The main difference between the two approachesis
that the strongest postcondition predicate transformer can
be applied to code to derive formal specifications, whereas
the weakest precondition predicate transformer can only be

used as a guideline for constructing formal specifications.
That is, wp cannot be used to derive postconditionsfor pro-
gram code.

6 Conclusionsand Future Investigations

Many different approaches for reverse engineering have
been suggested in the literature [18, 19, 20, 21, 22]. The
availability of such approaches provides the opportunity to
study the effect of their combination. In our previous in-
vestigations, we have developed a formal approach for re-
verse engineering [4, 5, 6]. When applied as a standalone
technique, the complexity of this approach is unmanage-
able. However, as demonstrated in this paper, when applied
alongside simple structured approaches, the approach can
be used to obtain meaningful results.

In order to further study the impact of integrating our
formal approach with more informal approaches, we arein-
vestigating the relationship between structured abstraction
and plan-based techniques and how they might benefit from
the semantic information that is recoverable via our tech-
nigue. In addition, we are also investigating how the ap-
proach can be used to support other activities such as soft-



ware reuse [23]. Finally, we are continuing to improve the
tool suite that we have constructed to support the activities
described in this paper [13].
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